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1. Marco introductorio
La presente norma establece las disposiciones operativas que complementan el Reglamento del Sistema de Pagos para regular el servicio Sistema Nacional de Pago Electrónico en el Transporte Público (SINPE-TP), provisto por el Banco Central de Costa Rica por medio del Sistema Nacional de Pagos Electrónicos (SINPE).

La norma define las condiciones bajo las cuales funciona SINPE-TP para el cobro de tarifas en los servicios de autobús de ruta regular y tren de pasajeros, así como la forma en que se relaciona e interactúa con los usuarios y participantes.

1.1. Alcance

Las disposiciones de la presente norma son aplicables a las instituciones, empresas, personas e infraestructuras que participan o intervienen en el funcionamiento del servicio SINPE‑TP, como elementos de su ecosistema de pagos.

La norma contempla las condiciones y reglas operativas que regulan el funcionamiento de SINPE-TP en los servicios de autobús de ruta regular y tren de pasajeros.

1.2. Términos empleados

Para los fines interpretativos de la presente norma complementaria, se entiende por:

· Adquirente: entidad bancaria que provee servicios de autorización, procesamiento y liquidación de las transacciones de SINPE-TP, registradas por los usuarios con el uso de dispositivos de pago EMV/Contactless.
· API: siglas de “Application Programming Interface” (Interfaz de programación de aplicaciones); es un conjunto de funciones, reglas (códigos), procedimientos y especificaciones, que ofrecen una biblioteca de programación (como capa de abstracción) para que sea utilizada por otro programa informático con el fin de comunicarse entre ellos.
· App: del inglés application; es una aplicación de software diseñada por el BCCR para ejecutarse en dispositivos móviles, con el propósito de que los pasajeros y operadores interactúen con el servicio SINPE-TP.
· Aresep: Autoridad Reguladora de los Servicios Públicos, es el ente competente para las fijaciones tarifarias de los servicios del transporte público costarricense.
· Autobús: unidad de transporte autorizada por el CTP para operar en alguna de las rutas regulares del servicio de transporte público remunerado de personas.
· BCCR: Banco Central de Costa Rica; es el ente rector del sistema de pagos costarricense, y el gestor y regulador del servicio SINPE-TP.
· Contactless: pago sin contacto o pago por proximidad; es un protocolo de comunicación que permite realizar pagos con tarjetas utilizando tecnología de identificación por radiofrecuencia (RDFI, por sus siglas en inglés), cumpliendo con la norma ISO 14443, relacionada con las tarjetas inteligentes (SmartCards). Gracias a una antena incorporada en la tarjeta y en el dispositivo de lectura (datáfono), la comunicación ocurre cuando ambos objetos se encuentran a una distancia máxima de 5 centímetros, agilizando así las transacciones en los puntos de venta.
· CTP: Consejo de Transporte Público; es un órgano de desconcentración máxima del MOPT, responsable de regular, planificar y supervisar la operación de los servicios de transporte en la modalidad autobús de ruta regular.
· Cuenta de reserva: cuenta de fondos abierta por una entidad financiera en el BCCR, para atender la liquidación de sus operaciones en el sistema de pagos.

· Departamento SINPE-TP: Departamento Sistema Nacional de Pago Electrónico en el Transporte Público, adscrito a la División Sistemas de Pago del BCCR.
· Dispositivo de pago: instrumento de pago EMV/Contactless, en sus diferentes presentaciones: tarjetas de débito, crédito o prepago, así como calcomanías, llaveros, relojes de pulsera, brazaletes, anillos, dispositivos móviles como tabletas y teléfonos inteligentes, o cualquier otro tipo de instrumento EMV emitido o habilitado por el emisor bajo una marca de tarjetas y que se encuentre vinculado a cuentas de débito, cuentas de crédito, cuentas prepago o cualquier otro tipo de cuentas de fondos de los clientes.
· Emisor: entidad financiera que entrega dispositivos de pago EMV/Contactless a sus clientes, emitidos bajo las franquicias de las marcas de tarjetas (VISA, MasterCard y American Express). Al emisor se le denomina “nacional” cuando se encuentra domiciliado en Costa Rica, e “internacional” cuando corresponde a una entidad del extranjero.

· EMV: siglas de Europay-MasterCard-VISA; es un estándar de interoperabilidad de Tarjetas IC (tarjetas con soporte de circuito integrado), creado por la firma EMVCo para la autenticación de pagos por medio de tarjetas de débito, crédito y prepago. Mediante el uso de un microprocesador criptográfico (chip), define las condiciones de la interacción entre las tarjetas y los dispositivos de lectura para llevar a cabo las transacciones. Una parte de su tecnología está basada en la norma ISO ISO/IEC 7816 para la identificación de tarjetas inteligentes.
· Equipo de validación: conjunto de artefactos tecnológicos conformado por un validador y un lector de dispositivos de pago EMV/Contactless, debidamente homologados, configurados y acoplados para recibir pagos por medio de SINPE-TP.

· Incofer: Instituto Costarricense de Ferrocarriles; es el gestor y operador del servicio de tren de pasajeros.

· Lector de dispositivos de pago: equipo tecnológico con la capacidad de procesar pagos de tarjetas con el estándar EMV/Contactless; también conocido en el mercado como “Lector EMV”. Existen lectores independientes y dependientes. Un lector “independiente” es programable, corre un sistema operativo y es posible ejecutar programas en él. Por otro lado, un lector “dependiente” requiere ser operado por un dispositivo externo como un validador o un computador, y no es posible ejecutar programas en él.
· Marca: del inglés “TAP” (Transit Access Pass); es el registro electrónico que realiza el pasajero durante el abordaje en un validador de SINPE-TP para pagar la tarifa del viaje, el cual es enviado automáticamente por ese dispositivo al Sistema Central de Recaudo para su debido procesamiento y liquidación, de acuerdo con el ciclo de operación que le corresponda.
· Marca tardía: registro conocido en la industria de pagos abiertos en el transporte público como late tap (tap tardío); se refiere a toda transacción reportada al Sistema Central de Recaudo después de cuatro días naturales de haberse registrado en un validador de SINPE‑TP. 
· Marca de tarjetas: empresa con operaciones a nivel nacional o internacional que facilita su infraestructura tecnológica para registrar, transportar, procesar, almacenar, compensar o liquidar operaciones realizadas por medio del sistema de tarjetas de pago.
· MOPT: Ministerio de Obras Públicas y Transportes; es el ente rector del transporte público costarricense.

· Operador de transporte: persona física o jurídica autorizada por el CTP para la prestación del servicio de transporte público de pasajeros mediante la modalidad autobús de ruta regular. La definición también incluye a Incofer.

· PCI DSS: siglas de Payment Card Industry Data Security Standard (Estándar de Seguridad de Datos para la Industria de Tarjeta de Pago); es un estándar internacional desarrollado en el 2004 por un comité conformado por las compañías de tarjetas más importantes del mundo, como guía para que las organizaciones que procesan, almacenan o transmitan datos de las tarjetas o sus transacciones, aseguren dichos datos con el fin de evitar robos de información y fraudes.
· Proveedor de servicio: persona jurídica, pública o privada, que presta algún tipo de servicio como parte de la infraestructura tecnológica y operativa de SINPE-TP.
· Reglamento del Sistema de Pagos: instrumento regulatorio aprobado por la Junta Directiva del BCCR en el artículo 6 de la sesión 5825-2018, celebrada el 2 de mayo del 2018, y publicado en el Alcance 97 a La Gaceta 83, del 14 de mayo de 2018. La versión corresponde a la modificada por la Junta Directiva del BCCR en el artículo 5 de la sesión 6099-2022, del 21 de diciembre del 2022, y publicada en La Gaceta 83, del 17 de enero de 2023.
· SINPE: Sistema Nacional de Pagos Electrónicos; es una plataforma de servicios financieros de pago para la movilización interbancaria de fondos, establecida, regulada y operada por el BCCR.
· SINPE-TP: Sistema Nacional de Pagos Electrónicos en el Transporte Público.
· Sistema Central de Recaudo (SCR): componente de back office de la plataforma SINPE‑TP.

· Transporte público: servicio de transporte remunerado de personas en las modalidades autobús de ruta regular y tren de pasajeros.

· Unidad de transporte: autobús o tren ferroviario de pasajeros con sus respectivos vagones, según corresponda para cada una de las modalidades de transporte público en las que funciona la plataforma de SINPE-TP.
· Usuario: persona física (tarjetahabiente) que utiliza los servicios de transporte público y paga el costo del pasaje por medio del servicio SINPE-TP.

· Validador: dispositivo para la lectura y validación de los dispositivos de pago admitidos en SINPE-TP. Se encarga de capturar la información del cobro electrónico y de generar la trama de información que posteriormente debe enviarse a la pasarela de pagos para su procesamiento.
· Wearable: dispositivo tecnológico como teléfono celular, tableta, brazalete, reloj, anillo y cualquier otro objeto que pueda contener un microprocesador criptográfico con el estándar EMV y que cumple con las mismas funciones de una tarjeta de pago sin contacto.

· Otros términos relacionados con el sistema de pagos nacional pueden consultarse en la “Norma Complementaria - Glosario General”, de la Serie de Normas y Procedimientos del SINPE.
1.3. Regulación relacionada
	Siglas
	Nombre del Documento

	RSP
	Reglamento del Sistema de Pagos.

	RST
	Reglamento del Sistema de Tarjetas de Pago.

	NT-STP
	Norma Técnica – Homologación de Validadores para SINPE-TP.

	NT-STP
	Norma Técnica – Operación del Servicio de Validación de SINPE-TP.

	NT-STP
	Norma Técnica - Estándar Electrónico para la Comunicación con Adquirentes.

	NT-STP
	Norma Técnica - Estándar Electrónico para la Comunicación con Operadores.


2. Aspectos generales
2.1. Definición del servicio

El servicio SINPE-TP provee la plataforma administrativa y tecnológica para gestionar la recaudación tarifaria del transporte público colectivo en las modalidades autobús de ruta regular y tren de pasajeros. Por medio de dicha plataforma se procesa el cobro de los viajes a los usuarios y la liquidación de los ingresos tarifarios a los operadores de transporte.
2.2. Principios rectores 

El diseño, la construcción y el funcionamiento del servicio SINPE-TP se rige por los siguientes principios: 

· Soberanía digital. El Estado Costarricense debe procurar el pleno control de la infraestructura tecnológica del sistema de pago electrónico en el transporte público, como medida para evitar o mitigar dependencias no deseadas con proveedores externos. 

· Tecnologías abiertas. El sistema de pago electrónico en el transporte público debe estar basado en el uso de tecnologías y estándares internacionales abiertos, de manera que no estén reservadas para un proveedor particular o un conjunto de proveedores cerrado.

· Control público de la información. El sistema de pago electrónico en el transporte público debe garantizar que la información esté administrada por el Estado Costarricense, para evitar que terceros puedan utilizarla con fines distintos de los permitidos legalmente para el funcionamiento del servicio SINPE-TP.

· Universal. El sistema de pago electrónico en el transporte público debe ser único para el transporte público colectivo de personas y operar con un alcance nacional, de modo que procese el 100% de las transacciones de pasajes que se realizan en el sector.

· Interoperable. El sistema de pago electrónico en el transporte público debe utilizar protocolos de comunicación y dispositivos electrónicos interoperables, nacional e internacionalmente.
Para el servicio SINPE-TP también rigen en forma complementaria los principios establecidos en el CONVENIO ENTRE EL MINISTERIO DE OBRAS PÚBLICAS Y TRANSPORTES, EL CONSEJO DE TRANSPORTE PÚBLICO, LA AUTORIDAD REGULADORA DE LOS SERVICIOS PÚBLICOS, EL INSTITUTO COSTARRICENSE DE FERROCARRILES, EL BANCO CENTRAL DE COSTA RICA Y LOS REPRESENTANTES DE LA INDUSTRIA DEL TRANSPORTE PÚBLICO REMUNERADO DE PERSONAS (MODALIDAD AUTOBÚS), PARA EL DISEÑO Y CONSTRUCCIÓN DEL SISTEMA DE PAGO ELECTRÓNICO EN EL TRANSPORTE PÚBLICO, suscrito por las partes el 11 de enero del 2018.
2.3. Participantes 

En el servicio SINPE-TP participan las siguientes personas y entidades:

· MOPT.

· CTP.

· Aresep.

· BCCR.
· Usuarios del servicio de transporte público.

· Operadores de transporte.
· Bancos adquirentes. 

· Emisores.

· Proveedores que prestan algún tipo de servicio como parte de la infraestructura tecnológica y operativa de SINPE-TP.
2.4. Registro de proveedores de servicio

El BCCR publicará en su página web una lista de los proveedores de servicio con la información de contacto y la descripción del servicio que presta dentro del ecosistema de pagos de SINPE-TP. Esta lista estará disponible para todos los participantes de SINPE-TP.
2.5. Horario de funcionamiento

El servicio SINPE-TP funciona con un horario de 24 horas, todos los días del año (24x7). Las operaciones y funcionalidades que cuentan con un horario particular o especial se encuentran especificadas en la presente norma complementaria.
2.6. Suscripción al servicio

Para iniciar el proceso de conexión al servicio SINPE-TP, el operador de transporte debe presentar al BCCR una solicitud de suscripción que cumpla con las condiciones del documento “Carta para la Suscripción de Operadores de Transporte”, contenido en el Anexo 01 de la presente norma complementaria, el cual deberá enviarse al Departamento SINPE-TP por medio de la dirección de correo electrónico SINPE-TP-Notificaciones@bccr.fi.cr.
Como parte de los requerimientos de información, el operador de transporte debe designar y reportar al BCCR dos cuentas IBAN en colones: una cuenta primaria en la que normalmente el BCCR realiza la liquidación de los ingresos tarifarios recaudados por medio de SINPE-TP y una cuenta secundaria como opción de uso contingente en los casos en que por algún problema la liquidación no pueda realizarse en la cuenta primaria. Por razones de redundancia operativa, estas cuentas deberán estar abiertas en diferentes entidades financieras. 
Es responsabilidad del operador de transporte mantener actualizada la información que presenta al BCCR con su solicitud de suscripción a SINPE-TP.

2.7. Designación de enlace técnico

El operador de transporte debe nombrar a uno de sus colaboradores como enlace técnico con el BCCR, para que se encargue de coordinar las actividades relacionadas con el funcionamiento de SINPE‑TP en su entidad.
La persona que se designe debe estar relacionada directamente con el funcionamiento del sistema y poseer un nivel jerárquico que la habilite para desempeñar adecuadamente las labores de coordinación requeridas, en virtud de su rol como enlace técnico frente al funcionamiento de SINPE‑TP. Además, su nombre y la información de contacto deben comunicarse formalmente al Departamento SINPE-TP del BCCR, durante el proceso de suscripción al servicio y a la dirección de correo electrónico SINPE-TP-Notificaciones@bccr.fi.cr.
2.8. Comisión Asesora de SINPE-TP

El servicio SINPE-TP funciona con la participación de una Comisión Asesora como órgano de apoyo técnico del BCCR, con el fin de promover el desarrollo y la modernización del pago electrónico en el transporte público. Dicha comisión opera con las funciones y la estructura de representación definidas en el Reglamento del Sistema de Pagos.
La selección de los puestos de representación de la Comisión Asesora se determina de conformidad con el siguiente procedimiento:
a) El puesto de representación correspondiente al director de la División Sistemas de Pago recae en la persona que desempeñe ese cargo administrativo en el BCCR, o en quien delegue su representación. Este puesto tiene a cargo la coordinación de la Comisión Asesora.

b) El representante de Incofer será nombrado por la Junta Directiva de esa institución, la cual debe comunicar formalmente al BCCR la designación. 

c) Los representantes de los emisores nacionales de tarjetas corresponden a los tres emisores con la mayor cantidad de cuentas de fondos IBAN activas (uno por cada emisor), de conformidad con la información del Padrón de Cuentas administrado por el BCCR.

d) Tres representantes de los operadores del servicio de autobús de ruta regular, nombrados por las cámaras de autobuseros con la mayor cantidad de empresas afiliadas. La selección de su derecho de representación se determina con base en los resultados del siguiente cálculo:

i) Se obtiene el promedio simple de empresas afiliadas por puesto de representación, dividiendo el total agregado de la afiliación de todas las cámaras, entre tres.

ii) La información para realizar la operación aritmética se obtiene de la declaración jurada de empresas afiliadas que debe remitir al BCCR el representante legal de cada cámara de autobuseros, considerando únicamente las empresas de afiliación directa, de manera que para el cálculo no cuentan las afiliaciones indirectas que realicen las cámaras de autobuseros por medio de la afiliación de otras organizaciones.

iii) Se asigna el primer representante a la cámara con el mayor saldo de empresas afiliadas, y se le resta a su saldo el promedio simple calculado con el paso anterior, para determinar el nuevo saldo de la cámara.
El BCCR comunicará a las cámaras de autobuseros los resultados del cálculo anterior para que procedan a nombrar sus representantes en la Comisión Asesora, conforme corresponda en cada caso.
e) Dos representantes de los operadores del servicio de autobús de ruta regular, nombrados por las cámaras de autobuseros con la mayor cantidad de unidades de transporte autorizadas, pertenecientes a las empresas afiliadas. La selección de su derecho de representación se determina con base en los resultados del siguiente cálculo:
iv) Se obtiene el promedio simple de autobuses autorizados por puesto de representación, dividiendo el total agregado de las unidades de las empresas afiliadas por todas las cámaras, entre dos.

v) La información para realizar la operación aritmética se obtiene del reporte de autobuses autorizados que aporte para los efectos el CTP, con la identificación del operador al que pertenece cada unidad.

vi) Se asigna el primer representante a la cámara con el mayor saldo de autobuses autorizados, y se le resta a su saldo el promedio simple calculado con el paso anterior, para determinar el nuevo saldo de la cámara.

vii) Se repite el paso anterior para seleccionar el segundo puesto de representación.
El BCCR comunicará a las cámaras de autobuseros el resultado del cálculo anterior para que procedan a nombrar sus representantes en la Comisión Asesora, conforme corresponda en cada caso. 
El cálculo para la selección de los puestos de representación de los operadores del servicio de autobús de ruta regular debe ejecutarse cada vez que deba sustituirse a uno o más de dichos puestos.

El nombramiento de los representantes de los operadores de transporte debe procurar que las personas designadas posean amplia experiencia en los procesos relacionados con la gestión de la operación del transporte público y en la materia tarifaria, preferiblemente con conocimientos en tecnologías de la información y la comunicación, así como en el conjunto de dispositivos con el que se equipan las unidades de transporte para habilitar mecanismos de pago electrónico en el sector.

La Comisión Asesora de SINPE-TP se reúne de manera ordinaria al menos una vez cada tres meses, o cuando la dirección de la División Sistemas de Pago considere necesario convocarla en forma extraordinaria para tratar aspectos relacionados con el pago electrónico en el transporte público.

El periodo de nombramiento, la reelección y los cambios en la designación de los representantes de la Comisión Asesora se rigen por lo dispuesto en los artículos 169 y 170 del Libro SINPE-TP, del Reglamento del Sistema de Pagos.
2.9.  Procesamiento de transacciones 

El procesamiento de las transacciones de SINPE-TP en el servicio de transporte público se realiza de conformidad con las especificaciones contenidas en las guías de implementación de VISA, MasterCard y American Express para pagos en el transporte (Anexo 02, Anexo 03 y Anexo 04, respectivamente).
2.10.  Evaluaciones de seguridad

El BCCR realizará una evaluación anual e integral de riesgos, así como de las políticas de seguridad de la información relacionadas con el ecosistema de pagos de SINPE-TP, con base en el estándar PCI DSS y con el propósito de mantenerlas actualizadas y de promover la incorporación de nuevos desarrollos que contribuyan a su fortalecimiento.

Adicionalmente, el BCCR ejecutará pruebas de penetración internas y externas, regularmente y después de implementar cambios significativos en el entorno de datos del titular de la tarjeta; también dará seguimiento al estado de cumplimiento del estándar PCI DSS por parte de los proveedores de servicio, de conformidad con el nivel de seguridad establecido por la industria de tarjetas de pago y los procedimientos de SINPE-TP.
2.11.  Vigilancia 

La vigilancia del servicio SINPE-TP es ejercida por el Área de Vigilancia de la División Sistemas de Pago del BCCR, conforme con los procedimientos de trabajo que resulten aplicables al pago electrónico en el transporte público.

3. Gestión Financiera 
3.1. Manejo de riesgo y responsabilidades 
La gestión de los riesgos financieros del servicio SINPE-TP se rige por los artículos 176, 177 y 179 del Reglamento del Sistema de Pagos, con el fin de asegurar a los operadores de transporte el pago de la totalidad de las transacciones procesadas con la recaudación de los ingresos tarifarios que se realice por medio de SINPE-TP. Para los efectos se establecen las siguientes responsabilidades:

a) Responsabilidad del emisor nacional: de conformidad con lo que establece el artículo 176 del Reglamento del Sistema de Pagos, el emisor nacional garantiza la liquidación de las transacciones hasta por una suma máxima de 5.000 colones por tarjetahabiente (por cada Personal Account Number) y ciclo de liquidación, siempre que se cumplan las siguientes condiciones:

viii) Que la tarjeta de pago corresponda a uno de sus tarjetahabientes, y que el BCCR haya solicitado una autorización durante el ciclo de liquidación. La cobertura aplica con independencia del resultado de la autorización, y a partir de la transacción para la cual se solicita dicha autorización.

ix) Que en caso de que la autorización sea rechazada, el BCCR haya incluido la tarjeta de pago en la lista de denegación de los validadores, dentro de los siguientes 60 minutos contados a partir del momento en que recibe la respectiva comunicación del banco adquirente. Esta condición no aplica para la transacción con la cual se tramita la solicitud de autorización.

b) Responsabilidad del emisor internacional: de conformidad con lo que establece el artículo 177 del Reglamento del Sistema de Pagos, las transacciones realizadas con cargo a dispositivos de pago de emisores domiciliados fuera del territorio nacional están garantizadas de acuerdo con lo que disponen los acuerdos de las marcas internacionales de tarjetas. Dichos acuerdos se encuentran anexados a la presente norma complementaria para las marcas VISA, MasterCard y American Express (Anexo 02, Anexo 03 y Anexo 04, respectivamente).

c) Responsabilidad del BCCR: de conformidad con lo que establece el artículo 179 del Reglamento del Sistema de Pagos, las transacciones morosas que no sean cubiertas por el emisor nacional o el emisor internacional son respaldadas subsidiariamente por el BCCR, a efectos de mantener la garantía sobre la liquidación de los ingresos tarifarios del operador de transporte.

d) Responsabilidad del operador de transporte: el operador de transporte debe asumir el costo de las transacciones que no puedan ser cobradas al tarjetahabiente por un mal funcionamiento del servicio de validación de SINPE-TP, así como el costo de las transacciones que se reporten al Sistema Central de Recaudo con una condición de tiempo que las califique como marca tardía.
3.2. Del ciclo de operación del servicio
El ciclo de liquidación de SINPE-TP es el proceso integrado por las actividades del registro, procesamiento y liquidación de transacciones, en donde las transacciones se producen durante un mismo día calendario. Dicho ciclo se compone de las siguientes etapas, cada una dependiente de los resultados de la etapa anterior:

f) Registro en los validadores y recepción en el Sistema Central de Recaudo de las transacciones.

Comprende el periodo de registro de transacciones (marcas en los validadores), transcurrido durante el día anterior al día en que se hace efectiva la acreditación de los ingresos tarifarios a los operadores de transporte. Este periodo se establece de las 00:00 a.m. a las 11:59 p.m.

Durante esta ventana horaria, SINPE-TP recoge todas las transacciones de pago reportadas por los operadores de transporte al Sistema Central de Recaudo, para su respectivo procesamiento.

Las marcas o transacciones son procesadas y liquidadas en el ciclo de operación que les corresponda, de acuerdo con la fecha y hora de su ingreso efectivo al Sistema Central de Recaudo. En todos los casos, el BCCR informará a los operadores de transporte la fecha efectiva en que las marcas son registradas en los validadores de SINPE-TP. 
g) Envío de transacciones al banco adquirente.

Se ejecuta a las 01:00 a.m. del mismo día natural en el que se hace efectiva la acreditación de los ingresos tarifarios a los operadores de transporte. Las transacciones enviadas son las que SINPE‑TP haya recibido de conformidad con el inciso anterior.

h) Aplicación del débito de la liquidación en la cuenta de reserva del banco adquirente.

Se ejecuta a las 03:00 a.m. del mismo día natural en el que se hace efectiva la acreditación de los ingresos tarifarios a los operadores de transporte.

En esta etapa el BCCR debita la cuenta de reserva del banco adquirente por el monto efectivo de la liquidación, el cual comprende todas las transacciones que hayan sido enviadas a autorizar dentro del ciclo de liquidación.

i) Liquidación de los ingresos tarifarios en la cuenta de fondos de los operadores de transporte.

Se ejecuta a las 5:00 a.m. del día natural siguiente al día en el que ocurre el registro de las transacciones, conforme con el inciso a) anterior. En esta etapa el BCCR ordena las transferencias de fondos para depositar los ingresos tarifarios a los operadores de transporte, por medio de la plataforma del SINPE y a las cuentas IBAN suministradas por los propios operadores para la liquidación de sus ingresos tarifarios.
En los casos excepcionales en que se presente un problema en el ciclo de operación por el cual el horario de las etapas anteriores no pueda mantenerse, el BCCR las ejecutará en el horario en que logre resolver el problema y comunicará la situación a los participantes involucrados.

3.3. Cálculo de la liquidación de los ingresos tarifarios
El monto de las transacciones (pasajes) se liquida al operador de transporte de conformidad con el siguiente cálculo:

Ln = Tp – (Ca + Pt)

En donde:

	Ln =
	Monto neto de la transacción por liquidar al operador de transporte.

	Tp =
	Monto en colones del total de las transacciones procesadas por medio de SINPE‑TP (según el inciso a), del apartado 3.2).

	Ca =
	Monto de la comisión del banco adquirente (calculada conforme con el apartado 5.1.1).

	Pt =
	Monto de la comisión de la pasarela de pagos (calculada conforme con el apartado 5.3.1).


El monto de la liquidación corresponderá a la suma de todas las transacciones procesadas en un mismo ciclo de liquidación, y se deposita en la cuenta IBAN comunicada al BCCR para la acreditación de los ingresos tarifarios recaudados por medio de SINPE-TP.
3.4. Morosidad

Se refiere al monto de las transacciones que no pueden ser cobradas exitosamente durante su ciclo normal de liquidación, las cuales se encuentran garantizadas a favor de los operadores de transporte de conformidad con el modelo de gestión de riesgos y responsabilidades de SINPE-TP, regulado por el Reglamento del Sistema de Pagos.

Una transacción asume un estado moroso cuando la cuenta del tarjetahabiente presenta alguna condición por la cual el emisor no pueda realizar, en el ciclo normal de liquidación de SINPE-TP, el cobro de los pasajes respectivos a cargo de su cliente.

Para sus efectos contables (internos), el BCCR mantendrá los viajes pendientes de cobro bajo esta condición de morosidad hasta que acumulen un máximo de noventa días naturales de antigüedad, contados a partir del día siguiente de su ciclo normal de liquidación.

Las recuperaciones de deudas morosas son liquidadas a la entidad financiera que haya asumido el costo de su garantía, conforme con el apartado 3.1 de la presente norma complementaria.

El manejo financiero-contable de las transacciones morosas cuyo costo sea asumido por el emisor, lo atenderá el emisor de conformidad con sus propias políticas y procedimientos contables.
3.5. Incobrabilidad

De conformidad con lo que establece el artículo 180 del Reglamento del Sistema de Pagos, las partidas de SINPE-TP que se encuentren pendientes de cobro y cuyo costo haya sido asumido por el BCCR, son declaradas incobrables luego de que acumulen más de noventa días naturales de morosidad, a partir de lo cual podrán contabilizarse como gastos financieros por incobrabilidad.
El manejo financiero-contable de las transacciones incobrables cuyo costo sea asumido por el emisor, lo atenderá el emisor de conformidad con sus propias políticas y procedimientos contables.

3.6. Procedimiento de recuperación de deudas 

El BCCR dispone de un procedimiento para procurar la recuperación de las deudas que se encuentren morosas con SINPE-TP, el cual funciona de la siguiente forma:

j) El procedimiento se activa cuando el usuario (tarjetahabiente) realiza una nueva transacción en el validador para que se tramite su autorización con el emisor, luego de haber realizado la transacción por la cual su dispositivo de pago fue incluido en la lista de denegación.

Esta segunda transacción es rechazada por el validador y, por lo tanto, no sirve para el pago de pasajes por encontrarse el dispositivo de pago dentro de la lista de denegación, pero si funciona para accionar el procedimiento de recuperación de deuda frente al emisor del dispositivo de pago.

k) SINPE-TP ejecuta al menos cinco intentos de cobro automáticos, iniciando en las fechas que se consideren con mayor probabilidad de éxito para recuperar los saldos adeudados por los tarjetahabientes.

l) El usuario dispone de la aplicación SINPE-TP Pasajero, por medio de la cual puede solicitar que se le cobren las deudas pendientes de pago.
En el momento en que se logra hacer efectiva la recuperación de la deuda, las sumas que se recuperen son liquidadas al emisor del dispositivo de pago o al BCCR, según corresponda en cada caso, y el dispositivo de pago es retirado de la lista de denegación para que su titular lo pueda seguir utilizando dentro del ecosistema de pagos de SINPE‑TP. Sobre el monto de las deudas recuperadas aplica el cobro de la comisión de adquirencia, de acuerdo con los apartados 5.1.1 de la presente norma complementaria.
3.7. Administración de la lista de denegación
Los dispositivos de pago pueden ser ingresados o excluidos de la lista de denegación, de conformidad con las siguientes situaciones:

m) Ingreso de dispositivos de pago en la lista: el ingreso de un dispositivo de pago en la lista de denegación se produce cuando el emisor rechaza la autorización de una transacción, por presentar el dispositivo de pago alguna situación por la cual no pueda hacer frente a los cobros de SINPE-TP.

n) Exclusión de dispositivos de pago de la lista: la exclusión o el retiro de un dispositivo de pago de la lista de denegación se produce cuando el tarjetahabiente no mantenga deudas morosas o incobrables con SINPE-TP, de conformidad con el procedimiento de autorización de transacciones.

Cada vez que se genere un cambio en la lista de denegación por las situaciones descritas en el presente apartado, y siempre dentro de la siguiente hora (60 minutos) de haber recibido la notificación del banco adquirente, el BCCR actualizará todos los validadores que se encuentren habilitados en las unidades de transporte y conectados al Sistema Central de Recaudo, de conformidad con lo dispuesto por el artículo 176 del Reglamento del Sistema de Pagos.

3.8. Inspección del pago de pasajes 

El funcionamiento de SINPE-TP podrá contar con el servicio de inspección dentro de las unidades de transporte, con el fin de verificar el correcto pago de los viajes por parte de los usuarios, quienes deben colaborar con el personal encargado de las labores de verificación.

3.9. Notificación de transacciones

Las transacciones que realicen los usuarios en el servicio SINPE-TP con el uso de sus dispositivos de pago para la cancelación de pasajes, son notificadas a los tarjetahabientes de conformidad con lo dispuesto por el Reglamento del Sistema de Tarjetas de Pago.

4. Manejo de información

Los intercambios de información entre el BCCR y los participantes se rigen por los siguientes apartados.
4.1. Principio registral

El servicio SINPE-TP se rige por el principio de buena fe registral, por lo que el BCCR asume que la información reportada, facilitada o registrada por los participantes del servicio es legítima, completa y se encuentra exenta de vicios registrales.

4.2. Información a cargo del CTP
Con el propósito de atender las necesidades operativas del servicio SINPE-TP, y cada vez que se requiera, el CTP debe comunicar al BCCR la información relacionada con la operación del servicio de autobús, tal como: características de los modelos de operación, trazado de rutas y ramales, operadores de transporte autorizados, flota autorizada y conductores acreditados, así como la demás información que se requiera para el normal funcionamiento del sistema.

La información debe reportarse al BCCR por los medios y en las condiciones de tiempo y forma requeridos por el funcionamiento de SINPE-TP.
4.3. Información a cargo de la Aresep

Con el propósito de atender las necesidades operativas del servicio SINPE-TP, y cada vez que se requiera, la Aresep debe comunicar al BCCR el monto de las tarifas oficiales del servicio de transporte público, así como cualquier cambio o ajuste que disponga para las mismas.

Para preparar la herramienta tecnológica de SINPE-TP con la habilitación de los cambios tarifarios que determine la Aresep, la información debe reportarse al BCCR con una antelación mínima de cinco días hábiles con respecto a la fecha de su entrega a la Imprenta Nacional, y la entrada en vigencia de los cambios deberá ocurrir como mínimo dos días hábiles después de la fecha de su publicación en el Diario Oficial La Gaceta.

4.4. Información a cargo de los operadores del servicio de autobús

Con el propósito de atender las necesidades operativas del servicio SINPE-TP, y cada vez que se requiera, los operadores del servicio de autobús de ruta regular deben proveer al BCCR la siguiente información:

o) Código y nombre de las rutas y ramales en los que se habilita la plataforma SINPE-TP. 

p) Números de placa (matrícula) de los autobuses con los que se atienden las rutas y ramales.

q) El resultado de la verificación de las tarifas vigentes para sus rutas, ramales y fraccionamientos tarifarios.

El operador debe entregar la información al BCCR días hábiles antes de su entrada en vigencia, con el uso del formulario “Reporte de Información del Operador de Transporte – Modalidad Autobús” (Anexo 05 de la presente norma complementaria).
4.5. Información a cargo de Incofer

Con el propósito de atender las necesidades operativas del servicio SINPE-TP, y cada vez que se requiera, Incofer debe proveer al BCCR la siguiente información:

r) La localización del origen y destino de las rutas incorporadas al sistema.

s) El catálogo de cobradores, debiendo suministrar para cada cobrador el nombre completo y su número de documento de identificación.

t) El resultado de la verificación de las tarifas vigentes para sus rutas.

Incofer deberá entregar la información al BCCR dos días hábiles antes de su entrada en vigencia, por los medios que el BCCR determine.
4.6. Información a cargo del BCCR
El BCCR suministrará a los operadores de transporte reportes de información con el detalle de las transacciones procesadas por medio de la plataforma de SINPE-TP, así como sobre los resultados de la liquidación de los ingresos tarifarios recaudados. Para los efectos, especificará en cada reporte el monto bruto de la recaudación y las deducciones aplicadas, entre los demás detalles que sean requeridos para que los operadores puedan atender sus necesidades de registro y control, en lo que respecta a las transacciones de SINPE-TP.

El reporte de los operadores del servicio de autobús de ruta regular cumple con el formato de la “Hoja de Liquidación de Ingresos Tarifarios (Autobús de Ruta Regular)”, del Anexo 06 de la presente norma complementaria. Por su parte, los reportes de Incofer cumplen con los formatos del “Reporte Diario de Operaciones de Recaudación Tarifaria de Incofer” y la “Hoja de Liquidación de la Recaudación Tarifaria de Incofer”, del mismo anexo.

Adicionalmente, el BCCR pondrá a disposición de los reguladores y los operadores de transporte, facilitades tecnológicas para acceder a la información administrada por el Sistema Central de Recaudo, de conformidad con los derechos y permisos que corresponda para cada caso como parte de la estructura de seguridad del sistema.
4.7. Suministro automático de datos

El servicio SINPE-TP dispone de un mecanismo electrónico para el suministro automatizado de datos que puede ser utilizado por los operadores de transporte mediante el consumo de una API de consulta, la cual establece un enlace de comunicación con el Sistema Central de Recaudo, de conformidad con las condiciones dispuestas en el documento “Norma Técnica - Estándar Electrónico para la Comunicación con Operadores”, de la Serie de Normas y Procedimientos del SINPE.
Los operadores de transporte también disponen del portal web del BCCR denominado “Central Directo” (https://www.centraldirecto.fi.cr/), para interactuar con el servicio SINPE-TP y acceder a funcionalidades tales como: gestión de usuarios, generación de reportes, mantenimiento de catálogos y consultas del detalle completo de sus transacciones, entre otras.

Se exceptúan de la comunicación los datos sensibles de los usuarios que se encuentren protegidos por disposiciones legales o en virtud del cumplimiento de la norma PCI DSS.
4.8. Actualizaciones

El operador de transporte es responsable de mantener actualizada en el BCCR su información administrativa y la de operación que sea requerida para el funcionamiento del servicio SINPE-TP, de forma que debe mantenerse vigilante para suministrar oportunamente al BCCR las comunicaciones que procedan cada vez que sus datos experimenten algún cambio o porque deba reportar información adicional a la que haya reportado con anterioridad.

4.9. Seguridad de la información sensible

Los proveedores de servicio que accedan a información sensible de los dispositivos de pago, en virtud de sus funciones y de la necesidad del procesamiento y liquidación de las transacciones de SINPE‑TP, son responsables por la seguridad de dicha información, debiendo administrarla mediante procedimientos tecnológicos y operativos que la protejan con estándares de seguridad fiables.
5. Servicios 

5.1. Servicio de adquirencia 

El servicio de adquirencia de SINPE-TP es provisto por las entidades bancarias que se integren a su plataforma para cumplir con ese rol del sistema de tarjetas de pago, las cuales deben recibir las transacciones y procesarlas bajo el esquema de pagos sin contacto en el transporte, de conformidad con las guías de implementación de VISA, MasterCard y American Express (Anexo 02, Anexo 03 y Anexo 04, respectivamente).

Las entidades bancarias interesadas en participar como adquirentes de SINPE-TP, deben presentar a la División Sistemas de Pago del BCCR una solicitud con el formato contenido en el Anexo 07 de la presente norma complementaria (“Solicitud de Participación como Adquirente de SINPE-TP”).
La comunicación entre la plataforma SINPE-TP y los bancos adquirentes se realiza de conformidad con las condiciones establecidas en el documento “Norma Técnica - Estándar electrónico para la comunicación con adquirentes”, de la Serie de Normas y Procedimientos del SINPE.

Con la prestación de sus servicios a SINPE-TP, el banco adquirente debe mantener un nivel de disponibilidad de al menos 99,99%. También deberá atender diligentemente en tiempo y forma las solicitudes de trabajo y las mejoras a la plataforma SINPE-TP que requieran de su participación como adquirente del sistema.

El banco adquirente debe nombrar a uno de sus colaboradores como enlace técnico para que se encargue de coordinar con el BCCR las actividades relacionadas con el servicio de adquirencia, quien debe estar relacionado directamente con los servicios que presta su institución a SINPE-TP y poseer un nivel jerárquico que lo habilite para desempeñar adecuadamente las labores de coordinación requeridas, en virtud de su rol como enlace técnico con el BCCR. 

El nombre y la información de contacto de la persona designada debe comunicarse formalmente al Departamento SINPE-TP del BCCR, a la dirección de correo electrónico SINPE-TP-Notificaciones@bccr.fi.cr.

5.1.1. Cobro y liquidación de comisiones

La tasa de comisión del servicio de adquirencia se establece con base en las tasas comunicadas al BCCR por los bancos adquirentes y de conformidad con el procedimiento competido para el procesamiento de transacciones que establece el artículo 174 del Reglamento del Sistema de Pagos.

La comisión por el servicio de adquirencia se cobra sobre el monto de las transacciones efectivamente liquidadas a los operadores de transporte (según el inciso c), del apartado 3.2) y de conformidad con lo dispuesto por el artículo 179 del Reglamento del Sistema de Pagos. Dicha comisión es cobrada directamente por los bancos adquirentes y es deducida por SINPE‑TP de los ingresos tarifarios de los operadores, en el ciclo de liquidación dentro del cual corresponda su pago.

Las transacciones que presenten un problema en su procesamiento por el que deban liquidarse en un ciclo posterior al que les corresponde, estarán sujetas a la aplicación de una comisión de adquirencia igual a la menor tasa de comisión cobrada por los adquirentes para las transacciones de SINPE-TP.
La comisión de adquirencia se calcula tomando cada transacción individualmente y su resultado es redondeado a dos decimales. Asimismo, con la liquidación de los ingresos tarifarios, el BCCR informará al operador de transporte el monto total de la comisión cobrada sobre sus transacciones y pondrá a su disposición el detalle por transacción.

El BCCR divulgará las tasas de comisión de los bancos adquirentes mediante su página web, y las tasas efectivas de cobro las comunicará a los operadores de transporte mediante los reportes diarios de liquidación de transacciones distribuidos por el Sistema Central de Recaudo.

5.2. Interoperabilidad de pagos 

El banco adquirente debe preparar y mantener su infraestructura habilitada para el procesamiento de las transacciones de todas las marcas de tarjetas que sean válidas dentro del ecosistema de pagos de SINPE-TP.

5.3. Servicio de pasarela de pagos 

El servicio de pasarela de pagos se refiere a la gestión de cobro de las transacciones SINPE-TP que registran los usuarios en los equipos de validación, la cual se realiza con la participación del proveedor de la pasarela de pago, los bancos adquirentes, las entidades emisoras de los dispositivos de pago y el Sistema Central de Recaudo, de conformidad con lo establecido en la Contratación Directa 2021CD-000090-0004900001, denominada “CONTRATACIÓN DE HORAS DE SERVICIO PARA UNA SOLUCIÓN DE PASARELA DE TRANSPORTE, COMPONENTE ESENCIAL DEL SISTEMA NACIONAL DE PAGO ELECTRÓNICO EN EL TRANSPORTE PÚBLICO”.

5.3.1. Cobro y liquidación de comisiones

La tasa de comisión de los servicios de pasarela de pagos es de 1,50% (ad valorem), de acuerdo con lo establecido en la Contratación Directa 2021CD-000090-0004900001. El BCCR comunicará esta tasa a los interesados mediante el Sistema Central de Recaudo y su página web. 

El cobro de la comisión a los operadores de transporte se hace efectivo en forma diaria, aplicando la tasa de comisión sobre el monto bruto agregado de los ingresos tarifarios recaudados y liquidados por medio de SINPE-TP durante el ciclo de liquidación respectivo.

5.4. Servicio de validación
El servicio de validación de SINPE-TP se refiere al conjunto de protocolos de comunicación, estándares de seguridad, procedimientos operativos e infraestructura tecnológica, que intervienen en el registro de las transacciones que registran los usuarios en los validadores de la red de transporte, la administración local de las listas de denegación de dispositivos de pago y la transmisión de las transacciones enviadas al Sistema Central de Recaudo para su gestión cobratoria, de conformidad con las condiciones establecidas en el Libro SINPE-TP del Reglamento del Sistema de Pagos y las siguientes normas técnicas, las cuales son parte integral de la presente norma complementaria:
· Norma Técnica – Homologación de equipos de validación para SINPE-TP.

· Norma Técnica – Operación del Servicio de Validación de SINPE-TP.
Ambas normas técnicas forman parte de la Serie de Normas y Procedimientos del SINPE.

5.4.1. Configuración de parámetros en los equipos de validación 

El BCCR configurará los parámetros de SINPE-TP en los validadores para prepararlos con la información tarifaria y de rutas requerida por el servicio de validación, a efectos de que los operadores de transporte puedan realizar el cobro de las tarifas por los viajes realizados. Esta configuración se lleva a cabo en forma remota o presencial, y mediante protocolos que aseguren la transmisión, recepción e inviolabilidad e integridad de los datos.

5.4.2. Certificación de los validadores 

La arquitectura tecnológica de SINPE-TP y las infraestructuras de sus proveedores de servicio que se conecten al sistema, deben funcionar cumpliendo con las disposiciones y estándares de seguridad de las marcas de tarjetas, así como con la certificación PCI DSS.

Los validadores que no cumplan con estos estándares y procesos de certificación no pueden conectarse a la plataforma de SINPE-TP.

5.5. Servicios de capacitación 

El BCCR impartirá capacitación sobre el funcionamiento de SINPE-TP a los colaboradores de los operadores de transporte, cuyas funciones guarden relación con la operación del servicio.

Los programas de capacitación serán coordinados por el BCCR con los operadores de transporte, como apoyo para la atención de su rol dentro del ecosistema de pagos de SINPE-TP, o para incorporar nuevos desarrollos en los que los operadores deban participar.

Dependiendo de las necesidades, y por razones de conveniencia, las actividades de capacitación pueden realizarse en forma remota, de manera presencial o mediante una mezcla de ambas modalidades.
El BCCR podrá impartir capacitación a grupos de personas que los operadores de transporte designen con el rol de capacitadores, con el fin de que estos se encarguen de capacitar al resto de su personal interno, o al personal de sus proveedores que requiera ser capacitado en virtud de la relación que mantienen con el funcionamiento de SINPE‑TP.

5.6. Servicio de atención a los participantes 

El Departamento SINPE-TP es responsable de atender las solicitudes y consultas de los usuarios, reguladores, operadores de transporte y proveedores de servicio, así como los reportes de los incidentes que puedan presentarse con la prestación de los servicios de SINPE-TP.

Mediante los recursos del Sistema de Atención al Ciudadano, el servicio SINPE-TP tiene habilitados los siguientes canales de comunicación para atender a los pasajeros:
· La aplicación (app) SINPE-TP Pasajero, por medio de la opción “Ayuda”.

· La página web del BCCR, mediante el vínculo https://atencionalcliente.bccr.fi.cr/Sitio/.

· La dirección de correo electrónico atencionalciudadano@bccr.fi.cr.

· Línea telefónica (506) 2243-3333.

Por las características de su participación en SINPE-TP, los operadores de transporte y los proveedores de servicio disponen únicamente de la página web del BCCR como canal oficial, mediante el vínculo https://atencionalcliente.bccr.fi.cr/Sitio/.
El Departamento SINPE-TP informará oportunamente a los interesados sobre los cambios que implemente en los canales de comunicación, así como en los procedimientos operativos dispuestos para el servicio SINPE-TP. 
5.7. Servicio SINPE-TP Móvil
El servicio SINPE-TP dispone de dos aplicaciones móviles (app) habilitadas para que usuarios (SINPE-TP Pasajero) y operadores (SINPE-TP Operador) de transporte puedan interactuar con SINPE-TP. Las aplicaciones pueden ser descargadas en forma gratuita con el nombre “SINPE-TP”, en las tiendas de Google (Play Store), Apple (App Store) y Huawei (AppGallery).

Para suscribirse en la aplicación SINPE-TP Pasajero, el usuario debe sujetarse a las condiciones y cumplir con el procedimiento de registro contenidos en el Anexo 08 de la presente norma complementaria (“Política de Privacidad y Procedimiento de Suscripción de SINPE-TP Pasajero”).

6. Vigencia de la norma 

La presente norma complementaria rige a partir del 1 de octubre del 2024 y sustituye en todo a la norma oficializada el 9 de mayo del 2023.
7. Anexos

Los siguientes anexos forman parte integral de la presente norma complementaria:
	ANEXO 01
Carta para la Suscripción de Operadores de Transporte
	ANEXO 02

VISA Contactless- Transit Implementation Guide (August 2017)
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	ANEXO 03

MasterCard Global Transit Implementation Guide (January 2018)
	ANEXO 04

American Express Transit Implementation Guide V2.0 (May 2019)

	
[image: image3.emf]NC-STP - Anexo 03  Mastercard Global Transit Implementation Guide (January 2018).pdf


	
[image: image4.emf]NC-STP - Anexo 04  American Express Transit Implementation Guide V2.0 (May 2019).pdf



	ANEXO 05
Reporte de Información del Operador de Transporte – Modalidad Autobús
	ANEXO 06
Reportes de Transacciones y Liquidación

de Ingresos Tarifarios

	
[image: image5.emf]NC-STP - Anexo 05  Reporte de Información del Operador de Transporte – Modalidad Autobús.docx


	
[image: image6.emf]NC-STP - Anexo 06  Reportes de Transacciones y Liquidación de Ingresos Tarifarios.xlsx



	ANEXO 07

Solicitud de Participación como Adquirente de SINPE-TP
	ANEXO 08

Política de Privacidad y Procedimiento de Suscripción de SINPE-TP Pasajero 

	
[image: image7.emf]NC-STP - Anexo 07  Solicitud de Participación como Adquirente de SINPE-TP.docx


	
[image: image8.emf]NC-STP (T) - Anexo  08 - Política de Privacidad y Procedimiento de Suscripción de SINPE-TP Pasajero.docx




� DOCPROPERTY  Código  \* MERGEFORMAT �NC-STP��
�






� DOCPROPERTY  "Código de Libro"  \* MERGEFORMAT �¡Error! Nombre desconocido de propiedad de documento.��
�






� DOCPROPERTY  Código  \* MERGEFORMAT �[Tipo Libro]-[Nombre Servicio]��
�






� DOCPROPERTY  "Código de Libro"  \* MERGEFORMAT �¡Error! Nombre desconocido de propiedad de documento.��
�






� DOCPROPERTY  Confidencialidad  \* MERGEFORMAT �Público�





� DOCPROPERTY  "Tipo libro"  \* MERGEFORMAT �Norma complementaria�


� DOCPROPERTY  "Nombre servicio"  \* MERGEFORMAT �SINPE-TP�


SERIE DE NORMAS Y PROCEDIMIENTOS





� DOCPROPERTY  "Tipo libro"  \* MERGEFORMAT �[Tipo Libro]�


� DOCPROPERTY  "Nombre servicio"  \* MERGEFORMAT �[Nombre Servicio]�


SERIE DE NORMAS Y PROCEDIMIENTOS





� DOCPROPERTY  "Tipo Libro"  \* MERGEFORMAT �Norma complementaria� 


� DOCPROPERTY  "Nombre Servicio"  \* MERGEFORMAT �SINPE-TP�


SERIE DE NORMAS Y PROCEDIMIENTOS








� DOCPROPERTY  TipoLibro  \* MERGEFORMAT �¡Error! Nombre desconocido de propiedad de documento.� 


� DOCPROPERTY  NombreServicio  \* MERGEFORMAT �¡Error! Nombre desconocido de propiedad de documento.�


SERIE DE NORMAS Y PROCEDIMIENTOS








� DOCPROPERTY  "Tipo Libro"  \* MERGEFORMAT �[Tipo Libro]� 


� DOCPROPERTY  "Nombre Servicio"  \* MERGEFORMAT �[Nombre Servicio]�


SERIE DE NORMAS Y PROCEDIMIENTOS








� DOCPROPERTY  TipoLibro  \* MERGEFORMAT �¡Error! Nombre desconocido de propiedad de documento.� 


� DOCPROPERTY  NombreServicio  \* MERGEFORMAT �¡Error! Nombre desconocido de propiedad de documento.�


SERIE DE NORMAS Y PROCEDIMIENTOS








� DOCPROPERTY  Código  \* MERGEFORMAT �NC-STP��
�






� DOCPROPERTY  "Código de Libro"  \* MERGEFORMAT �¡Error! Nombre desconocido de propiedad de documento.��
�






� DOCPROPERTY  Código  \* MERGEFORMAT �[Tipo Libro]-[Nombre Servicio]��
�






� DOCPROPERTY  "Código de Libro"  \* MERGEFORMAT �¡Error! Nombre desconocido de propiedad de documento.��
�






� DOCPROPERTY  Confidencialidad  \* MERGEFORMAT �Público�





   PÚBLICO�
�






   PÚBLICO�
�






NC-CC�
�






NC-CC�
�









18


_1788610446.pdf
Mastercard Globdl
Transit Implementation

Guide

January 2018

‘ - mastercard JANUARY 2018

=5
3
o B
4
-
Ny

g |/

-’ Y





P T O G o 8

OBDJECEIVES .. 8
Yol o] o TSP PR UURRUURTUURURRRS 8
AUIENCE ..o 8
ASSUMIPTIONS .ttt 8
Related DOCUMENTES ..o, 9
INErOAUCTION. oo 10
1.1 Mastercard Contactless Transactions.........cccccveeveveeeneenn.. 10
1.2 Overview of this GUIde .....ccoooviiiiiiceeeeeeeeeee 12
1.3 Transit ECOSYStemM. ... 12

1.3.1 Roles and Responsibilities in the Transit Environment........ 13

1.3.2  Whyis Transit Different?........ccccoooveeeiieiiiiiieeeeeeeeeee 14
1.4 Mastercard Transit SolUtioNS.........ccoviveiiiiciee 14

1.4.1  Types of Transit TranSACtIONS ...........uveeeeeeeiiieeeeeeiiieeeeneen, 15
1.5 Engagement with Mastercard on a Transit Program....... 18

1.5.1 Mastercard Business Partner Program for VVendors and
SUDPHIEES oo 18

Mastercard Rules and Requirements... 19

2.1 Summary of Rules and Regulations Documentation ....... 19
2.2 Mastercard RUIES .......c.oociiiiiiieeee e 20
2.2.1  Brand Value Transaction (BV'T) ......eeee e 20
2.3 Transaction Processing Rules.........ccccoooviviiiiiiciiicicc 20
2.3.1  Contactless Transit Aggregated Transactions................... 20
2.3.2  Maestro Contactless Transit Aggregated Transactions..... 21
2.3.3  Transit Transactions Performed for Debt Recovery........... 22
2.3.4  Contactless-Only ACCEPEANCE. ..........ceveeeeecceeeeeeaeeeeeee, 22
2.3.5  Transaction ReCEIDtS...........uuuueeeeeeieeieieeeieieeeeeee e, 22
2.4 Chargeback GUIde ......coooiiiiiicicecce e 23
2.5 Authorization Manual.......ccocoiiiiiiiii 23
251  MGCCS FOr TFQNSIE ccceeeeeeeeeeeeeeeeeeeee e 23
2.5.2 PAN-Association Requirements for Transit ....................... 24
2.6 Security Rules and Procedures ........cccccoovviiiiiiciiiiiecce 24
2.7 M/Chip ReqUIremMents........cooviovieieieeeeeeee e, 24
2.7.1  Application Transaction Monitoring ..........c.ceeeeeeieeeeunennnn. 24
2.7.2  Transaction Certificate Received in Online Request........... 25
2.7.3  Application Transaction Counter Update Requests............ 25
mastercard





3

Transaction FIOWS ... 26
3.1 General processing flOWS.......c.ccioieiiiiiiiicceecee 26
3.1.1 Types of Contactless Payments ........cccc.couuuveeeeeieeeeeeeenn.. 27
3.2 FourParty Model ..o, 27
3.2.1 Roles and Responsibilities in Four Party Model .................. 28
3.3 Transaction Flows in Different Transit
IMPIEMENTATIONS .o 29
3.31 Retail-Like ACCEPEANCE ....coeiiveeeeeiieeee e 29
3.3.2 Card as Credential to Travel ..........cccoeeiiiiiiiiieiiiiiiieeaenn, 29
3.3.3 PayAs You Go (PAYG) — a.k.a. AQgregation ...................... 29
3.4 Deferred Authorization Transaction Flows............c...c......... 30
3.4.1 Contactless Chip TranSACtION. ...........eeeeeeeiiieeeeeeiiiieeeene, 30
3.4.2  AULROMIZATIONS ... 30
3.4.3  AUthorization RESPONSES. ........ceeeeeeeiieeeeeeeiieee e, 38
3.4.4  Clearing MeSSAGES........cccuuiieieeeeeeeeee e 41
3.5 Processing Goodwill Payments........cccooieviiiiiiiiiciiee, L
|SSUBK e 45
4.1 Card ProdUCtS. ..., 45
4.1.1 Debit, Credit and Prepaid Programs ...........cccccceeueeeeen.... 45
4.1.2  Prepaid for TrANSIt ......cceiii e, 46
4.2 Multi-Application Programs........cceeeeeceieieecieeeeeeeeee e, 48
4.3 MODIIE oo, 49
4.3.1  Secure Element-Based SOIUtIONS.......ccc....ouuveeeeiieiiieaaan.. 50
4.3.2  Mastercard Cloud Based Payments (MCBP) .................... 50
4.3.3  TOKENIZATION ...oveeieieeee e, 50
4.3.4  Payment Account Reference (PAR)............cveeeiiiieeiieaaen.... 50
4.3.5 Cardholder Device CVM .........ccoiiiiiiiieiiiiiiiieiieeieeee 51
4.3.6 WeArables ........ccccooiuuiieeii e 51
4.4 Card Authentication.. ..., 52
4.5 Authorization ProCessing ........ccceveveeeiiiciieiieeeeeeeee e, 52
4.51  Data CONSISTENCY ....ovvueeeieeeieee e, 52
4.5.2  Transit Transaction INAICAtOr...........cceeeiiiiiiiieeeieiiiieeeen 53
4.5.3  Application Transaction Counter Monitoring..................... 53
4.54  ATC Update REQUESTE .....c.ccooeeeeieeiiiieeeeeeieee e, 54
4.6 Lost, Stolen, or Expired MasterCard Payment Device .....54
mastercard





ACQUITEN oo 55
5.1 Payment ProCessing....cccociecieiiieiiieeiecieece e 55
510 REIUNGS ...iiiiiiiieee e 55
51.2 ATC Update REQUESTE ....ccceeeeeieeeeeeiieee e, 55
Transit Operator. ... 56
6.1 Customer EXPeri€NCe.. ..., 56
6.1.1  Entry to the Transit SYStem ......c....ouuveeiiiiiiiieeeeeeieeee 56
6.1.2  FAre COPPRING . ....ueee et 56
O.1.3  THP HISTOIY oo 57
6.1.4  Revenue INSPECTION .......cccuuiieeieeeeeeiee e 57
6.1.5  Mobile APPIICAION ......uveeeiiiiieeee e 58
6.1.6  Payment Account SEQtement..........cceeeeiiiiiiieeaeiiiiieeeenn, 58
6.2 DNy LISt e, 58
6.3 Revenue INSpection ..., 59
6.4 Lost, Stolen or Expired Cards......cc.ccoooviiiiiiiiiiiiiceeee, 60
Systems Integrator..... 61
7.1 Terminal and Network Approval and Certification ........... 61
7.1.1  Terminal Type APRroval........cccuuiieeieeiiiiiiiieeeeeeiiiieeee, 61
7.1.2  Mastercard Terminal Integration Process (M-TIP) ............. 62

Transit Terminal and Reader

Requirements. ... 63
8.1 Contactless Acceptance Architecture.........cccoeovvevvieiien, 63
8.2 Contactless ACCEPLANCE .....ccoeovviiieeceeeeeeeeeeeeeee 64
82.1 Mastercard Contactless Transaction Data Editing............ b4

82.2 Terminal or Transit System Generated Transaction
REPDOIES .o b4
8.2.3  Design Considerations ...........ccuueeeeuieeeeeeeeiiiieeeeeeeiieeaeenn, b4
8.2.4  Data ValidQtion ..........cccceuieieiiieiieiiieeeee e 65
8.2.5  Terminal CApabilities .............cociiiuieiiiiiiieeiiiieieeieeeei 65
8.2.6  Receipt ReQUIrEMENTS .......ciiieiiiiieeeeeee e 65
8.2.7 EMV Contactless Symbol........c...cveeiiiiieiiiieiiiiieeeiiin 65
8.2.8 Audio Visual Capabilities ..............veeiiiiiiiiiiiieiiiiiieeeeiinn. 66
8.2.9  Branding Requirements ..........cccc...cveeeeeeieeieiaeeeeiieeaeen, 6/

mastercard





8.3 Contactless ReOder ..o 67

8.3.1 License and SpecifiCations ...........cceuuiiuieeeiiiieeeiiiieeeeiinnnn 6/
8.3.2 Reader Support for Non EMV-Compliant Contactless
CAFA TYDES e 68
8.3.3 Contactless Interface (Level 1) ..., 68
8.3.4  Mastercard Contactless Specifications (Level 2)............... 68
8.3.5 Transaction Processing Speed.........cccuuviueieiiiiiiiiainaannnn. 69
83.6  Collision Detection/Resolution TeSting .........cccoeveueeeunnnn. 69
8.3.7 Application Version NUMbBer............cccooviiiiiiiiiiiiiiiainnnn. /0
8.3.8  TraCADIITY ....ouveeeiiiieeee e /0
8.4 Contactless Reader to Transit Terminal Interface
ReqUIrEMENTS ..o /0
8.5 Contactless Terminal .......c.ooooviioiiiiiieeeeeeeeeeee e, 71
851 Online and Offline Capabilities.................cuvveeeiiiieeieanenn.. /1
8.5.2  Cardholder VerificQtion ..........ccc...cuuveeiiiiiiiiieiiiiiieeeee /1
85.3 Mastercard Contactless Payment Processing
REQUIFEMIENTS ... /1
A O 72
. Pl P S e /2

10 Certification and Testing ... 73

10.1 About Certification and Testing ......cccccovvviiviieiiicicee /3

10.2 Network Interface Validation ..o /4

10.3 Terminal Approval Process ........cccooveeeiiiiiiiiiciieceeee /75
10.3.1 Contactless Reader APProval .........ccceeeeeiiieceeeiiiiiiieeaenn, /5

10.3.2 Mastercard TQM Program .............cceeeeiiiiieeieeeieieeieeeenn, /5

TOL M-TIP e 76
GlOSSANY oo 77
ACTONY IS ..o 79

‘ mastercard





mastercard

Copyright

@2018 Mastercard International Incorporated.

This document is proprietary and confidential. No part of this document
may be reproduced, published or disclosed in whole or part, by any
means: mechanical, electronic, photocopying, recording or otherwise
without the prior written permission of Mastercard International Incor-
porated. This document is made available under the terms of the confi-
dentiality agreement signed with Mastercard International Incorporated
and must not be disclosed to any other person or organization otherwise
than as set out in the terms of that confidentiality agreement.

Trademarks

Trademark notices and symbols used in this manual reflect the regis-
tration status of Mastercard trademarks in the United States. Please
consult with the Customer Operations Services team or the Mastercard
Law Department for the registration status of particular product,
program, or service names outside the United States.

All third-party product and service names are trademarks or registered
trademarks of their respective owners.

Mastercard® is a registered trademark and Mastercard contactless™,
M/Chip™ and Tap & Go™ are trademarks of Mastercard International
Incorporated.

Disclaimer

Mastercard makes no representations or warranties of any kind, express
or implied, with respect to the contents of this guide. Without limitation,
Mastercard specifically disclaims all representations and warranties
with respect to the guide and any intellectual property rights subsisting
therein or any part thereof, including but not limited to any and all
implied warranties of title, non-infringement, or suitability for any
purpose (whether or not Mastercard has been advised, has reason to
know, or is otherwise in fact aware of any information).

Without limitation, Mastercard specifically disclaims all representations
and warranties that any practice or implementation of the guide will not
infringe any third-party patents, copyrights, trade secrets or other rights.
Without limitation, Mastercard specifically disclaims all representations
and warranties in relation to the guide, including but not limited to any
and all implied warranties of suitability for any purpose (whether or not
Mastercard has been advised, has reason to know, or is otherwise in fact
aware of any information) or achievement of any particular result.

Any implementation decisions made should be taken with care and
Mastercard cannot be held responsible for any action you take (or any
third party takes on your behalf) as a result of this document, or any
inaccuracies, inconsistencies, errors, formatting errors, or omissions in
this document.

Mastercard is under no obligation to update this guide.





Classification

This document has been classified as Proprietary and Confidential.

Contact Information

Mastercard

Mastercard Contactless Branding

As from 31 August 2015 Mastercard contactless text, imagery, and
branding is replaced by the EMV Co contactless marks plus the core
Mastercard® or Maestro® brand marks.
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Preface

Objectives

This document provides implementation requirements, guidelines, and
Standards (as defined in the Mastercard Rules manual) for entities
considering or developing contactless transit technology - for fare
payment and/or system entry.

Scope

This document covers a variety of ways in which Mastercard Contactless
media may be used for transit purposes, e.g.:

- Aggregating multiple journeys in one payment transaction or
treating each trip/ticket as a separate transaction

- Performing real-time authorizations or deferred authorizations to
a point in time after the device has been used

- Leveraging the bank card as a system access credential or using
the card for payment

Audience

This document is intended for the following audiences:
« Acquirers

- lIssuers: Financial Institutions currently issuing or planning to issue
Mastercard Contactless credit, debit, or prepaid cards and/or
Contactless devices

- Transit operators, transit authorities, and transport agencies
responsible for providing transportation services to the general
public

- System integrators

- Hardware and software suppliers

Assumptions

- The following assumptions are made throughout this document:

- This document is a global transit guide; regional variations will be
addressed by Mastercard teams in the local markets

- The user of this document has a broad understanding of
Mastercard rules for transaction processing

‘ mastercard
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- The user has a reasonable business and technical understanding of:

- Mastercard Contactless (formerly known as Mastercard
PayPass)

- EMV® Chip Specifications, which describe the requirements
for global interoperability between chip-based payment
applications and acceptance terminals to enable secure contact
and contactless transactions. (For more information, see
https://www.emvco.com/.)

- Authorization and Clearing Processes and Messages

Related Documents

All documentation listed below is available either publicly (at the
Mastercard corporate website), on the Publications section of
Mastercard Connect (the Mastercard business-to-business portal), or
on the EMVCo website. To create a Mastercard Connect account, visit
www.mastercardconnect.com.

These documents are frequently updated, so users should check back
regularly to ensure they are working from the most recent versions.

Reference Title

AUTHMAN Authorization Manual
CBGUIDE Chargeback Guide
CINTSPEC Customer Interface Specification
EMVA EMV Contactless Specifications for Payment Systems - Book A
EMVB EMV Contactless Specifications for Payment Systems - Book B
EMVC2 EMV Contactless Specifications for Payment Systems - Book C2
EMVD EMV Contactless Specifications for Payment Systems - Book D
IPMCLR IPM Clearing Formats
MCASPEC M/Chip Advance Card Application Specification (Payment & Data Storage)
MCAISSG M/Chip Advance - Issuer Guide
MCREQS M/Chip Requirements
MCRULES Mastercard Rules
MTIPPG M-TIP Process Guide
MTIPQR M-TIP—Implementation Quick Reference Guide
MCRS Mastercard Contactless - M/Chip Reader Specification
SRP Security Rules and Procedures
SMSSPEC Single Message System Specifications
TPRULES Transaction Processing Rules
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1.1

Introduction

The world is becoming more urban and connected - within the next
generation, the number of people living in cities is expected to jump from
54 percent to close to 70 percent. As a result, cities around the world
are struggling with population growth and are looking for better ways
to provide their citizens with essentials such as housing, employment,
banking and transportation.

Transit is the lifeblood of a city. Key to the success and vibrancy of

any city is the ability to get around simply, easily, and without friction.
The hundreds of different fare collection systems around the world,
combined with the existence of multiple systems within individual cities,
creates complexity and inefficiency for cities and passengers alike.
Mastercard has a long history of working closely with cities to address
these pain points. Mastercard solutions can make trains, metro systems,
buses, ferries, bridges and tolls easier to use, thereby helping to reduce
traffic congestion. In addition, Mastercard is developing new data-driven
transit concepts and technologies that will help transit operators
manage demand during peak travel times.

Based on in-depth studies of the transit environment, Mastercard has
created unique solutions that help cities smoothly integrate payment,
ticketing, and system access. By moving from proprietary ticketing
technologies to globally standardized solutions, Mastercard is helping
to break down barriers to travel, increasing convenience for passengers,
and enabling significant gains in efficiency. The combination of card
accounts and contactless technology can deliver operational improve-
ments, enhance the passenger experience, and ensure fast and secure
fare payments.

In 2014, Transport for London successfully pioneered a system-wide
solution based on EMV contactless chip technology. There are now many
transit operators in the process of implementing similar solutions —
contactless payments that leverage bank-issued cards and mobile devices.

This guide addresses the challenges associated with implementing
payment card-based solutions in complex transit systems in order to
increase efficiency and passenger satisfaction.

Mastercard Contactless Transactions

Mastercard Contactless Chip technology enables fast, easy, secure, and
globally interoperable payments. Contactless payments leverage the
Mastercard EMV specification, M/Chip technology, and mobile wallet
applications, and are supported by Mastercard and industry rules and
operating requirements. Mastercard Contactless technology gives
passengers a fast and convenient way to identify themselves that can
also be leveraged for payment, ticketing, and access control.





Contactless technology may be embedded in a traditional plastic card,

a mobile phone, or a range of other devices such as smart watches and
other wearables. Throughout this document the term "Contactless card”
should be assumed to include all Contactless-enabled devices.

Traditional contactless transactions, such as those taking place in the
retail environment, may not be appropriate for the transit environment.
Therefore, Mastercard has developed and optimized rules specifically
for transit. These new rules enable passengers to use contactless cards
to interact with contactless terminals at the point of system entry.
Contactless cards and devices may grant immediate access to the
system and be used to facilitate fare calculation and payment.

Contactless technology benefits all players in the transit value chain as
described below.

Passengers:
- Fast progress through the transit system
- Secure and verifiable payment
- Simple transaction record
- Reduced need to wait in ticket queues
- Choice of payment options (credit, debit, prepaid, etc.)
- Range of convenient form factors including mobiles and wearables
- No need for additional closed-loop payment cards

- Globally interoperable and familiar solutions

Transit Operators:

- Improved customer experience: automated fare collection and fast
system access using existing payment cards

- Smoother passenger flow through entry points

- Resource shift from payment functions to core transit operations
- Reduced operational expenses (via process simplification)

- No need for long-term commitment to proprietary technology

- Potential for increased ridership

Acquirers:
- Access to high-volume transit merchants
- Opportunity to add value beyond transaction processing

- Opportunity to meet specific customer (transit operator) require-
ments using standard Mastercard Contactless technology

Issuers:
- Greater customer (cardholder) convenience
- Potential to create customer loyalty and increase/habituate usage

- Incremental revenue generation
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1.2

Overview of this Guide

This document sets forth Mastercard rules, requirements, and recom-
mended best practices for entities implementing Contactless card-based
transit programs for payment and/or system access. It describes the
transaction flow, authorization and clearing messages, payment liability,
risk mitigation, and potential impacts on acquirer and issuer systems. It
also points users to detailed specifications and other supporting material.

The guide is structured as follows:

1. Introduction

Introduces the challenges and opportunities associated with implementing contactless
card-based solutions into complex transit systems.

2. Mastercard Rules and
Requirements

Serves as a quick summary of Mastercard rules and other regulations pertaining to
transit transactions.

3. Transaction Flows

This chapter describes the different messages and data involved in completing transit
transactions.

4. Issuer

Addresses transit-related challenges that are important to issuers.

5. Acquirer

Addresses transit-related challenges that are important to acquirers.

6. Transit Operator

Explains the role and responsibilities of the transit operator, which acts as merchant for
the payment transaction but also performs many other customer-facing functions.

7. Systems Integrator

Describes the role of the systems integrator, which brings together features of different
systems to create an integrated transit payment solution.

8. Transit Terminal and
Reader Requirements

Provides an overview of the acceptance side of a Contactless transaction and details
unique characteristics related to transit.

9.PCI

Provides an overview of industry-wide data security requirements.

10. Certification and Testing

Describes the different types of testing required to implement the transit payment
eco-system, the steps involved, and the parties responsible.

‘ mastercard
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Transit Ecosystem

The demands of the transit environment make it different from
the traditional retail payment environment. Specifically, the transit
environment requires:

Fast and secure payments

Control of access to the transit system (generally referred to as
“permission to travel")

Ticketing — beyond simple system access, ticket inspection estab-
lishes that the individual is authorized to take a specific trip

A flexible relationship between access and payment, as final trans-
action amount is often not known until the journey is complete

Mastercard delivers on all of these requirements through a range of
transit models and related business rules that support acceptance
of a broad range of contactless cards.

12
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1.3.1

Roles and Responsibilities in the Transit Environment

Passenger

A passenger is a person holding a contactless-enabled card, mobile
device, or wearable device that accesses a debit, prepaid, credit, or
charge account issued by a financial institution. A passenger uses
their contactless card or device in the transit network by tapping it on
the contactless card reader to gain access to the system (also called
“tapping in"). In some cases, a passenger will also have to “tap out"” so
the system can calculate the correct payment for a completed trip.

Transit Operator

The transit operator acts as the merchant, and is often supported by
other solution providers and integrators. The transit operator sells trips
to passengers.

The transit operator will contract with an acquirer for authorization
and clearing of transactions. In addition to the transit operator and the
acquirer, there may be other entities involved in transaction processing
- e.g., systems integrators providing services such as gateways and
switches.

Issuer

An issuer is a financial institution that provides payment card accounts
to passengers.

Issuers have responsibility for transactions made using card accounts
they have issued, and are responsible for debiting funds from passenger
(cardholder) accounts.

Acquirer

An acquirer is a financial institution that supports the transit operator.
The acquirer is responsible for authorizing and settling payments on
behalf of the transit operator.

Mastercard

Mastercard manages and controls the operation of card payment
transactions and supports payment settlement between all parties.
Mastercard has established rules for the transit environment to address
its specific needs.

Mastercard enables rapid authorization of transit transactions. Final
transaction details are sent to the issuer at the end of the day, and
Mastercard manage transaction settlement (moving funds from

the issuer to the acquirer so the acquirer can, in turn, pay the transit
operator).

Mastercard rules govern the terms and conditions under which transac-
tions are performed. These rules ensure that all parties involved know
exactly what is expected of them. These rules and other important
documents can be downloaded from the Mastercard.com website (see
Related Documents).
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1.4

Mastercard also preserves the integrity of the payment system, working
proactively and collaboratively with all stakeholders to minimize risk. The
following modules, also available on the Mastercard website, explain
Mastercard's Global Compliance Programs and how they help to manage
risk:

- Business Risk Assessment and Mitigation (BRAM)

- Excessive Chargeback Program (ECP)

- Global Merchant Audit Program (GMAP)

- Member Alert to Control High-Risk Merchants (MATCH)

- System to Avoid Fraud Effectively (SAFE) Compliance

Why is Transit Different?

Transit environments utilize a wide range of payment types, and

each transit system has different needs. Therefore, there is no single
definition for “transit transaction”. Transactions may be originated via
online purchases (requiring no interaction between a card and a reader),
in-app purchases (where device-generated one-time passwords may

be involved), at attended or unattended ticket offices (where more
typical payment transactions are performed), and/or at devices that
control access to the system (e.g, a metro gate). Transactions may
require online, real-time connectivity to the payment system, or may be
conducted using a combination of offline and online interaction - e.g.
offline chip authentication to ensure a device is genuine and subsequent
online authorization to ensure funds are available.

A key requirement in many transit use cases is the need for speed. This
requirement is typically addressed through a combination of:

- Contactless technology

- Parameters that reduce or eliminate the need for passenger
(cardholder) verification (e.g. PIN entry)

Differing requirements for Cardholder Verification Method (CVM) across
use cases have, in turn, created a need for different configurations of
readers and other acceptance components. The CVM limit is the amount
below which cardholder verification is not required. The limit, which varies
by market, pertains to the total value of the transaction even when
several fares are aggregated into one payment.

Mastercard Transit Solutions

Mastercard supports transit operators around the world with solutions
that support the specific needs of their operational environment. All
Mastercard transit solutions are designed to:

- Deliver a fast, intuitive, and simple passenger experience
- Provide security for transit operator revenue collection

- Enable several trips to be aggregated into a single payment
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- Support varied fare structures and regimes
- Manage risk effectively given operational demands

- Address demands beyond payment (e.g., permission to travel)

In most proprietary transit models, ticket/fare information is stored

on the card issued by the transit operator and used by the passenger

for travel. The open-loop Mastercard solution supports account-based
ticketing, meaning that ticket/fare details are stored in the transit opera-
tor's back office systems rather than on the transit or payment card.

Types of Transit Transactions

Based on considerable experience in the field, Mastercard has broadly
defined four transit payment models:

Retail-Like Acceptance

Retail-like acceptance allows a transit operator to install Mastercard
contactless terminals in their transit system - either at ticketing
machines or at the point of entry. When a Mastercard contactless card
interacts with a reader, a standard Mastercard retail transaction takes
place. For low-value contactless transactions, transit operators may
decide to support both offline and online authorization; this decision

is dependent on the availability of telecommunications, passenger
throughput constraints, and the operator's risk appetite. The retail-like
solution works well when the full fare is known at the point of entry or
purchase (e.g. fixed train fares, ride shares, ticket vending machines, etc.)
and is used most often on buses and trams.

Because communications may not be reliably available in certain
systems, two different authorization models may be implemented:

- Real-time authorized - authorization is conducted before the
journey commences, ensuring funds are available and the card is
in good standing. With real-time authorization, there is inevitably
a short delay while the authorization takes place; therefore, this
model is best suited to payment transactions that are not linked to
the point of entry.

- Deferred authorization —authorization is not conducted until the
passenger has begun their trip. This enables fast access to the
transit system, but introduces risks that need to be mitigated -
e.g., by checking against local Deny Lists (see Section 6.2) and
enabling debt recovery transactions if the payment transaction is
declined after travel has started. Deferred authorization always
takes place in an online environment.

When retail-like acceptance is used with real-time authorization, trans-
actions flow as they do in other environments; therefore, these types of
transactions are not covered further in this document. When retail-like
acceptance is used with deferred authorization, special attention should
be paid to the content of authorization messages, debt recovery trans-
actions, and other requirements described in this manual. (Note: there
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are specific rules and restrictions in the U.K. with respect to the use
of debt recovery for retail-like transactions, and other markets may
introduce similar rules in the future.)

Card as Credential to Travel

Card as Credential is a pre-purchase model, whereby a Contactless card
or device is associated with a passenger’s fare media or concessionary
entitlement. This option permits the passenger to travel by using the
card at a reader as specified by the transit operator. The card is then
recognized as a credential to travel throughout the passenger's trip, and
presented for inspection upon request.

In the Card as Credential model, the passenger experience might work
as follows:

- Passenger buys bus travel online and chooses to use a Contactless
card as their 'ticket' or ‘authority/credential’ to travel.

- Customer accesses bus by using the Contactless card at a reader
at the station or on the bus

- Passenger see all completed trips on the transit operator's website

- Passenger can view transit payment details on their card
statement

Pay As You Go (PAYG) Travel

Pay As You Go (PAYG), also known as Aggregation, typically involves
multiple uses of a card which are aggregated into a single payment. By
separating the trip from the payment, a transit operator can:

- Manage more complex pricing structures, such as weekly or
monthly fare caps

- Review all completed travel at the end of a time period and
calculate the best rate

- Support off-peak and concessionary fares

- Collect payment even when the final destination is not known at
the start of the trip

- Support itineraries that include various transit modes (e.g. bus to
train to metro)

+ In this model, a single payment transaction combines one or more
"taps” of the card (see Diagram 1).
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Diagram 1: Stakeholder functions during PAYG
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Each "tap” equates to one use of the contactless card at the transit
system's contactless reader.

At the passenger's request, the transit operator must be able to provide
a list of the trips (date and fare for each trip taken) that were combined
into the single transaction that appears on the card statement. This
information may be made available via the transit operator’s app,
website, and/or call-center.

In the PAYG/Aggregation model, the Contactless card is used both as the
credential for travel and as the means of payment: contactless taps are
recorded, trips are tracked, and the appropriate fare is calculated. Fare
calculation does not necessarily happen while the passenger is traveling.
Fares are aggregated into a single payment transaction at the end of a
day or some other time period.

For security and credit control purposes, periodic authorizations must
occur when a predetermined amount is reached or a predetermined time
period has expired.

This solution works well for large multi-modal transit systems especially
those with complex fare structures.

Note: for the purposes of this document, the term Pay As You Go (PAYG) has
the same meaning as Aggregation.

Mobile Ticketing

Through partnerships, Mastercard offers mobile ticketing solutions that
are available on any mobile device with a built-in screen. The ability to
purchase and display tickets on mobile devices gives passengers a more
convenient way to travel. In addition to providing a better passenger
experience, this model provides transit operators with a customizable
platform that reduces the customer service burden and significantly
reduces operational costs.
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In this model, fares are purchased and displayed using the transit opera-
tor's mobile application. Tickets are displayed on the device screen as
readable images, QR codes, or Bluetooth credentials. The app may be
linked to several underlying payment methods or wallets. Mastercard's
digital wallet, called Masterpass, is used in mobile ticketing for fare
purchase. Tickets are visually checked or scanned by inspectors, or are
scanned at a device at the point of entry.

The mobile ticketing model is not covered further in this document; for
more information, please contact your local Mastercard representative.

Engagement with Mastercard on a Transit Program

Mastercard has many tools and resources all over the world that
support transit programs, from conceptualization through delivery. The
Mastercard Customer Delivery team acts as the key contact between
transit operators or systems integrators and other Mastercard business
units to ensure successful implementation.

The key components to a transit implementation project plan are:
- Selection of a transit payment model
- Supplier identification and management
- Development of risk management parameters and processes

- Preparation for transaction processing, including incorporation of
transit-specific data in messages

- Creation of passenger interfaces
- Testing

- Reporting

- Marketing

- Identification of project milestones

Mastercard Business Partner Program for Vendors and Suppliers

The Mastercard Business Partner Program (MBPP) is a global program
designed to facilitate information flow and enhance the business
relationship between Mastercard and the companies that supply
solutions to Mastercard customers around the world.

Three levels of participation are available: Gold, Silver and Bronze. A
package of standard services is provided at all levels, with advanced
services available based on the vendor's participation level.

Transit operators should expect each of their suppliers to participate in
this program by contacting Mastercard Business Partner Relations at
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Mastercard Rules and Requirements

This chapter serves as a quick reference to the Mastercard rules and
other regulations relevant to transit transactions. It also includes an
overview of the type of information to be found in different publications
which may also pertain to the processing of transit transactions.

The chapter does not attempt to fully describe the rules relating to
transit transactions, but highlights where transit environment rules
diverge from those of general card acceptance environments. In several
cases, the relevant rule is excerpted from the guide in question and
presented in a shaded text box.

Summary of Rules and Regulations Documentation

Mastercard Rules [MCRULES] contain the fundamental rules relating to
Mastercard membership, the rights and obligations of members, and the
fundamental roles of different parties.

Transaction Processing Rules [TPRULES] relate specifically to the trans-
action, describing the requirements, expectations, and obligations of
different parties in the processing of a payment.

Chargeback Guide [CBGUIDE] details specific exception cases.
"Chargeback” is the term used to describe a transaction that is rejected
by the issuer because some aspect of the Transaction Processing Rules
has not been followed. This Guide codifies common disputes and details
the requirements to initiate chargebacks.

Authorization Manual [AUTHMAN] describes the function and require-
ments of authorization. Detailed message specifications are contained in
[CINTSPEC] and [SMSSPEC].

Security Rules and Procedures [SRP] discusses the factors that impact
the security of payments and identifies which parties are responsible for
each. It references specific Mastercard security-related programs as well
as industry-level initiatives such as PCI.

M/Chip Requirements [MCREQS] identifies Mastercard requirements for
implementing chip technology, including contactless chip on cards and
terminals.

IPM Clearing Format [IPMCLR] details the technical requirements for
clearing messages, detailing requirements for each data element and
indicating when each element should be used.

Customer Interface Specification [CINTSPEC] details the technical
requirements for authorization and authorization response messages in
a dual message environment.

Single Message System Specifications [SMSSPEC] details the technical
requirements for financial request and financial response messages in
single message environment. These specifications are used for various
transaction types and in various regions; the exception is Maestro
transactions inside the Europe Region - these are always dual message
transactions.
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All of these documents are updated periodically; updates are announced
in Mastercard Operations announcements.

The requirements detailed in the IPM Clearing Format, Customer
Interface Specification and Single Message System Specifications
are also covered in the discussion of transaction flows in Chapter 3 of
this Guide.

All documentation is available on Mastercard Connect.

It should be noted that regional or country specific rules exist. All parties
should refer to the appropriate local documentation and ascertain
whether any local rules apply in their situation.

Mastercard Rules
Brand Value Transaction (BVT)

The Brand Value Transaction rules relate to the use of a Mastercard

card as the key to access other proprietary systems. Rule 6.6.2 specif-
ically allows a BVT for the purpose of "Proprietary System Payments".
Example: a passenger decides to pre-purchase fare value or a time-based
pass product (such as a daily, weekly, monthly, or annual transit pass)
with a Mastercard payment device at a fare vending machine, staffed
ticket office, transit agency website, or through a mobile application. The
contactless card associated with that same Mastercard account is then
used at the point of entry, which is considered a BVT.

The purchased fare value is decremented by the back office of the transit
agency, or the purchased time-based pass product is verified as valid or
expired as per transit agency fare rules.

Transaction Processing Rules
Contactless Transit Aggregated Transactions

The rules relating to the use of aggregation for transit are described in
this guide. Aggregated transactions occur when the transit operator
combines multiple contactless taps, representing multiple trips by a
passenger in the system, into a single transaction amount.

Note that use of aggregation requires an up-front authorization which is
limited by amount (defined by market) or by time (maximum 14 days).
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Contactless Transit Aggregated Transactions
A Contactless transit aggregated Transaction must not exceed the applicable Contactless transit
aggregated Transaction limit, as defined in Appendix E.

MasterCard Contactless Transit Aggregated Transactions
MasterCard Contactless transit Transactions are permitted only in connection with specific MCCs and
can be pre-funded, real-time authorized, aggregated, or for debt recovery.
A MasterCard Contactless transit aggregated Transaction occurs when the transit Merchant's Acquirer
generates a First Presentment/1240 message combining one or more contactless taps performed with
one MasterCard Account at one transit Merchant. A "tap” means the Cardholder's tap of the Card or
Contactless Payment Device on the contactless reader of the POS Terminal with each ride taken. In order
for the transit Merchant to receive chargeback protection, all of the following must occur:

1. The Merchant must send a properly identified Authorization Request/0100 message (which can be

for any amount).
2. The Issuer must approve the Transaction.

3. The combined amount of the taps must be equal to or less than the applicable chargeback
protection amount.

4. The maximum time period from the first tap until the First Presentment/1240 message is
generated must be 14 calendar days or less.

Upon the Cardholder’s request, the Merchant must provide a list of the taps (the date and fare for each
ride taken) that were combined into a First Presentment/1240 message.

For MasterCard Contactless transit aggregated Transaction identification requirements, see Appendix C.

Extract from Transaction Processing Rules

2.3.2 Maestro Contactless Transit Aggregated Transactions

The rules for Maestro differ from those for Mastercard because Maestro
transactions are completed as single message (combined authorization
and clearing) outside of Europe. This means that at the time of the
initial authorization a "hold" is put on funds for a limited timeframe
(max 3 days), and at the end of the period any unused amount must be
reversed. The passenger must be informed of the amount that will be
held and the timeframe of the hold.

Maestro Contactless Transit Aggregated Transactions

A Maestro Contactless transit aggregated Transaction occurs when the Acquirer generates a Financial
Transaction Request/0200 message for an estimated or maximum amount in connection with the use
of one Maestro Account at one transit Merchant. A Maestro Contactless transit aggregated Transaction
must be processed as follows:

1. The Merchant sends a Financial Transaction Request/0200 message with a value of 06 in DE 48, sub
element 64, subfield 1 (Transit Transaction Type Indicator) for an estimated or maximum amount
not to exceed the applicable Contactless transit aggregated Transaction ceiling limit amount.

2. The Issuer must approve the Transaction.

3. The Cardholder may make subsequent taps for additional rides; these taps will not be sent to
the Issuer for authorization. The combined amount of the taps must be equal to or less than the
applicable Contactless transit aggregated Transaction ceiling limit amount.

4. When the limit is reached or within three calendar days, the Merchant totals the value of all taps
and generates an Acquirer Reversal Advice/0420 to reverse any unused funds. The Merchant must
inform the Cardholder that the amount held from the available funds in the Account may be greater
than the cost of a single fare, and the Merchant must inform the Cardholder of the amount of time
that the Merchant requires to reverse all unused funds. This information may be provided on the
Merchant's Website, included in call center scripts, and/or displayed within the transit Merchant's
system. The Merchant must also provide specific tap information to the Cardholder upon request..

For Maestro Contactless transit aggregated Transaction identification requirements, refer to Appendix C.

Extract from Transaction Processing Rules






2.3.3 Transit Transactions Performed for Debt Recovery

This rule specifically enables the use of debt recovery transactions for
Mastercard and Maestro when the card is not present and no PIN is
entered. Debt recovery can also be used in conjunction with aggregation
and retail-like transactions in transit. (Note: there are specific rules

and restrictions in the U.K. with respect to the use of debt recovery for
retail-like transactions, and other markets may introduce similar rules

in the future.)

Transit Transactions Performed for Debt Recovery
An Issuer of Maestro Cards that allows its Cardholders to perform Maestro Contactless transit
aggregated Transactions must be able to accept and must make an individual authorization decision for
each transit debt recovery Transaction identified as a Card-not-present Transaction (for example: as a
PAN key-entered, e-commerce, or mail order or telephone order (MO/TO) Transaction) when the Authori-
zation Request/0100 or Financial Transaction Request/0200 message is properly identified with:

- Avalue of 07 (Debt Recovery) in DE 48 (Additional Data), sub element 64 (Transit Program),

subfield 1 (Transit Transaction Type Indicator); and

+ An amount in DE 4 (Amount, Transaction) that is less than or equal to the applicable Maestro
Contactless transit aggregated Transaction ceiling limit.

Extract from Transaction Processing Rules

2.3.4 Contactless-Only Acceptance

Contactless-only acceptance is permitted in transit environments.

Contactless-only Acceptance

Where approved by MasterCard (either on a country-by-country or case-by-case basis), an Acquirer may
sponsor Merchants that deploy POS Terminals or MPOS Terminals that utilize only contactless payment
functionality.

1. Merchants that deploy single-vehicle parking meters (MCC 7523)

2. Merchants that deploy single-ride bus fare collection devices (MCC 4131)

3. Merchants that use the following MCCs:
a. MCC 4111—Transportation—Suburban and Local Commuter Passenger, including Ferries
b. MCC 4112—Passenger Railways
c. MCC 4789—Transportation Services—not elsewhere classified

Extract from Transaction Processing Rules

2.3.5 Transaction Receipts

Transaction receipts need not be generated/made available at the time
of the transaction.

Contactless-only Acceptance
POS Terminals that utilize only contactless payment functionality at Merchants identified with
the following MCCs are not required to provide a Transaction receipt at the time the Transaction is
conducted; however, the Merchant must have a means by which to provide a receipt to the Cardholder
upon request. If such means involves the storage, transmission, or processing of Card data, then it must
comply with the Payment Card Industry Data Security Standard (PCI DSS). The manner in which to
request a receipt must be clearly displayed at the Merchant location.

+ MCC 4111—Transportation—Suburban and Local Commuter, Passenger, including Ferries

- MCC 4112—Passenger Railways

« MCC 4131—Bus Lines

- MCC 4789—Transportation Services—not elsewhere classified

- MCC 7523—Automobile Parking Lots and Garages

Extract from Transaction Processing Rules
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Chargeback Guide

Chargebacks are used to dispute liability for transactions when a loss
has occurred and the acquirer or merchant has not properly processed
the transaction according to Mastercard rules. In the case of transit
transactions, disputes are extremely uncommon.

The Chargeback Guide exempts contactless transit aggregated trans-
actions from authorization-related chargebacks when the authorization
is properly identified as transit, is submitted in the appropriate time
window, and does not exceed the published limit. This allows the autho-
rization to be for a nominal amount rather than the full value of the
transaction (which is not known at the time of the authorization). There
are other specific exemptions from chargebacks for contactless transit
aggregated transactions relating to the use of a nominal amount and
the time allowed between authorization and clearing.

If a transaction amount exceeds the contactless transit aggregated
transaction limit, the issuer may only dispute the amount in excess of
the limit and not the full amount, provided all requirements have been
complied with.

The specific requirements to properly identify a contactless transit
aggregated transaction in the clearing record are shown in Appendix F
of the Chargeback Guide.

Authorization Manual
MCCs for Transit

The requirements to obtain chargeback protection for post-authorized
aggregated contactless transit transactions are described in Section 3 of
this guide. The MCC codes under which contactless transit aggregated
transactions may be processed are:

+ 4111 (Transportation-Suburban and Local Commuter Passenger
including Ferries)

- 4131 (Bus Lines)
- 4784 (Bridge and Road Fees, Tolls)

Post-authorized Aggregated Contactless Transit Transactions

A post-authorized aggregated contactless transit transaction occurs when the transit merchant
generates a First Presentment/1240 message combining one or more contactless taps performed with
one contactless account number and occurring with one transit merchant.

For the contactless transit merchant to receive chargeback protection all of the following must occur:

- The transit merchant must send a properly identified Authorization Request/0100 message, which
can be for any amount not exceeding the cardholder verification method (CVM) limit amount, as
published in Chargeback Guide on the day of the transaction.

- The issuer must have approved the transaction.

+ The combined amount of the contactless taps must be equal to, or less than, the cardholder verifi-
cation method (CVM) limit amount, as published in the Chargeback Guide.

- The maximum time period from the first contactless tap until the First Presentment/1240 message
is generated must be 14 calendar days or less.

Note: These transit transactions are limited to MCCs 4111, 4131, and 4784.
Upon the cardholder's request, the transit merchant must provide a list of the contactless taps that were
combined into a First Presentment/1240 message.

Extract from Authorization Manual
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2.5.2 PAN-Association Requirements for Transit

The Authorization Manual describes the requirement for issuers to
supply the Primary Account Number (PAN) to the transit operator in the
authorization response message when the contactless device being used
supports a tokenized PAN.

Issuers that issue alternate account numbers for contactless products and respond to Authorization
Request/0100 messages from MCCs 4111, 4131, 4784, and 7523 must provide the following values in
DE 48 (Additional Data—Private Use), sub element 33 (PAN Mapping File Information) when sending the
Authorization Response/0110 message.

- Subfield 1 (Account Number Indicator), value E (Embossed Account Number Provided by Issuer)

« Subfield 2 (Account Number), embossed PAN

- Subfield 3 (Expiration Date), expiration date of the embossed PAN
For issuers participating in the MDES, these values will be automatically populated on their behalf in the
authorization response messages.
This helps ensure that the pre-purchased fares by cardholders using the embossed PAN are properly
associated with their turnstile requests. This will also help ensure proper customer service.

Acquirers processing for merchants belonging to MCC 4111, 4131, 4784, and 7523 must provide the DE
48, sub element 33 details when present in the authorization response message back to the merchants
belonging to these MCCs upon their request.

Extract from Authorization Manual

2.6 Security Rules and Procedures

The Security Rules and Procedures Manual describes the security require-
ments for different parties to the transaction; nothing in the Manual
is transit specific. However, transit operators and systems integrators
need to consider the different aspects of their program - e.g., if the card
number is used for fare calculation as well as payment — and determine
how the data should be protected. The PCl requirements particularly
apply to:

- Systems where payment data is stored

- Devices that access or read payment data

Mastercard Site Data Protection (SDP) Program

Note: This section applies to Mastercard and Maestro Transactions.

The Mastercard Site Data Protection (SDP) Program is designed to encourage Customers, Merchants,
Third Party Processors (TPPs), and Data Storage Entities (DSEs) to protect against Account data
compromises. The SDP Program facilitates the identification and correction of vulnerabilities in security
processes, procedures, and website configurations. For the purposes of the SDP Program, TPPs and DSEs
are collectively referred to as “Service Providers" in this chapter.

Extract from Security Rules and Procedure

2.7 M/Chip Requirements

The M/Chip Requirements document describes Mastercard requirements
for implementing chip technology, including contactless chip on cards
and terminals. The document contains a number of specific references to
transit, in particular:

2.7.1 Application Transaction Monitoring

See 4.5.3 below.
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2.7.2 Transaction Certificate Received in Online Request

The Transaction Certificate (TC) is a cryptogram generated by the
contactless card when a transaction is approved. Normally, no authori-
zation is required if a TC is generated during a contactless transaction.

In certain acceptance environments, a TC may be received from the

card and used in a subsequent online request. This may occur in certain
transit implementations. Issuers may not decline an authorization for
the sole reason that the cryptogram received in an online requestis a TC.
(RI050.11)

2.7.3 Application Transaction Counter Update Requests

The Application Transaction Counter (ATC) is a sequential counter
managed by the contactless card to ensure all cryptograms produced
are unique.

ATC update requests notify the issuer that multiple "taps" have occurred
and incremented the ATC; however, these requests do not generate an
authorization request or clearing record.

In different transit implementations a contactless transaction may be used to enable entrance or exit
from the transit system or for checking authority to travel. These transactions will only be sent online
periodically to be authorized by the issuer.

To avoid that issuers are unaware that multiple transactions have been completed by the card or device,
and thus the ATC has been incremented more than may be usual (which may in turn create unexpected
declines), transit merchants that operate in this way must periodically send either a new authorization or
an ATC Update to the issuer.

Transit merchants must, therefore, send an ATC update message at least once every 20 times a card is
used since the last approved transaction from the issuer.

There is no requirement that the authorization/update message be completed in real-time before the
cardholder is granted access to the system. The message must contain the DE 55 information from the
most recent card tap.

Extract from M/Chip Requirements






3 Transaction Flows

This chapter describes the messages and data involved in processing
transit transactions. Detail is provided on the special data values required
to identify transit transactions.

3.1 General processing flows

Transit transactions follow the same general Contactless transaction
flow associated with retail transactions.

- Contactless chip protocols are used to establish the authenticity of
the card during the interaction with the card reader (terminal). The
interaction with the chip may also evaluate the credit risk of the
transaction and/or verify the cardholder.

- An online authorization message establishes the availability of
funds and checks to make sure that the card is valid for use (e.g.
has not been reported as stolen).

- Aclearing message subsequently confirms the full details of the
completed transaction and includes the final fare amount.

- Settlement occurs when bulk amounts are exchanged (amounts
including the transaction described above as well as others).

Diagram 2: Transit Transaction Flow
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PN

Online authorization/response

mastercard. rﬂﬂ-l

Clearing/settlement

Tapping of
card/device

Local
transaction

Single-message systems, used by Maestro in all regions except the
Europe Region, combine the authorization and clearing messages into a
single online message.

In the context of transit environments, the precise way in which the
various processing steps occur may vary. When deferred authorizations
are conducted after a card has been used as a credential to access the
system, only the card-reader interaction (and not authorization) may
occur at the outset of the transaction - establishing that the card is

an authentic credential and not a counterfeit or fake device. Transit
operators may also, at this stage, check to ensure that the card is not
a known credit risk or flagged as ‘blocked’,

The deferred authorization message, while typically processed in retail
environments before goods are released, may occur in the transit
environment after a trip has commenced. This is to ensure that entry to
the system is not delayed while awaiting online confirmation. At the time
of the deferred authorization message, the final transaction amount
may not be known. In PAYG/Aggregation implementations, deferred
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authorizations may be used at different stages of the travel/payment
process to perform different functions.

Clearing messages are requests for payment of a specific sum. The
amount and transaction details are what the passenger (cardholder)
will see as on their account statement. In PAYG implementations, the
final transaction amount is unlikely to be the same as the authorization
amount. The precise liability of the different parties depends on the
nature of the implementation and is also market-specific.

Settlement is a function between issuer and acquirer banks through the
Mastercard system. Transit operators and passengers are not directly
involved in settlement, but as a result of the process the passenger’s
account is debited and the transit operator receives payment for the
trips undertaken.

Types of Contactless Payments

Contactless payments to support Mastercard product transactions
follow the EMV Book C2 specification. This document assumes that
transactions are completed using "EMV Mode".

In markets that have not implemented EMV, an alternative method
known as "Mag Stripe mode" is used. With Mag Stripe mode the
authenticity of the card can only be established online by the issuer; for
this reason, it cannot be used for the offline authentication typically
required for fast entry to a transit system. In the US, EMV migration has
been occurring over the past few years. While some contactless Mag
Stripe mode transactions and/or devices still exist, their prevalence is
diminishing.

Technologies that read a card without it being dipped / swiped, but
that do not use NFC technology or follow EMV specifications, are not
considered “contactless payments"” by Mastercard and are not covered in
this document.

Four Party Model

The payment process described above is often referred to as the "four
party model,” with two banks (the issuer and acquirer) responsible for
supporting the passenger and the transit operator (the cardholder and
the merchant) throughout the payment process.
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Diagram 3: Four Party Payment Model
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Roles and Responsibilities in Four Party Model

The players in the four-party model were introduced in Chapter 1. With
respect to payment, their roles are as follows:

Passenger

A passenger is an individual holding a debit, prepaid, credit or charge
card issued by a financial institution. A passenger is a customer of that
financial institution, and as a customer of the transit operator is required
to make payment for trips taken.

Transit Operator
The transit operator sells trips to the passenger (its customer).

The transit operator contracts with an acquirer for the authorization and
clearing of transactions. In addition to the merchant and the acquirer,
there may be other entities involved in transaction processing - e.g.,
providing services such as gateways and switches.

Issuer

The issuer is the passenger's bank or financial institution. The issuer
authorizes payment transactions, manages the card account, and
handles other issues on behalf of the passenger (their cardholder).

The issuer has responsibility for transactions made on cards they have
issued and are responsible for debiting funds from the passenger’s
account.

Acquirer

The acquirer is the bank that supports the transit operator. The acquirer
manages the interface between the transit operator and the payment
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network and ultimately ensures the transit operator is paid for the trips
taken on their system.

Mastercard Global Processing Network

Mastercard provides the technology that enables transit payments,
handles payment settlement, and sets rules and policies for payments in
the transit environment.

Transaction Flows in Different Transit Implementations
Retail-Like Acceptance

Payment transactions within the Retail-Like environment operate the
same way as regular POS transactions.

In many cases, the final amount of the transaction is known at the time
of transaction authorization, meaning the value used in authorization
and the final transaction amount will be the same. When the final
amount is not known in advance, an authorization may be performed
for an estimated or maximum amount (maximum amounts vary by
market and by mode of transportation); the authorization must be
adjusted when the final transaction amount becomes known. Note:
prompt adjustment is particularly important in the case of prepaid and
debit cards, in order to avoid withholding balances from cardholders for
protracted amounts of time.

Authorizations may be performed in real-time or on a deferred basis if a
card is used as the key for entry into the transit system. When authoriza-
tions are deferred, the transit operator is taking a certain amount of risk
until authorization has been approved. It is therefore essential that other
risk control systems (e.g., authenticating the card to ensure it is genuine,
or barring entry to cards which have an outstanding indebtedness to

the system) are implemented before entrance to the system is allowed.
Deferred authorizations should be handled as described in the PAYG
section below.

Card as Credential to Travel

In the Card as Credential model, the underlying transit transaction is
either a retail-like payment or, more often, an e-commerce transaction.
There are no special requirements relating to the transaction.

The way in which the card is then used as a travel credential can vary; it
may leverage the transit operator's fare database or the data storage
capability of the chip card, but it is distinct from payment processing. If
card data is used as part of the travel credential, Payment Card Industry
(PCI) security requirements must be observed (see Chapter 9).

Pay As You Go (PAYG) - a.k.a. Aggregation

The remainder of this chapter describes deferred authorization and
PAYG impacts on retail-like acceptance.
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3.4.1

3.4.2

3.4.2.1

Deferred Authorization Transaction Flows
Contactless Chip Transaction

Under the deferred authorization and PAYG models, at the point of entry
a contactless chip transaction is performed for a zero value. A zero value
is used so as not to impact the card risk-based counters (typically ATCs).
The terminal may be configured as "online only” or as “offline capable”.
"Online only" means that the terminal need only check for reasons to
decline the transaction, as identified by events indicated in the Terminal
Verification Results (TVR) matching bits in either the Terminal Action
Code (TAC) or Issuer Action Code (IAC) decline. "Offline capable” means
that the terminal action analysis stage checks for reasons to decline the
transaction and checks to see whether online authorization is required;
both reasons to decline and online authorization requirements are
identified by events indicated in the TVR matching with bits set in either
the TAC or IAC online. Whether the result is to request online authori-
zation (using an Authorization Request Cryptogram, or ARQC) or offline
approval (using a TC), a deferred authorization will still be requested.

Terminals will be configured by the acquirer or system integrator as “No
CVM," meaning that no cardholder verification will be required for the
transaction. Some mobile implementations require a cardholder Device
CVM (CDCVM) in order to activate the device's payment application; any
such CDCVM is unrelated to any subsequent chip-based payment trans-
action associated with that device.

Regardless of configuration, the terminal will request an ARQC at the
first GENERATE AC command stage. If the transaction is declined for
any reason at this stage, the transaction has failed and access to the
transit system should not be allowed. Implicit in this is the successful
completion of offline data authentication, also known as Combined Data
Authentication (CDA), meaning that the card being used is authentic.

If an ARQC is produced by the card, an authorization is not performed

at this stage. If a TC is produced by the card, a deferred authorization
will still be required. The TC cryptogram and associated data must be
retained and will be used in subsequent authorization request(s).

Authorizations

Types of Authorization

Authorizations are handled in many different ways in PAYG implemen-
tations. This section describes the types of authorization messages

that can be generated. The detailed values required in the authorization
request (0100) or financial request (0200) message under each scenario
are shown in the table that appears later in this section.

Nominal Authorizations (also known as Pre-Authorizations)

Nominal Authorizations (known as Pre-Authorizations in some markets)
typically occur soon after a passenger taps in, and are either for a
nominal amount or for the maximum possible amount. Local rules
might establish a maximum liability for nominal amount authorizations.
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Nominal Authorizations may occur in the following cases:

- Upon the first tap of a contactless card that the transit operator
has not previously encountered

- Upon the first tap of a contactless card that has not been used
at the transit operator for over 14 days (i.e. there has been
no successful authorization using that card for over 14 days -
suggesting an infrequent traveler)

- Upon the first tap of any card that was previously on the Deny List,
but for which any issues have since been resolved (e.g., debt having
been cleared). Only the first authorization after removal from the
Deny List is required to be of the Nominal Authorization type.

A Nominal Authorization need not occur for every trip, nor on every day.
An existing Nominal Authorization, covering the current aggregation
period and volume, may still be available, even though some part of that
Nominal amount may already have been used for earlier travel.
Note: Nominal Authorization requirements may vary for different product types
(e.g., Maestro vs. Mastercard) and in other markets (e.g., local v interna-

tional cards) where liabilities and protections may vary. In some markets,
international cards may require authorization on every travel day.

Note: that the value of the authorization will be different from the zero value
used to generate a chip cryptogram.

End of Day Authorizations

End of day authorizations occur during end of travel day processing.
These authorizations must be identified in the system as Nominal Autho-
rizations, because while that day's clearing amount may be covered by

a previous Nominal Authorization, the end of day authorization covers
multiple trips of varying amounts to occur over the next 14 days. Regular
travelers will trigger a sequence of these authorizations as amounts are
regularly cleared and a new aggregation begins.

End of day authorizations are typically for the final fare amount, to be
set at the discretion of the transit operator.
Note: the "end of travel day” may not be at midnight, as the processing cut-off
for a travel day may happen at a more logical point in time for the

location (e.g., in the early hours of the morning after a transit system has
stopped operating).

Debt Recovery Authorizations

Debt recovery authorizations occur when a passenger has been placed
on the Deny List and needs to be removed from the List in order to travel.
(For more information on the Deny List, see Section 6.2.) Debt recovery
authorizations may occur under the following circumstances:

- Automatically, after set periods of time - possibly daily - to obtain
authorization for the amount owed by the passenger

- Automatically after a tap from a card that is on the Deny List -
usually at an attended or unattended terminal

- At a passenger's request without a card being tapped - such as via
a call center or web page





The value of the authorization will be the amount that is being recovered
- unless the passenger was denied access for a violation of transit
operator policy (e.g. an invalid tap), in which case a system-generated or
zero-value authorization may be required to remove the passenger from
the Deny List.

Where a different card account (other than the account used for the
original, declined transaction) is used to settle an outstanding amount,
the transaction will be a retail-like transaction.

(Note: there are specific rules and restrictions in the U.K. with respect to the

use of debt recovery for retail-like transactions, and other markets may
introduce similar rules in the future.)

Penalty Fare Authorization

Depending on the model adopted by the transit operator, the contactless
card may be checked by a revenue inspector on a hand-held device and
the tap sent to the transit back-office for validation. In some cases, the
transit operator may subsequently determine that a penalty fare must
be paid because the current travel was not properly authorized by the
transit operator (i.e., the tap was not valid). The collection of the penalty
fare will require a separate authorization.

Error Handling Authorizations

Error handling authorization typically occur when, due to a technical
issue, some tap data has arrived after end-of-day processing has begun.
This is known as 'late tap data’ This might occur, for example, if a bus
travels through communications blackspots and full tap details can only
be collected when the trip has been completed.

Late tap data may increase the amount owed (e.g. a by adding a previ-
ously missed bus trip) or decrease the amount owed (e.g. by reversing a
maximum fare that was previously charged but, based on the new tap
data, should not have been charged).

- If late tap data changes that day’s total spend for a given
passenger, and an earlier amount was already authorized but not
yet cleared, the following steps might take place:

- Areversal of the original transaction
- A new authorization for the corrected amount

- If late tap data arrives at the transit operator for a previous day's
travel and the previous day's transaction volume has already been
cleared, the late tap amount is carried over to the passenger’s next
travel day in the form of a credit or debit. The late tap amount will
be taken into consideration on the next end of day processing. If
there has been no activity on the card for a given period of time,
the transit operator should refund any money owed or debit any
money due. Credit balances should not be retained indefinitely

Please note the following:

- Date fields in any second authorization should match those in the
original authorization.
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- Chip data in any second authorization should be taken from the
late tap to ensure that the transaction is unique; however, issuers
should pay special attention to ATC checking in these scenarios
(please refer to section 4.5.3 for more details on ATC validation).

Passenger Card Registration - Account Status Inquiries

Some transit operators may offer passengers the option to register
their cards. Registration may enable passengers to take advantage of
additional benefits such as:

- Email or SMS alerts if there are any issues with their card (e.g.,
declined authorization, card expiration, etc.)

- Richer and more detailed journey history (due to data protection
laws, it may not be possible to show all trip history to non-regis-
tered passengers)

- Travel alerts
- Special offers
- Easier ways to interact with the transit operator

- Ability to '‘add in" missed taps (e.g., if a passenger failed to tap out
because of long lines or a faulty terminal, they could be offered
a limited ability to 'self-correct’ the missed taps via a tool on the
transit operator's website)

Issuers are not expected to provide any information to a transit operator
on a registered card account other than a response to an account status
inquiry, which may include CVC2 and Address Verification Service (AVS)
checks.

Passengers who are not registered with the transit operator will still be
able to use their card accounts as described throughout this document;
they will simply not have access to any benefits associated with registration.

Transit operators and issuers may want to encourage passengers to
register, as it provides the only mechanism by which a transit operator can
communicate directly with a passenger. Without registration, it may be
difficult for a transit operator to, among other things, inform passengers if
there are issues with their payments that may affect their ability to travel.

Transit operators may choose to support various channels for registration,
such as:

- A website, using the embossed or funding PAN
- A self-service contactless kiosk which the passenger taps

- A mobile application

Acquirer Reversals

In the case of Maestro transactions (which are processed) in a single
message environment, transit operators must reverse unused funds.
The original financial message request (0200) will have been for an
estimated or maximum amount, not a nominal amount. When the limit
is reached or within three calendar days (whichever comes first), the
transit operator totals the value of all taps and generates an acquirer
Reversal Advice/0420 to reverse any unused funds. No clearing transac-
tions are submitted in a single message system.





3.4.2.2 Transit Authorization Data Values

DE Sub element

Authorizations should use the values shown in the table below; these
values allow issuers to identify incoming messages as transit-related.

The table does not include all data elements required - only those
designated for or affected by use in transit. For full details of the
contents of authorization messages, please refer to the Customer
Interface Specification manual.

Subfield | Value and Description

2 Primary Account Number
Where the authorization is initiated by a tap, this will be the PAN read from the
contactless card, which might be a tokenized PAN.
For Debt Recovery authorizations, which are often card not present transactions,
the embossed PAN or FPAN should be used. If the Debt Recovery authorization is
initiated by a dedicated tap, then the device PAN will be used.
4 Transaction Amount
The amount of the authorization.
For pre-authorizations this may be a nominal value or the maximum liability
amount.
For End of Day authorizations this will normally be for the aggregate amount spent
this travel period.
For Debt Recovery authorizations this will be for the amount to be recovered or a
nominal amount if no money owed to the transit operator, but the card is on the
Deny List.
7 Transaction Date and Time
The date and time that the transaction is sent to the Mastercard network
11 System Trace Audit Number (STAN)
Some transit operators may use the date or time within this field, for those that do,
the date/time used should be the same as those in Data Elements 12 and 13.
DE 11 and DE 7 must uniquely identify the transaction.
12 Time Local Transaction
For pre-authorizations the time will be set to the time that the cardholder tapped
their card which will be earlier than the value of the time in DE7 (Transmission
Date/Time).
For End of Day authorizations the time will typically be set to 23:59:59 (or 235959
in hhmmss format).
For Debt Recovery authorizations this will be the time the authorization is
presented.
13 Date Local Transaction
For pre-authorizations the date the cardholder tapped their card to trigger the
nominal authorization. If a tap occurs during a travel day but after midnight on the
calendar day, then the transit operator may set this value to the preceding day.
For End of Day authorizations, the date will be the travel date — which is usually the
preceding day.
For Debt Recovery authorizations, the date will be set to the date the transaction
was initiated.
18 Merchant Type
The valid values are:
+ 4111 (Transportation - Suburban and Local Commuter Passenger, including
Ferries)
« 4131 (Bus Lines)
-+ 4784 (Bridge and Road Fees, Tolls)
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DE Sub element

Subfield | Value and Description

' mastercard.

22 1 POS Entry Mode
For pre-authorization and End of Day authorizations:
07 (PAN Auto Entry via contactless M/Chip) for EMV Mode transactions OR
91 (PAN auto-entry via contactless magnetic stripe) for Mag Stripe Mode
transactions
For Debt Recovery authorizations:
01 (PAN Manual Entry) for automatic debt recovery or via a call center
81 (PAN entry via electronic commerce, including chip) for debt recovery via a
website
For debt recovery via a tap on a reader: 01 (PAN Manual Entry) if debt recovery is
considered a CNP transaction or otherwise 07 (PAN Auto Entry via contactless M/
Chip) for EMV Mode transactions OR 91 (PAN auto-entry via contactless magnetic
stripe)
For TVM, Kiosk or Ticket Office (when the card is read): as per standard retail
transaction

22 2 POS Terminal PIN Entry Mode
This must be set to '2' (Terminal does not have PIN entry capability) unless a
retail-like transaction when ‘1" might apply.

37 Retrieval Reference Number
This field must be populated by the acquirer and subsequently correctly stored by
the issuer for use in any chargeback/1422 message.

41 Card Acceptor Terminal ID
This field may represent:

- The terminal where the cardholder made their tap
- Ageneric 'terminal’ used for all nominal value authorizations

For Debt Recovery authorizations this field may be set to a different value may be
used depending on the method of debt recovery.

42 Card Acceptor ID Code (Merchant ID)
The transit operator may have a distinct merchant ID for different authorization
types (for example: a different merchant ID for standard ticket sales, pre-authori-
zation, end of day or debt recovery transactions).

48 1 N/A Transaction Category Code
Set to ‘X' (Airline and other transportation services).

48 23 1 Device Type
This is data read from the card or device. It is mandated that acquirers include this
value in the authorization in some regions.

48 42 1 Security Protocol (positions 1) and Cardholder Authentication (position 2)
For debt recovery via a website this must be set to 21 if SecureCode is supported or
91ifitis not.
This field is not mandatory for other forms of debt recovery or other types of
authorization.

48 61 5 Final Authorization Indicator
For Debt Recovery authorizations this must contain a value of ‘1" unless the
transaction is recovering a zero-value debt in which case this field may not be
present or must be set to a value other than ‘1’

48 b4 1 Transit Transaction Type Identifier
This value identifies the type of transit authorization message being performed.

48 b4 2 Transportation Mode Indicator
A transit operator that uses a multi-modal transit system (for example: buses,
trains and underground) will have this value set to ‘00" (Unknown), alternatively if
only one mode is used then the value should be set to that specified in [CINTSPEC].
It is recommended that issuers do not use the information in this field to routinely
decline transactions.
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Sub element | Subfield | Value and Description
48 92 cvec2

This field should be populated for Debt Recovery authorizations initiated via a web
site or call center.

Note: Issuers should not routinely decline debt recovery transactions solely due to the lack
of CVC 2 data.

55 All values in Data Element 55 are populated from the tap that generated the nominal value authorization (for
pre-authorizations and End of Day authorizations) or the specific tap used for a card initiated Debt Recovery
authorization. The content below only shows key fields that issuers may want to pay special attention to.

The data presented in DE55 must be the data used in the reader / device exchange and not modified in any
way - even if the underlying data subsequently changed - as the data will have been signed in the application
cryptogram.

Chip data will not always be present for a Debt Recovery authorization.

55 9A Transaction Date

The date of the tap that generated the nominal value authorization

55 QF27 Cryptogram Information Data

This must be set to one of the following two values
« '4x' (Transaction Cryptogram (TC))
- '8x' (Authorization Request Cryptogram (ARQC))

Note: Issuers must ensure that their systems accept the presence of TCs in incoming
authorization/0100 messages for transit transactions. The reason that this may
be present is the latest tap data is always sent to the issuer in authorization
request messages. As the tap is always for a zero amount (locally at the reader) a
TC may be generated.

55 9F02 Amount Authorized

This For pre-authorizations and End of Day authorizations this will have the value
of 0.

For card read Debt Recovery authorizations this will be the value of the transaction.

Note: Issuers must ensure that their systems accept transit transactions where the
amount in DE55-9F02 is different from the amount in DE4 (Transaction Amount).
Issuers must not routinely decline transactions solely because these amounts differ

55 82 Application Interchange Profile
The precise value of the AIP varies depending on the card application used
61 1 POS Terminal Attendance

For pre-authorizations and End of Day authorizations this must be set to ‘1’
(unattended terminal). Even though on a bus (for example) the terminal may have a
driver sitting next to it, the reader is activated by the cardholder tapping on it, so is
generally considered an unattended terminal.

For Debt Recovery authorizations:
- For automatic debt recovery: '2' (No terminal used)
- For debt recovery via a website: '1' (unattended terminal)
- For debt recovery via a call center: ‘2" (No terminal used)
« For debt recovery via a tap on a reader (presented as CNP): '2' (No terminal used)

- For debt recovery via a tap on a reader (vending machine): '1' (unattended
terminal)

- For debt recovery via a tap on a reader (ticket office): ‘0’ (attended terminal)

If the tap that generated the authorization was initiated from a Revenue Inspection
Device that this may be optionally set to ‘0" (attended terminal)
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DE | Sub element | Subfield | Value and Description
61 3 POS Terminal Location
For pre-authorization and End of Day authorization this must be set to ‘0" (On
premises).
For Debt Recovery:
- For automatic debt recovery: 3 (No terminal used (voice/ARU authorization)
+ For debt recovery via a website: 2 (Off premises (cardholder terminal including
home PC, mobile phone, PDA))
- For debt recovery via a call center: 3 (No terminal used (voice/ARU authori-
zation))
- For debt recovery via a tap on a reader (if implementing a CNP solution): this
should be set to 3 (No terminal used (voice/ARU authorization)
- For debt recovery via a tap on a reader (vending machine, TVM, Kiosk or Ticket
Office): 0 (On premises)

61 4 Cardholder Presence

For pre-authorization and End of Day authorization this must be set to ‘0’
(Cardholder present).
For Debt Recovery:

+ For automatic debt recovery: 1 (Cardholder not present, unspecified)

- For debt recovery via a website: 5 (Cardholder not present, Electronic Order
(home PC, Internet, mobile phone, PDA))

- For debt recovery via a call center: 3 (Phone/ARU order)
+ For debt recovery via a tap on a reader (if implementing a CNP solution): 1
(Cardholder not present, unspecified)

+ For debt recovery via a tap on a reader (vending machine, TVM, Kiosk or Ticket
Office): 0 (Cardholder present)

61 5 Card Presence

For pre-authorization and End of Day authorization this must be set to ‘0’ (card
present).
For Debt Recovery:

- For automatic debt recovery: 1 (Card not present)

+ For debt recovery via a website: 1 (Card not present)

- For debt recovery via a call center: 1 (Card not present)

+ For debt recovery via a tap on a reader (if implementing a CNP solution): 1

(Card not present)

« For debt recovery via a tap on a reader (vending machine, TVM, Kiosk or Ticket
Office): 0 (Card Present)

61 6 Card capture capability
This must be set to ‘0" (no card capture capability)

61 7 POS Transaction status
For pre-authorization and End of Day authorization this must be set to ‘04’
(preauthorized request).
This must be set to '00' for certain products if the initial authorization is not treated
as a pre-authorization.
For Debt Recovery authorizations::

- That are for a non-zero-value: ‘0" (normal request)

- That are zero value: '4' (preauthorized request)

Note: Please refer to [PREAUTH] for full details. This requirement is dependent upon the
merchant's location and is independent of the acquirer’s location. If the transit
merchant is located in the Europe region, this value must be set to ‘4" If the transit
merchant is located outside of the Europe region, this value may be set to '0’
(normal request).
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DE | Sub element | Subfield | Value and Description
61 10 Cardholder Activated Terminal Level
For pre-authorization and End of Day authorization this must be set to ‘0" (Not a
CAT transaction)
For Debt Recovery:
« For automatic debt recovery: O (not a CAT transaction)
« For debt recovery via a website: 6 (Electronic Commerce)
- For debt recovery via a call center: O (not a CAT transaction)
- For debt recovery via a tap on a reader (if implementing a CNP solution): O (not
a CAT transaction)
- For debt recovery via a tap on a reader (vending machine, TVM, Kiosk or Ticket
Office): as per standard POS
61 11 POS Card Data Terminal Input Capability

For pre-authorization and End of Day authorization this must be set to '3’
(contactless M/Chip)
For Debt Recovery:
+ For automatic debt recovery: 6 (Key entry only)
« For debt recovery via a website: 6 (Key entry only)
+ For debt recovery via a call center: Either O (Unspecified), 1 (No terminal used
(voice/ARU authorization), or 6 (Key entry only)
+ For debt recovery via a tap on a reader (if implementing a CNP solution): 6 (Key
entry only)

« For debt recovery via a tap on a reader (vending machine, TVM, Kiosk or Ticket
Office): as per standard POS
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3.4.3

3.43.1

Distinguishing Transit Retail Payments from Aggregated Transactions

There may be situations in which a transit operator submits an authori-
zation that looks very similar to those described in this section (3.4) but
is in fact for a simple retail transaction. These retail transactions will not
include Transit Transaction Identifiers. Examples of these include:

- Purchase of a single journey ticket (transaction could be for a
similar amount to an end-of-day authorization and could also be
contactless).

- Topping up an existing proprietary card (e.g., there may be a
period during which a transit operator maintains an existing
proprietary system in parallel with accepting open payments, in
which case the transaction could be for a similar amount to an
end-of-day authorization and could also be contactless).

- Purchase of souvenirs (some transit operators sell memorabilia;
such a purchase could be for a similar amount to an end-of-day
authorization and could also be contactless).

These transactions would not be exactly like the transactions defined in this
section (3.4) - specifically, DE 48/sub-element 64 would not be present.

Authorization Responses

Issuers should take note of the following:

Nominal Authorization and End of Day Authorization

Approval of a Nominal Authorization or end of day authorization will
start the aggregation of transit spend up to the aggregated amount
limit. These authorizations may be for nominal values, depending on
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local rules. If the aggregated amount limit is not reached over a 14-day
period, the transit operator may clear multiple transactions without
seeking a new authorization. The issuer has liability for all spend on the
card at the transit operator provided the transit operator follows all the
rules correctly.

If the aggregated spend exceeds the aggregated amount limit, the issuer
has the right to charge back the amount that exceeded the limit.

Declining a properly formatted Nominal Authorization or end-of-day
authorization means that:

- The cardholder (passenger) will most likely be added to the transit
operator’'s Deny List and prevented from any further travel until
the issue is resolved. This restriction on travel may prompt the
cardholder to contact the issuer for resolution.

- In some markets, local rules may hold domestic issuers liable for the
cost of the first trip taken even if the authorization was declined.

Deny List Responses

- Approval of a debt recovery transaction will remove the passenger
from the Deny List; however, the transit operator will not be
allowed to start a new aggregation cycle until the passenger has
performed a new tap —i.e., approval of the debt recovery authori-
zation does not trigger a new aggregation period/amount.

- Decline of any debt recovery transaction will cause the passenger
to remain on the Deny List.

3.4.3.2 Additional Information in Authorization Response Messages
Cards that contain an alternate PAN (also referred to a pseudo, digital,
or tokenized PAN) must return the embossed PAN in the authorization
response so that the transit operator can deal with any customer service
inquiries. The passenger is usually unaware of the alternate PAN and will
not use it for making inquiries.

As the transit operator will not know the embossed PAN, the issuer must
populate the following data element and subfields in the authorization
response:

- Data Element 48 (Additional Data) Sub-element 33 (PAN
Mapping File Information)

- Subfield 1 (Account Number Identifier) — must have the value 'E’
- Subfield 2 (Account Number) — must contain the embossed PAN

- Subfield 3 (Expiry Date) — must contain the expiration date of
the embossed PAN

- Subfield 4 (Product Code - e.g., debit, credit) - is optional in
most markets and mandated in Europe.

This data is generated automatically if the Mastercard Digital Enablement
Service (MDES) is used by the issuer for account tokenization (i.e. creating
contactless PANs that map to FPANSs).
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3.4.3.3

3.43.4

3.4.3.5

3.4.3.6

[ssuers that do not use alternate PANs (i.e. the PAN embossed on the
card is the same as the contactless PAN) do not need to include the
mapping information in authorization response messages.

Application Response Cryptogram (ARPC)

Issuers should not generate an ARPC, ARPC response data, or script
messages in the transit environment - this data will not be sent to the
card for the following reasons:

- SECOND GENERATE AC is not supported over the contactless
interface, and

- The card is no longer present at the reader

Refer to Issuer Response

The issuer must not generate a "Refer to Issuer” response. If a trans-
action is referred to issuer (i.e., DE 39 of the 0110 Authorization
Response has a value of ‘01" or '70"), the transit operator and/or their
acquirer may treat it as a decline.

Impact of Stand-In on Authorization Responses
When authorization responses are generated by Stand-In Processing
(STIP), issuers must be aware that:

- Aresponse sent during STIP carries the same liability and implica-
tions as an issuer response.

- Issuers can configure some STIP instructions to identify and act
on transit transactions based on transaction characteristics (e.g.,
Card not Present, contactless, transaction amount, MCC, etc.).

- Anissuer should look at their STIP parameters to ensure that:

- Deny List authorization requests are not routinely incorrectly
declined (as this will prevent passengers from automatically
being removed from the Deny List) or routinely incorrectly
approved (as this may remove passengers from the Deny List
when they are still overdrawn).

- End of day and Nominal Authorization requests are not routinely
declined, as this will add the passengers to the Deny List.

Payment Account Reference

The Payment Account Reference (PAR) is a unique customer reference
that links multiple tokenized PANs to the underlying cardholder
(passenger). It enables transit operator and acquirer fraud controls

or customer service systems to recognize the individual customer
irrespective of which tokenized device they are using.

Once PAR is implemented, Acquirers can expect to receive the PAR value
in authorization response messages. The PAR will be present in DE 56.





3.4.4 Clearing Messages

3.4.4.1 Types of Clearing
Contactless Transit Aggregated Transaction Clearing

Contactless Transit Aggregated Transaction (CTATC) occurs when one

or more trips are aggregated and cleared as a single amount. This type
of clearing may be performed every day, once the maximum aggregate
value is reached, or once the maximum time threshold is reached.

Note that a single authorization may, in some markets, result in multiple
(typically daily) clearing transactions. An example of this is the Authorized
Aggregated Split-Clearing transaction, which was implemented in the UK.

Debt Recovery Clearing

Debt Recovery Clearing (DRC) transactions occur when fares are
incurred after entry to the system but before the associated authori-
zation request is declined by the issuer. The transit operator will perform
debt recovery authorizations to ensure funds are available before
presenting transactions for clearing.

Revenue Inspection Clearing

Revenue inspection clearing occurs when a revenue inspection event
reveals that the passenger did not obtain proper permission to travel
(e.g., the cardholder did not tap in to enter the system).

The process for revenue inspection varies from transit operator to transit
operator. Some transit operators may simply block a card from use in the
system until the passenger contacts them to resolve the issue; others
may charge a penalty fare; still others might use a combination of these
measures.

If a penalty fare is charged, a separate retail payment transaction may
be generated or the revenue inspection amount may be included within
the aggregated clearing transaction.

3.4.4.2 Transit Clearing Data Values
This section describes some of the specific values that will be present
in incoming Integrated Product Message (IPM) files received by issuers;
these values will help issuers identify transit transactions.

DE/PDS | Sub element | Subfield | Value and Description

DE2 Primary Account Number

For Contactless Transit Aggregated Transaction Clearing (CTATC) this will be
the contactless PAN

For Debt Recovery Clearing (DRC) this will be the embossed PAN

DE4 Transaction Amount

For CTATC this will be the amount of the aggregated spend. This may be
more than the Chargeback Protection Amount if, for example: the cardholder
has been charged multiple ‘'maximum fares' as a result of failing to tap-in

or tap-out, or if the cardholder’s travel exceeds the Chargeback Protection
Amount.

For DRC this will be the debt amount. If a cardholder had a 'zero value debt’
and the debt recovery authorization was approved there will be no clearing
record.
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DE/PDS | Sub element | Subfield | Value and Description

DE12

1

Date Local Transaction

For CTATC this will either be the 'Travel Day' date. (A 'Travel Day' may span
two calendar days) or the date the transaction was initiated.

For DRC the date will be set to the date the transaction was initiated.
The format is YYMMDD.

DE22

Terminal Data: Card Data Input Capability
For CTATC this will be set to ‘M’ (PAN Auto Entry via Contactless M/Chip)

For DRC this value should map to the correct value in the authorization
message depending on the type of debt recovery performed. Please refer to
[IPMCLR] for the correct mapping

DE22

Terminal Data: Cardholder Authentication Capability

This will be set to ‘0" (No electronic authentication capability)

DE22

Terminal Data: Card Capture Capability
This will be set to ‘0" (No capture capability)

DE22

Terminal Operating Environment
For CTATC this will be set to '2' (On acceptor premises, unattended)

For DRC this value should map to the correct value in the authorization
message depending on the type of debt recovery performed. Please refer to
[IPMCLR] for the correct mapping

DE22

Cardholder Present Data
For CTATC this will be set to ‘0" (Cardholder present).

For DRC this value should map to the correct value in the authorization
message depending on the type of debt recovery performed. Please refer to
[IPMCLR] for the correct mapping

DE22

Card Present Data
For CTATC this will be set to '1' (Card present)

For DRC this value should map to the correct value in the authorization
message depending on the type of debt recovery performed. Please refer to
[IPMCLR] for the correct mapping

DE22

Card Data: Input Mode
For CTATC this will be set to 'M' (PAN Auto Entry via Contactless M/Chip)

For DRC this value should map to the correct value in the authorization
message depending on the type of debt recovery performed. Please refer to
[IPMCLR] for the correct mapping

DE22

Cardholder Authentication Method
This will be set to '0' (Not Authenticated)

DE22

Cardholder Authentication Entity
This will be set to '0' (Not Authenticated)

DE26

Merchant Type

The valid values are

+ 4111 (Transportation — Suburban and Local Commuter Passenger,
including Ferries)

- 4131 (Bus Lines)
+ 4784 (Bridge and Road Fees, Tolls)

DE37

Retrieval Reference Number

This field must be populated and subsequently correctly stored by the issuer.

DE38

Approval Code

This will be the issuer generated authorization code that was sent in the

authorization response.

Note: that in some implementations, the same authorization is used for multiple
clearing items and thus the same value may be received in more than one
clearing record.
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DE/PDS | Sub element | Subfield | Value and Description

DE41 Card Acceptor Terminal ID

This field may represent:

- The terminal where the cardholder made their tap

- A generic terminal used for all aggregation transactions.
This field may either represent the terminal where the cardholder made their
tap or may represent a generic terminal used for debt recovery transactions.
DE&42 Card Acceptor ID Code (Merchant ID)

The transit operator may have a distinct merchant ID for CTATC and DRC as
opposed to the merchant ID for standard ticket sales.

55 Values in Data Element 55 are populated from one tap relating to the aggregated travel period. The content
below only shows key fields that issuers may want to pay special attention to.

The data presented in DE55 must be the data used in the reader / device exchange and not modified in
any way - even if the underlying data subsequently changed - as the data will have been signed in the
application cryptogram.

Data Element 55 will only be present on DRC messages if the debt recovery was performed as a card
present transaction (for example: at a kiosk or ticket office).

55 9F27 N/A Cryptogram Information Data
This must be set to one of the following two values

« '4x' (Transaction Cryptogram (TC))

- '8x' (Authorization Request Cryptogram (ARQC))
55 9F02 N/A Amount Authorized

This will have the value used at the time of the interaction with the
contactless card and will not be the final transaction amount.

Note: Issuers must ensure that their systems accept transit transactions where
the amount in DE55-9F02 is different from the amount in DE4 (Transaction
Amount).

55 82 N/A Application Interchange Profile
The precise value of the AIP varies depending on the card application used
DE63 Transaction Lifecycle ID (Trace ID)

This shall contain the value of the most recent Trace ID.

For example: a transaction that was authorized today and is being cleared
today will have the value of today's authorization.

PDS0023 | N/A N/A Terminal Type
This will be set to N/A!

PDS0210 | N/A 1 Transit Transaction Type Identifier
This must be present and set to the appropriate value specified in [IPMCLR].
PDS0210 | N/A 2 Transportation Mode Indicator

A transit operator that uses a multi-modal transit system (for example: buses,
trains and underground) will have this value set to ‘00" (Unknown), alterna-
tively if only one mode is used then the value should be set to that specified in
[IPMCLR].

! This is correct at the time of publication; however, it should be noted that the value of the CAT
indicator is currently under review
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3.4.4.5

3.5

Refunds and Reversals
PAYG transactions are unlikely to result in refund transactions; but if
refunds are generated, no special requirements apply.

For Maestro single message transactions, see 3.4.2.1 Acquirer Reversals.
See also Goodwill Payments in section 3.5.

Technical reversals may be required at times in order to correct errors.

Disputes and Chargebacks
See section 2.4 for requirements related to the handling of disputed
transactions.

Handling Maximum Fares

A maximum fare may be applied when a cardholder taps in at the start
of a trip but fails to tap out at the end of that trip (where tapping

out is required). In such a case, the specific fare cannot be calculated.
Maximum fares may or may not be aggregated and may be cleared
individually.

Processing Goodwill Payments

In some instances, a transit operator may wish to make goodwill
payments to passengers. Examples include:

- When there has been major service disruption, a transit operator
may wish to pay compensation to passengers; the compensation
might exceed the fare paid.

- When the transit operator feels that a customer has been unfairly
treated (e.g. given incorrect information by a staff member).

In these instances, the transit operator may, at its discretion, establish a
method for compensating the passenger.
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41.1.1

Issuer

This chapter highlights transit-related concerns that are important
to issuers.

Card Products
Debit, Credit and Prepaid Programs

All contactless card types should be usable in any transit environment
that accepts financial institution-issued contactless cards for payment
or access to the transit system. Issuers of debit, credit or prepaid
contactless cards must be familiar with the particular requirements

of the transit environment:

- Cards must support offline card authentication, also known as
Combined Data Authentication (CDA); this is especially important
in situations where offline transactions are used to enable rapid
access to the system.

- Managing the Application Transaction Counter (ATC) - which
ensures the cryptogram generated by the card is unique - can be
more complex, as ATCs may be presented out of sequence (due
to offline transactions and deferred authorizations) and a wider
range of possible ATCs is required as frequent offline transactions
which are never presented to the issuer may occur (see section
4.5.3)

- Issuers must recognize and take action based on certain Data
Elements that are unique to transit transactions (see section
3.4.4.2)

- Issuers should ensure that each card is unique with respect to PAN,
Expiration Date, and PAN Sequence Number, so multiple instances
of the same "card"” cannot occur within the transit system at the
same time.

- Advise cardholders (passengers) to use the same card/device
to "tap in" and "tap out” for any given trip in order to properly
calculate the fare. The cardholder should not, for example, use a
card to tap in and a mobile device to tap out.

If cards are not configured in a way that enables acceptance in local
transit operations, cardholders (passengers) are likely to form a negative
perception of the issuer, as their ability to use the transit system may be
impeded.

Deferred Authorization
A significant transit-related variation on the normal transaction process
is the use of deferred authorization.

To enable fast access to the system, an offline transaction can be
performed at the point of entry whereby the card is authenticated using
the chip's offline authentication (CDA) capability. At the same time, the
card is checked against the transit operator's Deny List. The Deny List
records card accounts with outstanding (unpaid) funds or which are not
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permitted to access the system for some other reason. If authentication
is completed and the card is not on the Deny List, access to the system
is allowed.

At some later stage, likely while the passenger is in transit, the transit
operator will initiate a deferred authorization for a nominal amount (as
at this stage the actual trip cost may not be known). In cases when a
deferred authorization is required, the authorization is sent to the issuer
as soon as possible, depending on the connectivity of the terminal’s
telecommunications functionality.

If the deferred authorization is declined, the passenger will not be
prevented from exiting the system. However, it is unlikely the passenger
will be permitted to re-enter the system until any outstanding fares have
been paid (i.e., the card will be added to the Deny List).

For more detailed explanations of these transit-related requirements,
refer to Chapter 3.

M/Chip Advance

Mastercard provides a chip card specification known as M/Chip Advance
that was designed for use in transit. M/Chip Advance products are
available from a wide number of card suppliers. The application supports
both contact and contactless payments and is able to support a wide
variety of different products, markets, and individual implementations.
M/Chip Advance utilizes data storage on the chip to emulate closed loop
transit in order to support monetary balances and time based fares.

For details on M/Chip Advance, see [MCASPEC] and [MCAISSG].

Prepaid for Transit

Prepaid contactless cards may be issued as open-loop (for general use
including transit) or closed-loop (for use only in a transit environment).
Both models are powered by Mastercard contactless technology.
Closed-loop prepaid can serve as a stepping stone to open-loop prepaid.

Mastercard Prepaid for Transit solutions address the needs of visitors

to a region or city, individuals who do not qualify for a financial institu-
tion-issued debit or credit card, and passengers who prefer not to use
financial institution-issued cards for transit.

It is important to note that prepaid cards are configured as “online only".
Some level of credit risk may exist because transit agencies will generally
send a deferred authorization rather than real-time. (See Deferred
Authorizations in Section 3.4.)

Mastercard Prepaid payments are authorized online against available
prepaid funds, which the cardholder (passenger) can reload as needed.
All entities involved need to determine how to manage any risk
associated with the need for rapid system access vs. the timing of funds
transmission throughout the transaction flow.
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An open-loop Mastercard Prepaid for Transit program allows passengers
to use a financial institution-issued Mastercard Prepaid card to access
the transit system. This solution has minimal impact on the issuer and
the transit operator, and no impact on acquirers (which see and treat
Mastercard Prepaid transactions the same way as other Mastercard
transactions).

Open-loop Mastercard Prepaid cards operate in the same way as all
other Mastercard Credit and Debit cards. Rather than granting credit or
posting transactions to a cardholder bank account, however, the issuer
only approves transactions that have been pre-funded by the cardholder
(passenger). The method of pre-funding is at the discretion of the issuer.
Open-loop prepaid cards are particularly appropriate for individuals who
choose not to use or are unable to obtain credit or debit cards.

Open-loop prepaid cards give cardholders the ability to set spending
limits for themselves and/or dependents, and do not require a banking
relationship with the card issuer. Individuals can purchase prepaid cards
through various channels, including the Internet, issuer bank branches,
and retail stores. Individuals may purchase multiple prepaid cards (e.g.
for family members or visitors).

Role of Prepaid Issuer

The Prepaid issuer is ultimately responsible for customer service, opera-
tions and risk management, transaction settlement and reporting, and
compliance with the Mastercard Rules.

There are three types of open-loop prepaid accounts:
- Personalized
- Non-personalized

- Anonymous

On a personalized prepaid card, the cardholder name is printed/
embossed on the card and encoded in the chip data.

In the case of non-personalized cards, personal cardholder information

is associated with the account but is not embossed, printed, or encoded
on the card; instead, a generic program name (e.g. the name of the
transit operator or the transit operator's program) must be embossed

or printed on the plastic and encoded in the name field of the magnetic
stripe. Non-personalized cards are generally used in instant issuance
situations — e.g. when a Mastercard partner, such as a transit operator or
retailer, holds a stock of cards that can be issued as needed without the
delay associated with a centralized card personalization system.

Anonymous cards carry no personal cardholder information and are
limited to single-load (disposable), instant-issue prepaid cards. These
cards pose higher levels of risk.

Loading is the process of adding value to a prepaid account. Funds can
be loaded via account transfers, payments from other card accounts,
Internet value transfers, or cash deposits at convenient stores or other
locations.
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Prepaid issuers may only use contactless cards that are certified to
properly support Mastercard products and contactless payments. The
contactless cards must support CDA to enable offline authentication at
the transit point of entry.

Role of Program Manager

Many open-loop prepaid card programs are managed by a Program
Manager. The Program Manager must carefully monitor and execute tasks
associated with ongoing prepaid program operations. The responsibility
of a Program Manager will vary depending on the transit operator's
requirements to support open payments at the point of entry.

Closed Loop (Private Label)

The Prepaid for Transit closed-loop (Private Label) solution adds
Mastercard Contactless to a pre-funded card that can only be used in
the transit environment. This product leverages Mastercard-issued BINs,
chip application identifiers, and payment infrastructure, making it a
robust solution for transit operators.

Private Label programs leverage the same technology assets as those
used for open-loop Mastercard payment solutions. This includes M/Chip
card and Mastercard digital technology, which support a range of mobile
solutions and digital wallets. Private Label cards do not, however, carry
the Mastercard brand and are only usable in the transit environment.

Multi-Application Programs

Multi-application programs are hybrid solutions that involve adding the
transit operator's proprietary payment application to a Mastercard Chip
card. Typically, transit applications use contactless technology for propri-
etary (closed-loop) payments.

The hybrid solution has minimal impact on issuer or transit operator
systems, as existing processes continue - just using a combined form
factor. For this reason, the hybrid solution has quite low operational
and implementation risks. The solution does, however, have an impact
on card procurement and personalization as both applications must be
coded onto the chip.

Issuers can benefit from the hybrid solution because the transit feature
increases card usage and can create preference for usage outside the
transit system (a top of wallet effect). The transit operator can enjoy
potentially reduced costs, as the card platform is shared and the need
for dedicated cardholder operational support may be reduced. Obviously,
there will be a continued need to support the dedicated transit application
throughout the transit network, and both issuer and transit operator will
have to make changes to accommodate the new card issuance process.
The hybrid card solution creates minimal integration requirements for

a transit operator or issuer, as the basic acceptance process for both
applications remains unchanged.

The multi-application solution has no systems impact on acquirers.
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The hybrid solution may serve as a stepping stone to a full open-loop
system, as hybrid cards may continue to be used in open-loop fashion as
a program evolves.

In a hybrid solution, the issuer is responsible for the open-loop payment
application and the transit operator is responsible for the transit
payment application. However, there will be a need to define other
responsibilities — e.g., how costs will be shared if a card needs to be
re-issued due to the malfunctioning of one application.

Passenger Impacts

Passengers (cardholders) benefit from being able to use a single card
for transit and other payments. Consideration must be given to how the
bank and transit agency will support cardholders.

While the payment and transit applications may be technically distinct,
cardholders will likely expect a single point of contact for their inquiries.
This might be achieved with a single customer service number and an
interactive voice system directing the inquiry to the appropriate party.

Mobile

Payments can be made using a mobile phone in exactly the same way
as a contactless card is used. The mobile phone must be NFC-enabled
and loaded with the account details, usually stored in a digital wallet on
the phone. The passenger selects which card account to use for payment
before the phone is tapped. The interaction between the contactless
reader and the mobile phone is exactly the same as when a contactless
card is used - indeed, the reader may not be able to detect what type of
device is being tapped.

Maijor digital brands offer their own versions of digital wallets on their
mobile devices and brand the associated payments accordingly. The
payment technology for any given card brand is based on the same
exchange of information and credentials regardless of which wallet
brand is being used.

There are different technical approaches to securing mobile payment
data . The choice of approach depends upon the partners involved and
their ability to access different areas within the architecture of the
device. Data may be stored in a secure area on the mobile device (usually
referred to as the Secure Element (SE)) or in the cloud (known as Host
Card Emulation (HCE)).

Card accounts that have been loaded into a digital wallet may also be
used for secure mobile commerce transactions through the internet
interface (i.e. not using contactless technology). These transactions

are secured using strong EMV-style cryptography, in the same way as
in-person payments. Mobile commerce payments may be relevant to
transit operators when using “card as credential to travel” solutions
where the actual payment precedes the travel. Mastercard refers to
these secure internet transactions as Digitally Secure Remote Payments
(DSRPs).
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Secure Element-Based Solutions

In Secure Element-based solutions, critical account data is stored within
the Secure Element on the device, which manages access to and use of
the data. Critical data typically includes the secret or private keys used
to generate cryptograms. The Secure Element is normally managed
either by the equipment manufacturer (if the SE is part of the device)
or network operator (if the SE is on the SIM card); the transit operator
should make arrangements with these parties to gain access to and use
the appropriate SE.

Mastercard Cloud Based Payments (MCBP)

Host Card Emulation (HCE) technology offers an alternative to the
Secure Element. Mastercard Cloud-Based Payments (MCBP) is a
Mastercard solution that leverages HCE technology. With MCBP, secure
payments can be made without the need for a business arrangement
between the transit operator and the controller of the SE.

For details on Mastercard Mobile Solutions, visit the Mastercard Connect
website.

Tokenization

Token accounts are used in the provisioning of many mobile wallets to
further secure account information. Token accounts limit the exposure
of the originating funding PAN (referred to as the FPAN) when a card
account is added to and used by a mobile wallet. A token account
number serves as an alias or proxy to allow the passenger’'s mobile
device to initiate an immediate or future payment transaction - e.g. via
a contactless tap, from within a mobile application, or using a mobile
browser (DSRP).

The transit operator must be able to ascertain whether the device's
token account correlates to a funding account that was used for a
pre-purchased fare. Therefore, the transit operator requires the return of
the underlying funding PAN in authorization responses for reconciliation
of a device with the account associated with the pre-purchased fare.

Payment Account Reference (PAR)

EMV Payment Tokenization was developed for use in various digital
payment solutions. Payment Tokenization enhances the underlying
security of digital payments by limiting the risks associated with
unauthorized or fraudulent use of PANs. Payment Tokenization achieves
this additional level of security by replacing PANs with Payment Tokens
that cardholders can choose to suspend or deactivate in order to control
or restrict usage.
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Along-term, industry-wide solution called Payment Account Reference
(PAR) was introduced by EMVCo in order to transition acquirers and
transit operators away from dependence on Funding PAN for historical
analysis of transactions initiated by both PAN and affiliated Payment
Tokens. PAR enables merchants and acquirers to forgo use of the PAN
for fraud, loyalty and reporting programs. PAR values cannot be used to
make financial transactions.

PAR links tokenized and PAN-based transactions so the PAN does not
have to be used as the linkage mechanism. A 1:1 relationship exists
between PAR and the funding PAN. The PAR can also link all associated
cards and devices with trips taken for the purposes of audit or fare calcu-
lation (e.g., tapping in with a mobile device and tapping out with the
corresponding contactless card due to low battery issues).

Devices that are provisioned using MDES will automatically be assigned
a PAR. Once a PAN has been linked to a PAR, the PAR will be provided to
the acquirer in each authorization response related to that PAN.

Cardholder Device CVM

Cardholder Device Cardholder Verification Method (CDCVM) is used to
verify cardholders using mobile devices for payment transactions. While
many transit transactions are low-value and do not require cardholder
verification, some transit transactions are of higher value, especially
those occurring in retail-like acceptance environments. CDCVM requires
an interaction between the user and the mobile device; the mobile
device then informs the reader that cardholder verification has been
successfully performed.

The actual method of CDCVM depends upon the capability of the mobile
device and the wallet application being used. The CDCVM might include
a secret known only to the cardholder (e.g., PIN number or password) or
a physical feature (e.g., fingerprint or image). Many mobile implementa-
tions always require CDCVM to unlock the payment wallet. The CDCVM
is typically activated by the cardholder a short time before the mobile is
used, rather than requiring action at the precise moment the interaction
with the reader is occurring.

Wearables

Wearables offer functionality in different form factors; these form
factors are usually linked to a mobile phone. Smart watches, for example,
can display communications such as texts or emails, information such as
transit schedules, and web content. Payment functions can be added to
wearable devices for use in transit.

A wearable is usually controlled by a mobile phone. The wearable
manufacturer typically limits its functionality and capabilities; precise
implementations vary considerably based on the purpose of the
wearable and the parties involved.
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Transit payment wearable implementations are governed by the same
requirements as mobile devices and cards, especially the need to support
offline card authentication to enable fast access. Issuers should note:

- The requirement to provide the FPAN in the authorization response
when a tokenized device is used to initiate the authorization (this
will automatically be provided by MDES when MDES performs the
tokenization/detokenization)

- When "tap in" and "tap out" are both required for a particular
system, the requirement that the cardholder use the same device to
tap at each end of the trip to avoid problems with fare calculation.

Card Authentication

In deferred authorization and PAYG systems, where entry is permitted
after checking the authenticity of a contactless card, the ability of the
contactless card to support offline card authentication (CAM) is essential.

Mastercard rules permit issuers in some regions to issue "always online”
Contactless cards that do not support offline card authentication.
These contactless cards are not suitable for use in deferred authorization
or PAYG models. Issuers of cards for use in deferred authorization or

PAYG situations should support offline CAM using CDA, as some transit
operators might choose to restrict the use of cards/devices at the point of
entry (i.e. turnstiles, validators) if those cards/devices do not support CDA.

Offline CAM also enhances security by preventing fraudulent alteration
of data as it is exchanged between the card and the reader.

Authorization Processing
Data Consistency

Although the information in DE 55 (chip data) is usually consistent with
other data elements in the authorization or clearing message, there may
be some differences for certain data elements. In some cases, trans-
action details may result in a mismatch between transaction amounts

in the authorization message (i.e., between DE 4 and tag 9F02 in DE
55). Issuers are already advised not to cross-check these fields and not
to decline for the sole reason that the values are different. The following
data elements are typically consistent with DE 55:

- DE 3 (Processing Code) and tag '‘9C' Transaction Type
- DE 4 (Transaction Amount) and tag '9F02" Amount Authorized
- DE 13 (Transaction Date) and tag '9A' Transaction Date

- DE 43 (Card Acceptor Name and Location) and tag '9F 1A
Terminal Country Code

- DE 49 (Transaction Currency Code) and tag '5F2A’ Transaction
Currency Code

- DE 54 (Additional Amounts) and tag ‘9F03' Amount, Other
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If the application cryptogram is correct (based on the data in DE 55), the
decision to approve or decline the transaction should use the information
in the above data elements rather than the corresponding information

in DE 55 if present. This is particularly important in transit implemen-
tations, where a zero-value debt recovery authorization may be used to
enable entry to the transit system (to calculate the ARQC) but an online
authorization for the transit fare (shown in DE 04) may be processed
after entry is granted.

Transit Transaction Indicator

Issuers should consider the presence of the Transit Transaction Indicator
(TTD in DE 48 (Additional Data), sub element 64 (Transit Program)

in the authorization decision process. The presence of the TTI might
indicate a new aggregation period, in which case issuer liability would be
greater than the Transaction Amount in DE 4.

Application Transaction Counter Monitoring

The Application Transaction Counter (ATC) ensures that every
cryptogram produced by a genuine card is unique.

The ATC is incremented by the card during each transaction. Though ATC
values are generated sequentially, they may not be presented to the issuer
in this way. Transit transactions might be completed offline, completed
with deferred authorization, or not completed at all due to technical
problems. Because of this, ATCs could be missing in the sequence received
by the issuer, or ATCs could be received out of sequence.

For transactions where the application cryptogram has been successfully
validated, issuers should keep a record of the most recent ATC received
(the "highest received ATC"). Issuers should set an ATC range outside of
which a value will be considered suspicious. An out-of-range value may
be due to fraud, or indicate that a cardholder is having problems using
their card. For transactions with out-of-range ATC values, issuers should
raise a post-event alert and conduct further investigation, but should

not decline the transaction for this reason only. A suitable value for this
range will depend on the market environment where the card is used. For
example, if offline transactions are frequently performed (e.g. on buses),
a wider range will be required. ATC ranges can vary by issuer.

Issuers should not routinely decline transactions if the ATC is out of the
range they have set or if ATCs arrive out of sequence.

To detect duplicate ATCs, issuers may also consider keeping a record of
previous ATCs received (in a practical time frame or ATC range) where
the application cryptogram has been successfully validated, or of all ATCs
missing from the sequence up to the highest received ATC. If the same
ATC is received twice with valid but different application cryptogram
values, the secret keys of the card may have been compromised. If

the same ATC is received twice with valid but identical application
cryptogram values, attempted replay fraud may have occurred. In both
cases, the issuer should decline the transaction and investigate further.





‘ mastercard

4.5.4

4.6

For further information on the role of ATC for MCBP transactions, issuers
may refer to the Mastercard Cloud-Based Payments-Issuer Security
Guidelines manual, available on Mastercard Connect.

ATC Update Request

Authorization Request/0100 messages containing DE 61 (Point-of-
Service [POS] Data), subfield 7 (POS Transaction Status), value 6 (ATC
Update) are used to notify the issuer of the most recent ATC (Application
Transaction Counter) value for the contactless card or device that was
used to tap. This enables the issuer to take account of multiple "taps”
that have incremented the ATC but that have not yet led to an authori-
zation request or clearing record.

All ATC Update authorization requests will have a zero value for the
transaction amount. ATC update transactions may be sent on a regular
basis, and issuers must ensure that these transactions do not affect the
issuer’s velocity checks. Issuers should use the following DE 39 (Response
Code) values:

- To approve transactions (when the ATC value does not indicate
fraudulent activity): use 00 (approved or completed successfully) or
85 (not declined)

- To decline transactions (when the ATC is outside of the issuer's ATC
tolerance): use 05 (do not honor)

Acquirers supporting merchants that implement the MasterCard
Contactless aggregated models may support zero amount Appli-
cation Transaction Counter (ATC) update Authorization Request/0100
messages to notify issuers of the most recent ATC values for offline
cardholder aggregation activity.

Lost, Stolen, or Expired MasterCard Payment Device

When pre-funded travel is purchased, a balance or a time-based pass
product may exist for an extended period of time. During that time, the
card or device used to purchase that pre-funded travel could be lost or
stolen or expire. If that were to occur, the following actions would be taken:

- If the payment device was originally issued as a plastic card or
mobile sticker/tag, a new MasterCard payment device would be
re-issued to the cardholder in the same form factor.

- If the payment was made using a digital device, the MasterCard
account associated with the pre-funded travel would be re-provi-
sioned to a new digital device.

When cards are renewed in the normal replacement cycle, the same PAN
is typically used and no action is required to transfer travel privileges
(e.g., time-based products). When a card has been lost or stolen, a new
PAN is typically assigned; therefore, the new PAN will have to be linked to
the existing privileges.

Transit operators should encourage passengers to contact their customer
service operation in order to transfer any privileges associated with the
old PAN to the new PAN.
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Acquirer

This chapter highlights transit-related issues that are important to
acquirers. More detailed information appears in chapters dedicated
to specific topics.

Payment Processing

An acquirer contracts with a transit operator and other parties (e.g.
a system integrator) to implement contactless acceptance in transit
environments.

The acquirer is responsible for connecting all points of interaction
to the payments infrastructure and conducting all required testing
and certification.

Although an acquirer may already have implemented contactless
payments for other retail merchants, a new project must be opened
with the Mastercard Customer Delivery team for transit implementa-
tions in order to ensure the specific requirements of transit are met. This
will include formal approval of contactless transit readers and all the
associated integrity testing Mastercard requires. More details on Testing
is provided in Chapter 9.

Transit models fall into four broad categories (see Section 1.4).

When the fare is known at the time of tap, a regular contactless trans-
action takes place as in any other environment. For PAYG and pre-pur-
chased access, card interaction with the contactless reader is the same
as card interaction in other contactless transactions, except for certain
transit-specific characteristics (e.g., no CVM requirement at the point
of entry).

Refunds

Acquirers must be able to refund a fare payment transaction using
the same Mastercard Contactless card that was used to make the
fare purchase.

ATC Update Request

Acquirers supporting merchants that implement the MasterCard
Contactless aggregated models may support zero amount Application
Transaction Counter (ATC) update Authorization Request/0100
messages to notify issuers of the most recent ATC values for offline
cardholder aggregation activity. (See section 2.7.3.)
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Transit Operator

This chapter explains the role and responsibilities of the transit operator.
The transit operator acts as the merchant for transit payment transac-
tions, but also performs many other customer-facing functions.

Customer Experience

Transit operators and financial institutions both want the best
experience for their passengers/cardholders, and typically the needs
of the parties are aligned:

- Passengers and transit operators want easy, smooth passage
through the transit system without undue delays or interruptions.

- Financial institutions and transit operators want the payment
to be collected quickly, but without undue risk or costly exception
processing.

- All parties want efficient implementation, ensuring solution
integrity while minimizing systems or operational problems.

A good passenger experience makes for a successful, cost-effective
solution.

Entry to the Transit System

Passengers must know where they can use their card and what is
expected of them. This includes:

- Clearly identifying the readers onto which contactless cards must
be tapped. The more consistent the implementation, the easier
and faster it will be for passengers (e.g., all entry gates should have
the same design).

- Ensuring requirements are effectively communicated - e.g., the
need to "tap in" and "tap out” in order to calculate the appropriate
fare for a trip. This is especially important where there is no physical
barrier controlling entry or exit to the system.

Fare Capping

Historically, transit operators have offered time-based fares in the form
of daily, monthly, or annual transit passes (a.k.a. tickets). With open-loop
payment solutions, this capability can be implemented dynamically, so
passengers can be converted to time-based status using data from their
travel patterns. In other words, passengers do not have to purchase
time-based tickets in advance in order to benefit from time-based fare
concessions.

Fare capping is the practice of identifying a time-based passenger by
automatically aggregating their fares up to a time-based threshold (e.g..
daily or weekly). Once a passenger meets a time-based maximum fare,
they will no longer be charged further single fares until they reach the
end of that time threshold or qualify for an even longer time threshold/
more advantageous maximum fare.





‘ mastercard

6.1.3

6.1.4

Fare capping policy is implemented within the core fare system and does
not impact the entry/exit process in any way. Removing the need to issue
and manage time-based tickets can create major cost savings for the
transit operator and convenience for passengers.

Contactless transactions without cardholder verification are restricted to
a limit which varies by market. Transaction amounts above the cardholder
verification limit will require an appropriate form of verification.

Trip History

When several trips are aggregated into a single payment on a passen-
ger's billing statement, the passenger may want to know which trips
contributed to the total — especially if the amount is greater than they
expected. For aggregated solutions, therefore, passengers must have
access to their trip history and a way to inquire about any discrepancies.

Access to trip information may be provided via a call center, but is more
simply provided via a website or mobile app. For a web or app-based
solution, passengers will need to have a way to log in to the system and
link their card(s) to their transit records.

The statement description may contain a unique identifier to enable easy
transaction look-up.

Revenue Inspection

Transit operators should carry out revenue inspection regardless of how
the customer has paid or is expecting to pay for travel; as such, revenue
inspection policies and processes will apply to the use of contactless
cards. Traditional revenue inspection relies on reading information from
a ticket or closed-loop contactless card to determine if a passenger

has purchased a ticket, or (if PAYG/deferred authorization) has been
validated at the start of their trip. This allows a Revenue Inspector to
issue a penalty on the spot for any infraction.

When using an account-based back office with EMV, as in the PAYG
model, no transit specific information (e.g. fare product purchased) is
written to the card itself. In this case, a new model for revenue inspection
is necessary. This is likely to involve reading data from the contactless
card to ensure that the card has been used to make a valid tap. This can
be achieved by performing a zero-value transaction with the card. The tap
data is then used to reference the travel history in the back office system.

Care must be taken to comply with PCl requirements whenever payment
card data is read, transmitted or stored. (See Chapter 9.)

If revenue inspection results in the payment of a penalty, any transaction
to collect that fare must be performed in accordance with the require-
ments in this guide.
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6.2

Mobile Application

Transit operators might use a mobile app to provide general customer
information (e.g., route maps, timetables, travel conditions, planned
maintenance, etc.). Contactless payments cannot be integrated directly
into this app, as contactless payments have specific security and opera-
tional requirements. However, when the app enables transit purchases to
be made, payment functionality can be integrated to enable fast in-app
payments using cards stored in a mobile wallet.

Payment Account Statement

The passenger statement should enable easy recognition of transac-
tions as transit related. System reference numbers should not be used
in isolation, as these will mean little to passengers. Where an amount is
aggregated, the statement description should display the time period
during which individual trips occurred.

Deny List

The Deny List is used to limit transit operator risk and support rapid
access to the transit system when real-time authorization of a card is
not possible. As an authorization has not been completed prior to system
entry, the transit operator assumes some risk: financial responsibility for
the fare will only be fully assumed by the issuer once an authorization
request has been approved.

In this scenario, two checks are performed rapidly offline:

- Authenticity of the contactless card is checked by completing an
offline chip transaction using Combined Data Authentication
(CDA). This ensures that the card is genuine and certain critical
account data is not changed during the interaction between the
card and reader.

- The card is checked against the "Deny List". This list might include
known stolen contactless cards or cards that owe payment to the
transit operator.

These two checks provide essential protection to the transit operator
and ensure the integrity of the system for all users.

Transit operators should add cards to the Deny List whenever the card
has been used for access but a subsequent authorization has been
denied - meaning that funds are owing to the operator. Cards might also
be added based on information available locally (e.g., lost and stolen hot
lists). transit operators may also want to consider denying cards with a
persistent pattern of fare avoidance (e.g., multiple failed revenue inspec-
tions or penalties). It is important for the transit operator to distinguish
between declines for technical reasons (which are beyond the control of
the passenger) and those due to lack of passenger funds.
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Card issuers may decline authorization requests for a number of reasons;
the principal reasons are:

- The cardholder (passenger) has insufficient funds for the
transaction

- The transaction has a high probability of being fraudulent

Decline rates may vary across card issuers based on their fraud risk
appetite.

Transit operators should add any card that has a declined transaction
for any value to the Deny List upon tapping at the reader or the point of
entry. This should be done as soon as possible but at the latest within
24 hours. Passengers on the Deny List will not be allowed to travel again
until a successful authorization has taken place.

To provide good customer service, the Deny List should be managed in

a careful and timely manner. Once amounts in arrears have been paid,
passengers should be promptly removed from the Deny List and allowed
access to the system again.

Passengers should have the ability to ascertain whether their card is on
the Deny List, and should be able to contest inclusion on the list if they
believe they are up to date on payments.

Revenue Inspection

Revenue inspection occurs during a trip when passengers are asked to
prove they have authority to travel.

Traditional revenue inspection relies on reading information from a ticket
or that held on a closed-loop contactless card in order to determine
whether a passenger has purchased a ticket or (if deferred authorization/
PAYG) has been validated at the start of their trip.

When using an EMV payment card with an back office system (as in the
PAYG model), no transit specific information is written to the card itself.
The Revenue Inspector reads the card data using an approved device,
which then sends information (in real-time or at a later stage) to the
back office where the credential to travel is checked and any penalty

is assessed.

Other implementations may make use of other revenue inspection
solutions, e.g. checking that the card has been validly tapped at a point
of entry or leveraging chip card capabilities like data storage.

Permissible Use of a MasterCard Contactless Device as a Transit
Credential

If a MasterCard Contactless card is used for access to a transit
environment, the account associated with that card must also be used
for payment of the transit fare. Mastercard Contactless cards may not
be used for access only.
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Lost, Stolen or Expired Cards

When cards are replaced in the normal renewal cycle the same PAN
number is typically used and the expiration date and PAN Sequence
Number are updated. Transit operators must ensure that privileges
earned on the old card (e.g., prepaid or time-based) are transferred to
the new card.

When cards are lost or stolen, cardholders are typically issued a new
PAN. Transit operators must provide a method for passengers to
associate the new PANs with their existing privileges.
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Systems Integrator

This chapter describes the role of the Systems Integrator, which brings
together many different systems to create an integrated transit
payment solution.

Transit implementations can be complex, as they can involve:

- Multiple modes of transportation, with different operational
environments, features, and constraints

- Multiple transit operators

- Avariety of IT systems handling the different elements of the
payment eco-system

- Complex fares - time-based fares (e.g. daily, weekly), time-of-day
fares (e,g. off peak), zone-defined fares, different classes of travel,
or concessions (e.g. for students, seniors, welfare recipients).

- Avariety of legacy operating infrastructures

- Avariety of points of passenger interaction (e.g. transit gates,
on-platform validators, inside vehicles, ticket offices, passenger-
operated machines, TVMs, agents, call centers, mobile apps, and
the web)

- Different transit payment models (e.g. retail-like acceptance at
contactless readers, ticket machines, prepaid solutions, and PAYG)

- Split between different payment methods (e.g. contactless reader,
local devices, centralized billing)

Due to this complexity, acquirers and transit operators will often seek
support from a Systems Integrator to bring together the many different
aspects of an implementation.

This chapter describes factors that might create complexity during
implementation.

Terminal and Network Approval and Certification

More details on this topic are given in Chapter 9 and in guides related to
the specific processes and services.

Terminal Type Approval

Terminal Type Approval is typically completed by vendors that supply
readers and terminals to transit operators.

The concept of “terminal” is somewhat complicated, because different
aspects of the functionality typically associated with a terminal device are
often spread over different functional elements. Consideration must be
given to functions that are outside of the normal EMV-defined transaction
flow but that need to occur within the context of a transit operation (e.g.,
checking the Deny List before granting admission to the system).
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Whether new or repurposed from prior (non-EMV) use, readers must be
type-approved as stand-alone devices. If the same type of reader is used
for multiple purposes, care must be taken to ensure that the appropriate
approvals have been obtained for each implementation. For example,
the functionality required at an entrance/exit gate might be different
from the functionality required at a ticket office or vending machine
(e.g., chip/PIN). In other words, even if the same version of the reader is
used in both locations, it may be necessary to support other functional
aspects of the terminal.

Terminal Type Approval can follow either of two independent processes:

- Mastercard Contactless Reader Approval Process: tests whether
the reader is compliant with the Mastercard Contactless reader
specifications

- EMVCo Contactless Product Type Approval: tests whether the
reader is complaint with EMV Contactless specifications.

Both processes require the EMVCo Type Approval Contactless Terminal
Level 1 to be completed as a pre-requisite.

Successful completion of either Mastercard Contactless Reader Approval
Process or EMVCo Contactless Terminal Type Approval is covered by a
Letter of Approval.
Note: that Type Approvalis only one of the processes required for proper
implementation. Other approval processes may be required, e.g.
Terminal Quality Management (TQM) or (if the terminal, e.g. in a ticket

office, supports PIN) Payment Card Industry - PIN Transaction Security
(PCI-PTS). (See sections 10.3.2 and 9.1.)

Mastercard Terminal Integration Process (M-TIP)

The Mastercard Terminal Integration Process (M-TIP) tests the behavior
of the terminal/reader once it has been integrated with the acquirer
host in a test environment. M-TIP is designed to ensure that an acquirer
deployment will not cause unacceptable damage to Mastercard opera-
tions or the brand's reputation. It is an important resource for system
integrators.

M-TIP focuses on requirements that directly affect acceptance, but

it is not an exhaustive functional certification process. It remains the
acquirer's responsibility to ensure that all terminals are compliant with
Mastercard rules and requirements.

Terminals submitted for M-TIP testing must have obtained all the vendor
Terminal Type Approval processes listed above, as applicable.

Please see section 10.4 for more information about M-TIP.





8 Transit Terminal and Reader
Requirements
This chapter provides an overview of the acceptance side of @

contactless transaction and details specific exceptions and variances
related to transit.

Full details of the requirements for contactless acceptance are contained
in [EMVA], [EMVB], [EMVC2] and [EMVD].

8.1 Contactless Acceptance Architecture

The term "transit devices" refers to the contactless acceptance
equipment at the Point of Entry into a transit network, e.g. a train station
gate or an Electronic Ticketing Machine (ETM) on a bus. This equipment
may be a single integrated piece of equipment or a set of separate
physical components that together form the card acceptance device.

The acceptance of a contactless card or device requires:
- A contactless reader

- Aterminal

Diagram 4: General Point-of-Sale Architecture
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The contactless reader is responsible for interaction with the contactless
card or device. This includes managing contactless communications,
application selection and selection of the appropriate kernel (explained
in [EMV Book B], Entry Point specification), completion of the EMV
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8.2.1

8.2.2

8.2.3

transaction flow, and transmission of the required data to the terminal.
The contactless reader design must also include some form of visual
indication -- a set of four clearly visible status indicators (e.g. LEDs), a
display (e.g. LCD), or both.

The terminal is responsible for controlling the interface with the card
reader, managing other devices (such as PIN pads or printers), and
interfacing with the acquirer host system. Transaction detail is collected
by the terminal and presented to the reader, along with any contextual
information and information on the capabilities of the terminal (e.g.
whether CVM options are supported). The kernel may also hold static
configuration data.

There are three principal transit environments where contactless readers
are deployed:

- Mass transit systems where gated systems control access
- Attended or unattended ticket machines

- Where 'ticket' validation as opposed to ticket sales or entrance
control is supported, e.g. bus, tram, and gateless rail platforms.
This environment is more likely to include bus Electronic Ticketing
Machines (ETMs) with embedded or standalone connected
contactless readers and platform validators, usually known as
PVALs.

Contactless Acceptance
Mastercard Contactless Transaction Data Editing

Data received from the contactless card is used by the card issuer during
online authorization to validate that the card is genuine. Therefore,

all data retrieved from the contactless card must be presented to the
acquirer or payment processor without modification.

Terminal or Transit System Generated Transaction Reports

To simplify any transaction queries, the method of data input needs to
be recorded on all transaction logs or reports produced by the transit
terminal or transit operator's back office system. Any report produced
by the transit system must specifically identify Mastercard contactless
transactions.

Design Considerations

When designing a Mastercard contactless terminal, the terminal vendor
must make allowances for both left and right handed, visually impaired,
aurally impaired, and otherwise disabled passengers.

Some markets may also have statutory requirements with respect to
product safety, emissions, and susceptibility to environmental impacts
(e.g. temperature extremes). All contactless terminal equipment must
fulfill these requirements and be certified as required by statutory bodies.
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Terminal vendors and transit operators should consider that a passenger-
facing terminal could be subjected to vandalism. Terminals should be
constructed using durable materials, and readers should be securely
embedded in the terminal architecture.

Data Validation

Contactless transactions do not require any additional data validation
beyond the processes described in the Mastercard Contactless Reader
Specifications.

Terminal Capabilities

Transit terminals must be able to provide information to connected
systems on (a) the method used for reading the contactless card, for
each transaction and (b) the terminal’s ability to complete the various
reading methods.

Receipt Requirements

Receipts are not required in transit environments, but the transit
operator must provide the passenger with transaction history and the
individual trips that make up any aggregated payment. This will usually
be provided via a website or smartphone app. (See section 2.3.5.)

EMYV Contactless Symbol

All Mastercard Contactless terminals must identify exactly where
passengers are to tap their contactless cards. This area is referred to as
the "landing zone."

The EMV Contactless Symbol must always be placed in the center of the
landing zone, indicating the strongest part of the radio frequency signal
(referred to as the "operating volume"). All contactless terminals must
permanently display the EMV Contactless Symbol in the center of the
landing zone.

The EMV Contactless Symbol should be visible before and during the
transaction process to ensure the passenger is aware of the contactless
capability of the terminal and can see exactly where to tap the
contactless card.

If space permits, Mastercard Contactless and other payment brands
may also be placed on the landing zone - as long as branding rules are
maintained and the contactless symbol is not obscured or relocated from
the center of the zone. If space on the landing zone does not permit,

any additional branding should be positioned so as not to distract the
passenger from the EMV Contactless Symbol and the landing zone.
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EMYV Contactless Landing Zone Symbol

3

D

The size of the landing zone symbol may be changed to fit the
ergonomics of the landing zone, as defined in the Mastercard
Contactless Branding Standards.

The branding requirements for Mastercard Contactless terminals and
readers are defined in the Mastercard Contactless Branding Guidelines.
These guidelines specify artwork, colors, and minimum size requirements.

It should be noted that where the Mastercard Contactless brand
identifier is displayed along with other brands on a POS terminal, the
Mastercard Contactless brand must appear in a size at least equal to
the largest other brand displayed.

The terminal vendor and transit operator should use materials for the
Contactless Symbol that are not degraded by use. The Contactless
Symbol should show no significant degradation after one million
“contacted" presentations (where the contactless card physically touches
the landing zone during the tap).

Contactless terminals should be designed with no physical obstruction
around the landing zone and/or antenna that would prevent the accep-
tance of payment devices larger than a mobile phone (such as a tablet)
or wearable devices (such as a watch).

Audio Visual Capabilities

The overall cardholder experience of using a Mastercard Contactless card
should always be a consistent one. However, it is recognized that the
purpose of audiovisual indication in the transit environment is different
from that in the retail environment.

The primary purpose of the audiovisual indication is to advise the
cardholder, and, if appropriate, transit agency staff, of an access control
decision (access to the transit system either granted or denied with or
without restrictions for example: ‘child card").

Visual Indication

Visual indicators should consist of clearly visible visual status indicators
(e.g. LEDs), a display (e.g. LCD) that supports a graphic representation
of the visual indicators, or both. The visual indicators should show the
status of the transaction (or, between transactions, of the reader).

The terminal or reader should be designed so that the status indicators
are clearly visible to the passenger when a card has been presented and
a card read is in progress. When LEDs are used, Mastercard recommends
the use of a single color (green).

In the case where only a display is used, it should contain a minimum of
three lines of characters to allow the display of status indicators in the
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followed by two lines of sixteen 8x5 dot matrix low-resolution characters
for passenger messages.

Branding Requirements

For the Mastercard branding requirements please see

Contactless Reader

The business requirements and constraints of the transit environment
differ from those of other retail environments; because of this, the
implementation of Mastercard Contactless readers for deferred authori-
zation/PAYG transit use comes with unique requirements.

Where Mastercard Contactless readers are added as terminal modules,
they must meet the same requirements as the base unit, including
compliance with:

- Electrical regulations

- Environmental specifications

- Transportation (shock and bump, etc.) specifications
- Early life failure mode specifications

- Electromagnetic Compatibility (EMC) specifications
- Electrostatic Discharge (ESD) specifications

License and Specifications

The Mastercard Contactless Reader Specifications and Mastercard
Contactless Branding Guidelines must be used by any vendor that has
entered into a license agreement with Mastercard for the purposes of
producing contactless readers.

Note: To become a Mastercard Contactless licensee and obtain the latest

specifications, an email should be sent to .
including the company name and contact information.

The license agreement allows the licensee to submit contactless-enabled
terminals to Mastercard for testing and type approval; the Mastercard
testing and approval process determines terminal compliance with all
requirements. Information on the testing and certification processes

for Mastercard Contactless terminals can be found in Chapter 9 of this
document.

The Reader Specifications should be reviewed in conjunction with the
following publications from EMV Co:

- EMV Contactless Specifications for Payment Systems, Book A -
Architecture and General Requirements [EMVA]

- EMV Contactless Specifications for Payment Systems, Book C-2 -
Kernel 2 Specification, [EMVC?2]

- EMV Contactless Specifications for Payment Systems, Book D-
EMV Contactless Communication Protocol Specification [EMVD]
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Reader Support for Non EMV-Compliant Contactless Card
Types

Transit readers may need to accommodate card types that support
communication technologies other than those used for EMV transactions
(e.g. NFC-F or FeliCa). This might be the case, for example, if Mastercard
Contactless acceptance is being introduced into an existing electronic
fare collection system that uses one of these other technologies. These
other technologies might not support collision resolution, ISO/IEC
14443-4, and/or variants of ISO/IEC 14443 (e.g. Calypso).

Given all the possible combinations of contactless card types,
Mastercard cannot define a single polling loop and protocol activation
sequence that works for all.

The relevant EMVCo requirement is that the reader detects and
activates a single card that supports ISO/IEC 14443-4 and I1ISO 7816-4
as defined in the EMV specifications.

Mastercard requires that:

- Transit readers have a configuration setting to activate the EMV
Co polling and protocol activation sequence.

- Regular EMVCo testing be performed on this configuration setting.
If the reader supports Mifare and/or NFC-F (or FeliCa), Mastercard
also requires that Mastercard Contactless Integrity Testing be
performed.

Transit readers may have another configuration setting to activate
another polling cycle(s) and protocol activation sequence they might
otherwise use. Integration (regression) testing and performance
(regression) testing must be performed on this configuration setting in
combination with:

-+ Asingle card that only supports ISO 14443 and ISO 7816-4.

- Asingle card that supports ISO 14443-4 and a combination of
Mifare/Desfire or NFC-F (or Felica)

Contactless Interface (Level 1)

All newly developed Mastercard Contactless readers should comply with
the latest version of [EMV Book D] but must, at a minimum, comply with
the version in the most recent version of the Mastercard EMV Device
Approval—Application Note.

Mastercard Contactless Specifications (Level 2)

Mastercard supports multiple versions of the Mastercard Contactless
Reader Specifications. All new deployments should be based on the most
recent version of the Contactless Specifications.

Contactless terminals submitted for Type Approval must comply with the

allowed versions of the Mastercard Contactless Reader Specifications as
indicated in the latest applicable operations announcements, application
notes, and specification release notes, all available on Mastercard Connect.
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Contactless transit readers in the Europe Region are not required to
support contactless magnetic stripe.

Transaction Processing Speed

To ensure an acceptable cardholder experience, the interaction between
the contactless card and the contactless terminal must take place in as
short a time as possible.

In the transit environment, the time taken for the transaction to be
approved or declined (and hence an access control decision made) is
critical to ensure the steady flow of customers through access gates or
onto a bus or tram. This contrasts with general retail transactions, where
the key performance requirement is the amount of time the card must
be held in the reader field (i.e. the duration of the "tap’).

In the transit environment, therefore, there is more emphasis on the
reader and the terminal working effectively together.

[EMVA] refers to Transaction Processing Time as the availability of the
Offline Transaction Disposition under Section 10.3.1.

Due to the critical need for speed in the transit environment, transit
readers should perform faster than certified retail readers. By improving
the performance of the card/reader interaction, the designer of the
transit reader can 'buy time' for access control processing and indication
functions.

If PAN, expiration date, and/or PAN Sequence Number need to be used
for additional terminal-based or back office access control processing,
the tag containing them can be sent to the terminal prior to delivery of
the authorization/response and clearing data.

Tags can be configured in a reader using [MCRS] or [EMVC2] in the "Tags
To Read"” data element (Tag: 'DF8112"). When the reader has completed
the outstanding requests from the terminal, it sends the data to the
terminal via the Data Exchange mechanism.

In combination with a reader that meets the performance requirements
as described in "Duration of Card/Reader Interaction” the terminal
receives the data elements listed above 250 to 300 milliseconds after a
transaction has started.

Collision Detection/Resolution Testing

[EMVA] Section 5.5.2 deals with overlapping transactions.

In transit environments, it may be important for a terminal to check
that a card has been physically removed, and to ensure that the next
transaction is not initiated until the prior passenger has made sufficient
progress through the gate.
Note: that the removal procedure for a card as defined in [EMVD], Section
9.5, could be started when the kernel indicates ‘Card Read Successfully

status, 1" as this is the earliest point in a transaction at which a card can
be removed.
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In the event that more than one card is detected in the reader field at
the same time (that is, a data collision is detected), some readers are
configured to resolve the collision (i.e., select one card for the transaction).
EMV Co Contactless requires that if a data collision is detected, the
reader must not transact but instead report an error condition. In this
case, the reader will not transact until all cards have been removed from
the field and a single card is re-introduced.

Application Version Number

Any hardware and software elements or components used to create

a contactless-enabled terminal must be individually identifiable; this
reduces the need to retest already approved contactless product compo-
nents. In addition, the application logic component must also preserve
the version number of the Mastercard Contactless Reader Specification
[MCRS] with which it is compliant.

Traceability

Mastercard Contactless readers must implement a traceability function
that allows the contact and contactless terminal application, kernel
version, Level 1 hardware version, and Level 1 and 2 software versions to
be retrieved from the terminal or reader. This function may be provided
in printed or displayed form but must be fully documented in the reader's
user manual.

Note: In cases where Level 1, Level 2, and acquirer application modules are

all compiled within the same software, the firmware/build name and
version number may be acceptable.

Contactless Reader to Transit Terminal Interface Requirements

The Transit terminal developer is free to select the most appropriate
interface type and protocol to be used between the contactless reader
and the transit terminal. Other than transferring the data correctly
and being able to identify the entry method as contactless, no further
requirements are currently defined for this interface.

Mastercard has no globally specified requirements for how the
contactless reader on a terminal is controlled. It should be noted that
in transit, the contactless reader is active at all times. So, it is recom-
mended that the flexibility of this control be considered by terminal
manufacturers during device development.

The timing of a tap should have no adverse effect on the processing of
the transaction. The transit device must not buffer or store card details
when a contactless card is presented in advance of a new transaction
starting. This is to ensure that details from a previous transaction are
not mistakenly used. Mastercard contactless card data must not be
stored or buffered, and must only be accepted after the payment part
of the transaction process has commenced. See also PCI (Section 9).





8.5 Contactless Terminal
8.5.1 Online and Offline Capabilities

Transactions initiated at readers that enable access to the system will
not generate real-time authorization messages; however, terminals
should be configured as online-capable and not as offline devices. At the
point of access, cards will not be authorized based on the availability of
funds - this will be checked in due course - so as to avoid Application
Authentication Cryptogram (AAC) decline responses that generally do
not enable CDA.

Terminals should be configured as online-capable or online-only.

8.5.2 Cardholder Verification

In PAYG implementations, there is no need to support cardholder verifi-
cation as no high value transactions are ever performed. Normal EMV
CVM processing is performed by the reader, but the terminal will advise
the reader that only “No CVM" is supported. All contactless cards must
support No CVM.,

Many mobile devices support cardholder device CVM (CDCVM) such

as touch ID or password solutions. These are often required to unlock
wallets or cards to enable payments but are not, for the purpose of
the cardholder authorizing the payment, a requirement for the tap.
The reader will recognize that CDCVM has been performed but will still
proceed with the transaction even if it has not.

8.5.3 Mastercard Contactless Payment Processing Requirements

A terminal will only send the purchase amount to the linked transit back
office system if the fare is paid for when boarding the bus, tram or other
mode of transport.

‘ mastercard
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9.1

PCI

This chapter gives an overview of industry-wide data security
requirements.

The Payment Card Industry Data Security Standard (PCI DSS) is an
information security standard for organizations that handle payment
card-related data.

The PCI Standard is administered by the Payment Card Industry Security
Standards Council. It was created to increase controls around cardholder
data in order to reduce fraud. The PCI Data Security Standard specifies
twelve requirements for compliance, organized into six distinct goals.

All entities handling card data need to respect PCI DSS. This applies
both to core payment systems and any other systems that leverage card
data, e.g. transit systems that record card data in order to calculate
fares based on "tap in" and “tap out” information.

Validation of compliance with the Standard must be performed before
systems are live and then again annually. Validation may be conducted by
an external Qualified Security Assessor (QSA), by a firm specific Internal
Security Assessor that creates a Report on Compliance (for organiza-
tions handling large volumes of transactions), or using a Self-Assessment
Questionnaire (SAQ) (for companies handling smaller volumes).

Although the PCI DSS must be implemented by all entities that process,
store, or transmit cardholder data, formal validation of PCI DSS
compliance is not mandatory for all entities.

In the event of a security breach, any compromised entity which was not
PCI DSS compliant at the time of the breach will be subject to additional
payment brand penalties, such as fines.

Further information about the requirements for Site Data Protection
can be found at

PCIPTS

If a terminal is PIN-capable it must meet the PCI-PTS requirements.
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10.1

Certification and Testing

This chapter identifies the different types of testing required to
implement transit payment programs, including the steps involved and
the parties responsible.

About Certification and Testing

Mastercard requires different aspects of transit payment systems to be
tested and certified at different stages of an implementation. It is likely
that different types of testing will be completed by different parties.

Network Interface Validation - this testing ensures that the acquirer
correctly interfaces with the Mastercard Network for handling authori-
zation, clearing, settlement and exception messages. It is performed by
the acquirer, and will likely have already been completed independent of
the transit implementation. While transit may use authorizations differ-
ently, transit implementations do not involve new message types.

Terminal Approval Process - Acquirers and transit operators must only
use approved terminals.

All chip capable terminals and readers must undergo Type Approval
testing to ensure they comply with EMV and Mastercard standards.
Vendor Terminal Approval Processes are initiated and performed by
vendors to certify their own terminals/readers.

- Terminal Type Approval—The testing in this certification can follow
either of the following independent processes:

- Mastercard Contactless Reader Approval Process: tests whether
the reader is compliant with Mastercard Contactless reader
specifications

- EMVCo Contactless Product Type Approval: tests whether the
reader is complaint with EMV Contactless specifications.

Both processes require the EMVCo Type Approval Contactless Terminal
Level 1 to be completed as a pre-requisite. Successful completion of the
Mastercard Contactless Reader Approval Process or EMVCo Contactless
Product Type Approval is covered by a Letter of Approval.

- Terminal Quality Management (TAQM): the Terminal Quality
Management program is a Mastercard process that helps ensure
the overall quality of terminal/reader production, including physical
manufacturing and the vendor’s quality control and customer
service processes.

- Payment Card Industry — PIN Transaction Security (PCI-PTS)
(if terminal is PIN capable): The Payment Card Industry - PIN
Transaction Security (PCI-PTS) testing is owned by the Payment
Card Industry Security Standards Council and checks whether
a submitted PIN Entry Device is compliant with PCl security
standards as set forth in the PIN Transaction Security (PTS)
requirements.
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10.2

Terminal Integration Process (M-TIP) - this suite of testing ensures that
certified chip components and pre-certified networks work effectively
together and that terminals/readers are in compliance with Mastercard
rules. M-TIP takes place once terminals and readers have been integrated
with the acquirer host. It is the responsibility of the acquirer to complete
M-TIP testing, but the acquirer will rely on close co-operation with the
transit operator and Systems Integrators. Terminals submitted to

M-TIP testing must have obtained all the Vendor Terminal Type Approval
processes listed above, as applicable.

|H

For complex transit implementations, the functions of the “termina
may be split across different system components. For example, the
card-terminal interface functions may be performed by a card reader

at the transit gate that connects to a central POS terminal. Several
POS terminals may be connected in turn to the transit host system that
collects transactions and that may perform parts of the EMV processing
(e.g. checking warning bulletins).

Where the payment functionality is split between different devices,

the overall system is considered to be the EMV terminal; in this case,

the overall system must perform the functions required by EMV and

be tested in the same way as any POS terminal. In other words, split
systems formed from different combinations of hardware and software
must have a valid EMVCo approval and pass M-TIP in the same way as
stand-alone terminals.

Network Interface Validation

Network Interface Validation (NIV) testing will be performed by the
acquirer to ensure their system interfaces correctly with Mastercard.

There are specific transit-related test cases specified by Mastercard;
Acquirers should run these specific tests before commencing transit
operations.

Six (6) test cases relate to card-present transit transactions and two (2)
pertain to e-commerce transit transactions. The tests ensure the correct
marking of transit transactions (e.g. DE 48, se 64 as Transit Transaction
Type Identifier).

These tests are detailed in the Testing Reference Information Center on
Mastercard Connect. They appear in the Test Selection Engine (TSE)
section of the Information Center (Transit Program Transactions).

For more detail on NIV please go to:
1
2. Publications
3. Testing Reference Information Center
4. Customer NIV Test Case Table Search





10.3 Terminal Approval Process

The terminal approval process will normally be completed by a vendor
who will obtain a Letter of Approval for terminal/reader functionality.

10.3.1 Contactless Reader Approval

Mastercard provides a range of services and technical support to assist
vendors during Mastercard Contactless development and installation.
The support services include product approval and a help desk for
responding to technical questions regarding Mastercard Contactless
specifications. The contact email address for this service is

The Mastercard terminal approval process is based on the following
principles:
- Terminals supporting Mastercard contactless acceptance need to
be type approved.

- Approval tests are performed in Mastercard-accredited testing
laboratories.

- Testing laboratories sign a service agreement with the vendor.
- Testing laboratories prepare a detailed test report for the vendor.
- The vendor needs to request approval from Mastercard.

- Mastercard is the approval authority and issues the approval
statement.

Mastercard provides a Terminal Design Review service that evaluates
the design of the terminal at the earliest possible stage against the
implementation requirements outlined in this document. This service also
ensures that the Type Approval testing services are appropriate for the
terminal's design.

For more information please refer to the Mastercard Contactless Reader
Approval Process Guide V2.0, available on Mastercard Connect™.

10.3.2 Mastercard TQM Program

The Mastercard TQM program assures quality levels for all Mastercard
contactless terminals. Repeated product conformity is a crucial element
of quality control that is assured through the TQM program. TGM
provides transit operators and acquirers with assurances that the
terminal vendor has the capability to continually produce Mastercard
Contactless products consistent with the original samples for which a
Mastercard Contactless Letter of Approval was granted.

For more information please refer to the Mastercard Contactless Reader
Approval Process Guide V2.0, available on Mastercard Connect.
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10.4

M-TIP

M-TIP ensures that the approved terminal and reader operate according
to Mastercard requirements. It is an essential part of ensuring the
integrity of the payment system and provides vital reassurance to
acquirers and transit operators prior to going live.

M-TIP must be completed by the acquirer in close co-operation with the
transit operator and the Systems Integrator.

Details on the prerequisites to initiate M-TIP are listed in the [MTIPPG]
and [MTIPQRY]. Please refer to the current versions of these documents,
which can be found in the Chip Information Center on Mastercard
Connect.

Support for transit testing has been integrated into the M-TIP Test Set,
as of version 235 (available on MC Connect). M-TIP currently supports
transit terminal implementations with the following characteristics:

- Acceptance restricted to cards which support CDA (online-only
cards without CDA will be declined)

- Uses fixed/placeholder amount (such as zero amount)

- Approves transactions offline

- Supports Post-Authorized Aggregated transactions

- Does not support contactless mag-stripe mode

- Does not support transactions above the CVM Required Limit
Transit terminal implementations that are compliant with the above

requirements must select ‘Transit Open Loop Payment Acceptance -
Type 1" under the "Environment of use" question in the TSE.
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Access Control

The method of passenger entry into the transit system, e.g. automated
ticket gates.

Acquirer The financial institution that supports the transit operator. This bank
is responsible for interfacing with Mastercard on behalf of the transit
operator and receives settlement for transactions.

Aggregated Transaction Fares for multiple trips added together and presented as one amount for

payment.

Authorization

An online message sent to the issuer requesting approval for a
transaction.

Authorization Response
Cryptogram (ARPC)

Generated by an issuer’s host system in response to an online EMV
transaction. ARPC is returned to the chip card and checked by the card to
verify that the response came from the issuer.

Blocked Status

A condition that prevents a card from being used for payment (e.g. if the
card has been reported stolen).

Cardholder Device A contactless card that is not a plastic card, e.g. a mobile phone or a
smart watch.

Chargeback A codified rule violation whereby the issuer attempts to reclaim money
from the acquirer. Where transactions are completed according to
specifications, chargebacks seldom occur.

Clearing The financial details presented for payment.

Closed-Loop A payment solution in which cards can only be used in a restricted range

of terminals, typically linked to one merchant (transit operator) or card
brand.

Contactless Card

A card that can perform transactions using NFC communication with a
terminal.

In this document “contactless card” is used to refer to plastic cards and
any other device (e.g. mobile phones, smart watches) that can perform
contactless transactions.

Credential to Travel

A ticket, electronic token, or database entry signifying that a passenger
has the appropriate authority to take the current trip.

Customer / Cardholder /
Passenger

The individual making the journey and paying the fare.

Debt Recovery

The collection of fares or aggregated fares outside the normal cycle after
the initial attempt to obtain payment has been declined.

Deferred Authorization An authorization that happens at a later time than the interaction
between the contactless card and the reader.
Deny List A list of cards that will not be allowed access to the system, usually due

to outstanding debts.

Dual Message

A payment system where approval of the funds (authorization) and
collection of the funds (clearing) happen using two discrete messages.

EMV Mode

A method of performing a contactless transaction where a broad set of
data is exchanged and presented to the issuer.

All contactless transactions in transit are EMV Mode.

Fare Capping

The practice of identifying a time-based customer through fares that
accrue to a time-based threshold (i.e. daily or weekly maximum). Once
a customer meets a daily or weekly maximum, they would no longer be
charged for further individual fares during that time period.

Four Party Model

Description of payment solution involving the transit operator and
passenger, each supported by financial institutions that exchange
transactions through a payment brand's network.

The four-party model enables open-loop solutions in which cards issued
by any financial institution can be used in the system.

GENERATE AC

A chip command that will generate an Application Cryptogram (AC).
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Host Cloud Emulation

A means of performing transactions using a mobile device without
having to store secret data on the device.

Issuer

A financial institution that provides payment cards to their customers.

Kernel

The software in the reader attached to the terminal. Different kernels
perform contactless transactions in different ways. A single reader will
probably support multiple kernels allowing it to perform transactions
with a wide variety of cards.

Mag Stripe Mode

A method of performing a contactless transaction where a narrow set of
data is exchanged and presented to the issuer.

Mag Stripe Mode is not used for the solutions described in this document.

One-Time Password

A digital credential that is produced by one entity and can be validated by
another (e.g. generated by the card and validated by the issuer). Dynamic
data ensures that each time a password is produced it will be unique.

Online-Only A terminal configuration that requires all transactions to be authorized
online, i.e. transactions cannot be completed offline.
An online-only configuration might be used with deferred authorizations.
Open-loop Payment solution where cards can be used in a wide range of terminals.

Financial institution-issued payment cards are normally open-loop.

Penalty Fare

A fee for traveling without proper credentials or failing to validate
credentials at the start of a trip.

Point of Entry The or entrance to the transit system where credentials are typically
validated.
Prepaid Payment solutions in which the user pre-funds an account.

Private Label

Cards issued in a closed-loop solution.

Reader

The part of the terminal that controls communication and message flow
with a contactless card.

Real-time Authorization

An authorization performed immediately upon card/reader interaction
(as opposed to deferred authorization).

Retail Like Acceptance

Acceptance models which are similar to payment for goods in a shop.
Typically, the final amount is known at the time of payment. Authori-
zations may be real-time or deferred.

Revenue Inspection

Checking credentials to travel.

Secure Element

A piece of memory within a contactless device that enables secret data
to be stored without the risk of being altered by an unauthorized entity.

Single Message

A payment system where approval of the funds and collection of the
funds are performed in the same messages.

Single message systems require the transaction amount to be known at
the time of the message, or the message will require a later correction.

Systems Integrator

An entity that brings together many features of different systems to
provide an integrated transit payment solution.

Tap Bringing a contactless card into proximity with a reader to enable a
transaction.

Tap In A tap at the start of a trip.

Tap Out Atap at the end of a trip.

Tokenization

An alias or proxy of the account identifier provisioned to a contactless
device for use in payment transactions.

Wearables

Contactless devices which may be worn, such as smart watches.
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De O
AAC Application Authentication Cryptogram
AC Application Cryptogram
AIP Application Interchange Profile
ARPC Application Response Cryptogram
ARQC Application Request Cryptogram
ATC Application Transaction Counter
AVS Address Verification Service
BIN Bank Identification Number
BRAM Business Risk Assessment and Mitigation
BVT Brand Value Transaction
CAM Card Authentication Method
CDA Combined Data Authentication
CDCVM Cardholder Device Cardholder Verification Method
CNP Card Not Present
CTATC Contactless Transit Aggregated Transaction Clearing
CcvC2 Card Verification Code 2
CVM Cardholder Verification Method
DE Data Element
DRC Debt Recovery Clearing
DSRP Digitally Secure Remote Payments
ECP Excessive Chargeback Program
EMC Electro Magnetic Capability
ESD Electro Static Discharge
ETM Electronic Ticketing Machine
EMV Europe, Mastercard, Visa
FPAN Funding Primary Account Number
GMAP Global Merchant Audit Program
HCE Host Cloud Emulation
IAC Issuer Action Code
IEC International Electrotechnical Commission
ISO International Standards Organization
LCD Liquid Crystal Display
LDA Local Data Authentication
LED Light Emitting Diode
M-TIP Mastercard Terminal Integration Process
MATCH Member Alert to Control High-Risk Merchants
MBPP Mastercard Business Partner Program
MCBP Mastercard Cloud Based Payments
MCC Merchant Category Code
MO/TO Mail Order / Telephone Order
MPOS Mobile Point of Sale (Terminal)
NFC Near Field Communication
NIV Network Interface Validation
PAN Primary Account Number
PAR Payment Account Reference
PAYG Pay-As-You-Go (also known as Aggregation)
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PCI Payment Card Industry

PCI - DSS Payment Card Industry - Date Security Standard
PCI- PTS Payment Card Industry - PIN Transaction Security
PIN Personal Identification Number

POS Point of Sale (Terminal)

QSA Qualified Security Assessor

RI Requirement, Issuer

SAFE System to Avoid Fraud Effectively

SE Secure Element

STAN System Trace Audit Number

STIP Stand-In Processing

TAC Terminal Action Code

TC Transaction Certificate

TQM Terminal Quality Management

TVR Terminal Verification Results

TVM Ticket Vending Machine
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Carta para la Suscripción de Operadores de Transporte





[Fecha]

[Número o referencia del oficio]



Señores

Departamento SINPE-TP

BANCO CENTRAL DE COSTA RICA



Estimados señores:

[bookmark: _Hlk101207476]En mi condición de representante legal de [NOMBRE O RAZÓN SOCIAL DEL OPERADOR DE TRANSPORTE], con cédula jurídica [número de cédula jurídica de la empresa autobusera), solicito formalmente la suscripción de mi representada en el Sistema Nacional de Pago Electrónico en el Transporte Público (SINPE‑TP), con el propósito de participar como operador de transporte público en la modalidad [especificar si es autobús de ruta regular o tren de pasajeros].

La siguiente información se suministra para recibir las notificaciones relacionadas con el funcionamiento de SINPE-TP, así como la liquidación de los ingresos tarifarios que se procesen a favor de mi representada mediante dicho sistema, por concepto del pago de pasajes:

		Dirección de correo electrónico 1:

		



		Dirección de correo electrónico 2:

		



		Cuenta IBAN primaria (colones):

		



		Cuenta IBAN secundaria (colones):

		





Para efectos de lo anterior, por medio de la presente confirmo nuestro compromiso de cumplir con la regulación dispuesta para SINPE-TP en el Reglamento del Sistema de Pagos, aprobado por la Junta Directiva del Banco Central de Costa Rica mediante el artículo 9, de la sesión 6016-2021, celebrada el 4 de agosto del 2021, y publicado en el Alcance 159 del Diario Oficial La Gaceta 155, del 13 de agosto de 2021, así como con la Serie de Normas y Procedimientos del SINPE que resulten aplicables.

La información adicional (administrativa y de operación) que requieran de mi representada para participar en el servicio SINPE‑TP, la estaremos suministrado en el momento en que la soliciten.

Atentamente,





(Nombre de la persona física), (cargo que ocupa en la organización que representa)

(nombre y número del documento de identificación de la persona física)

(NOMBRE O RAZON SOCIAL DE LA ORGANIZACIÓN QUE REPRESENTA) 

Edición No. 1

Fecha de impresión 00/00/0000 0:00 a. m.

Página 5 de 1
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ANEXO 05



SISTEMA NACIONAL DE PAGO ELECTRÓNICO EN EL TRANSPORTE PÚBLICO (SINPE-TP)

Reporte de Información del Operador de Transporte

Modalidad Autobús



		Información del operador de transporte



		Nombre o razón social:

		



		Número de cédula jurídica:

		







		Información de la ruta por conectar a SINPE-TP



		Código de ruta: 

		Nombre de la ruta: 



		Información tarifaria (tarifas vigentes)



		Nombre del ramal

		Nombre del segmento tarifario

		Tarifa (colones)



		

		

		Regular

		Adulto mayor



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		Información de la flota autorizada para la ruta



		Números de placa (matrícula) de las unidades de transporte:













AUTORIZACIÓN:

		Nombre del representante legal del operador:





		

















Firma del representante legal



		Nombre y número del documento de identificación del representante legal:





		



		Fecha:
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ANEXO 08

Política de Privacidad de SINPE-TP PASAJERO



La presente Política de Privacidad tiene como objetivo garantizar a los usuarios de SINPE-TP Pasajero los derechos fundamentales con respecto al tratamiento de sus datos personales, así como la confidencialidad con que se conservan y manejan, de conformidad con lo dispuesto en la LEY DE PROTECCIÓN DE LA PERSONA FRENTE AL TRATAMIENTO DE SUS DATOS PERSONALES (ley 8968, del 07 de julio del 2011).

1. Canal móvil del servicio SINPE-TP

El Canal móvil de SINPE-TP es un servicio habilitado por el Banco Central de Costa Rica, que le permite al usuario asociar sus tarjetas bancarias para realizar consultas sobre el cobro y fecha de los viajes pagados en el transporte público con el uso de dichas tarjetas.

Con la suscripción al servicio, el usuario declara que ha leído y reconoce la presente Política de Privacidad, y que otorga a la vez su consentimiento para que su información personal pueda ser utilizada por el Banco Central de Costa Rica para los fines por los cuales se le solicita.

Información en detalle del servicio SINPE-TP pueden consultarse mediante el sitio Web: www.bccr.fi.cr/sistema-de-pagos/transporte-público.

2. Información personal recopilada

En el momento de su suscripción en el servicio SINPE-TP, y para acceder a todas las opciones disponibles, al usuario se le solicitan los siguientes datos:

· Dirección de correo electrónico.

· Número de la tarjeta bancaria.

· Nombre completo del titular de la tarjeta bancaria.

La recopilación de estos datos se realiza en virtud de su necesidad para la correcta ejecución de las funcionalidades y operaciones de SINPE-TP.

3. Uso de la información personal

La información personal del usuario no será destinada a usos o finalidades distintas de las establecidas en la presente Política de Privacidad, por lo que el Banco Central de Costa Rica protegerá su privacidad y la conservará bajo condiciones de seguridad que impidan su adulteración, pérdida, consulta, reproducción y uso por accesos no autorizados o actos fraudulentos.

El Banco Central de Costa Rica se encuentra eximido de responsabilidad frente a las obligaciones adquiridas con el presente aviso de privacidad, cuando por cualquier circunstancia una autoridad competente solicite la información personal del usuario para procesos judiciales o administrativos, así como cuando sea requerida por cualquier otra entidad actuando con respaldo legal para su acceso.

El Banco Central de Costa Rica podrá publicar información de los usuarios únicamente en forma agregada del servicio SINPE-TP, como parte de las actividades de divulgación para promover el desarrollo y la modernización del sistema de pagos nacional. En ningún caso la información publicada podrá contener datos personales del usuario.

La presente Política de Privacidad permanecerá en vigor mientras los datos del usuario se encuentren en las bases de datos del Banco Central de Costa Rica y no sean de dominio público.

4. Obligaciones del usuario

Además de las responsabilidades dispuestas en el Reglamento del Sistema de Pagos, el usuario se compromete a cumplir con las siguientes obligaciones mientras se mantenga como cliente activo del servicio SINPE-TP:

· Respetar los términos de la presente Política de Privacidad.

· Responder por el buen uso del servicio, comprometiéndose a evitar cualquier tipo de acción, directa o indirecta, que pueda provocar o exponer a daños o perjuicios. 

· Utilizar el servicio exclusivamente para fines lícitos.

· No ingresar, ni intentar ingresar, a la cuenta de SINPE-TP de otro usuario, o falsificar (o intentar falsificar) su identidad.

· No permitir el acceso a su servicio SINPE-TP de terceras personas, ni prestar su dispositivo móvil para el uso del servicio por parte de un tercero.

· No revelar a terceros la información de su cuenta y la clave de seguridad que utilice para acceder al servicio SINPE-TP.

· Reconocer y aceptar que es directamente responsable por el uso de su cuenta de usuario, y por la información que se ingrese con el uso del servicio.

5. Derechos del usuario

· Contar con acceso irrestricto a su información personal.

· Solicitar la rectificación o supresión de su información, cuando sus datos ya no sean necesarios para la relación de servicio.

· Disfrutar de la protección de su información y de la seguridad de que no será revelada a terceros sin su consentimiento previo y expreso, salvo diligencia legal que la ordene o solicite. 

· Imponer límites al tratamiento de su información, en cuyo caso se conservará únicamente para atender reclamaciones, procesos judiciales o reportes anonimizados con fines estadísticos.

· Solicitar que su información personal pueda ser cedida a un tercero con su autorización previa y expresa.

· Requerir al Banco Central de Costa Rica la entrega de versiones anteriores de la Política de Privacidad.

· Ejercer y exigir cualquier otro derecho que le concedan las leyes con respecto al uso y protección de su información personal.

6. Condiciones de uso del servicio

El Banco Central de Costa Rica no puede garantizar que el servicio SINPE-TP funcione de manera interrumpida o exento de problemas, debido a la probabilidad de situaciones contingentes o a la presencia de casos de fuerza mayor. Su ciclo de operación funciona de conformidad con las disposiciones que establezca el Banco Central de Costa Rica.

[bookmark: _Hlk98489517]El Banco Central de Costa Rica se reserva el derecho de dar por finalizado el servicio, o de rechazar, denegar, interrumpir o suspender, en cualquier momento y sin aviso previo, el acceso a cualquier usuario, grupo de usuarios o de manera general, sin notificar de la situación a los usuarios en forma individual, por cuanto reconoce la obligación del usuario de mantenerse informado por medio de los canales que el Banco Central de Costa Rica pone a disposición para el manejo de los comunicados.

En relación con las acciones anteriores, el Banco Central de Costa Rica no incurrirá en ningún tipo de responsabilidad, ni responderá de ninguna forma por las medidas de cierre, rechazo o suspensión del servicio SINPE-TP.

7. [bookmark: _Hlk98426049]Contacto con el usuario

El Banco Central de Costa Rica nunca le contactará por teléfono, correo electrónico, redes sociales o cualquier otro canal no presencial para solicitarle datos personales, o la información relacionada con su cuenta de usuario o clave de acceso. Ningún funcionario del Banco Central de Costa Rica, o de cualquier otra entidad, está facultado para contactarlo y solicitarle datos relacionados con su cuenta en SINPE-TP.

Todo contacto que el personal del Banco Central realice con el usuario, será en respuesta a solicitudes de servicio o consultas del propio usuario, en cuyo caso tampoco se le pedirá la información de su contraseña.

8. Confidencialidad de terceros relacionados

El Banco Central de Costa Rica, en virtud de las necesidades relacionadas con el funcionamiento de SINPE-TP, podrá compartir con sus proveedores de servicio la información personal del usuario, en cuyo caso el Banco Central de Costa Rica se asegurará que dichos proveedores adopten las medidas necesarias para proteger la confidencialidad y seguridad de la información a la cual tengan acceso, de manera que la traten siempre bajo el cumplimiento de la presente Política de Privacidad y de conformidad con la normativa aplicable en materia de protección de datos personales.

9. Conservación de la información

La información personal es conservada por el Banco Central de Costa Rica hasta por un plazo de 10 años contados a partir del momento en que finaliza la relación de servicio con el usuario, o hasta que el usuario no ejerza su derecho de supresión o limitación sobre su tratamiento o conservación, en cuyo caso el Banco Central de Costa Rica decidirá si la destruye o la anonimiza de forma permanente.

En el caso de que se requiera un plazo mayor de conservación, los datos será desasociados.

10. Modificaciones a la Política de Privacidad

El usuario entiende y acepta que la presente Política de Privacidad puede ser revisada y modificada en cualquier momento por el Banco Central de Costa Rica. Asimismo, entiende y acepta su obligación y responsabilidad de mantenerse informado de las modificaciones que se realicen a la Política de Privacidad.

No existe ninguna obligación por parte del Banco Central de Costa Rica de notificar individualmente al usuario de los cambios realizados a la Política de Privacidad. Las modificaciones serán informadas al usuario mediante la opción móvil “Ajustes – Política de Privacidad”, del servicio SINPE-TP, con la fecha a partir de la cual entran en vigor.

Fecha de vigencia: 1 de octubre del 2024.






PROCEDIMIENTO OPERATIVO PARA SUSCRIBIRSE A SINPE-TP PASAJERO



Para suscribirse al servicio SINPE-TP Pasajero, el usuario debe cumplir el siguiente procedimiento operativo:

a) Ingresar a la opción “Crear cuenta” de la aplicación y registrar la siguiente información:

· Dirección de correo electrónico. 

· [bookmark: _Hlk104913744]Contraseña o clave secreta, la cual debe ser ingresada dos veces como forma de confirmación. La contraseña debe tener entre 8 y 64 caracteres de longitud, y contener al menos 3 de los siguientes elementos: letra en minúscula, letra en mayúscula, número o caracter especial.

b) Leer y aceptar la política de privacidad y presionar el botón “Enviar código”, para que se le despliegue en la aplicación un recuadro en el que debe ingresar el código de verificación que la misma aplicación le ha enviado a la dirección de correo electrónico registrada previamente.

Al digitar el código de verificación recibido, el usuario debe presionar el botón “Confirmar”: si el código ingresado es correcto, la aplicación redirige el sistema a la pantalla de inicio de sesión para que ingrese sus credenciales y haga uso de la aplicación.

c) Una vez suscrito al servicio, la aplicación permite al usuario asociar tarjetas bancarias para realizar consultas sobre el cobro y la fecha de los viajes pagados con el uso de dichas tarjetas.

[bookmark: _Hlk102030100]Con las consultas disponibles en la aplicación, el usuario puede visualizar los viajes realizados para un periodo específico, como número de referencia viaje, nombre de la ruta recorrida, fecha y hora del viaje, valor del servicio (colones), modalidad de viaje, últimos 4 dígitos de la tarjeta asociada al viaje, fecha valor del cobro y estado del viaje.

El funcionamiento de la aplicación requiere de un dispositivo móvil con una versión Android 7.1 o superior, o iOS10 o superior, contar con una resolución mínima de 720x1280 pixeles y tener acceso a red pública de internet.

La información personal registrada por el usuario en la aplicación es requerida para que pueda consumir sus diferentes funcionalidades, no será utilizada para fines distintos por los cuales es requerida y estará custodiada por el BCCR, cumpliendo con estrictas normas de confidencialidad y bajo protocolos de seguridad que impidan su adulteración, perdida, reproducción y uso fraudulento.













Fecha de vigencia: 1 de octubre del 2024.
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Hoja de liquidación autobuses



		ANEXO 06



		BANCO CENTRAL DE COSTA RICA
SISTEMA CENTRAL DE RECAUDO (SCR) - SERVICIO SINPE-TP
HOJA DE LIQUIDACIÓN DE INGRESOS TARIFARIOS (AUTOBÚS DE RUTA REGULAR)










		NOMBRE DEL OPERADOR:

		PERIODO DE VIAJE:

		CÉDULA JURÍDICA: 

		INFORMACIÓN FINANCIERA DE LA RECAUDACIÓN:



		PARTIDA		TARIFA		CANTIDAD DE TIQUETES		MONTO RECAUDADO (EN COLONES)



		INGRESOS:

						0		₡0.00

		Total de tiquetes				0

		Subtotal ingresos						₡  0.00



		GASTOS:

		Comisión de adquirencia						₡  0.00

		Comisión de pasarela						₡  0.00

		Subtotal gastos						₡  0.00



		INGRESOS NETOS:						₡  0.00



		FONDOS TRANSFERIDOS:

		Fecha de depósito:

		Cuenta IBAN:

		REFERENCIA SINPE:

		Notas:

		1) La tasa de comisión del servicio de adquirencia es cobrada con base en el artículo 174 del Reglamento del Sistema de Pagos.

		2) Esta hoja de liquidación es elaborada por la División Sistemas de Pago del BCCR.

		3) La comisiones se calculan sobre el monto bruto.



&1#&"Calibri"&10&K000000Uso Interno	




Reporte diario Incofer

		ANEXO 06

								SISTEMA DE PAGO ELECTRÓNICO EN EL TRANSPORTE PÚBLICO (SINPE-TP)
REPORTE DIARIO DE OPERACIÓN DE RECAUDACIÓN TARIFARIA DE INCOFER PARA EL DIA/MES/AÑO
SERVICIOS DE TRANSPORTE FERROVIARIO DE PERSONAS








		Consecutivo		Validador		Código ARESEP		Ruta		Sub Ruta		Latitud		Longitud		Fecha de pago		Hora de pago		Estado		Cantidad de boletos vendidos		Tarifa		Monto recaudado		Número de depósito		Fecha de viaje		Hora de viaje
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Resumen de liquidación Incofer

		ANEXO 06

		SISTEMA NACIONAL DE PAGO ELECTRÓNICO EN EL TRANSPORTE PÚBLICO (SINPE-TP)
HOJA DE LIQUIDACIÓN DE LA RECAUDACIÓN TARIFARIA DE INCOFER DEL DÍA/MES/AÑO
SERVICIOS DE TRANSPORTE FERROVIARIO DE PERSONAS

		Cuenta bancaria: CR00000000000000000000
Fecha del depósito: DIA/MES/AÑO
Referencia: 0000000000000000000000000


		Código Aresep		Subruta		Tarifa		Horario		Total de recaudo				Comisión de adquirencia *		Monto del depósito

										Cantidad		Monto



		T4464		Belén - San José		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				San José - Belén		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				SUBTOTAL						0		₡0.00		₡0.00		₡0.00



		T4465		Colegio Ingenieros - Pavas		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				Pavas - Colegio Ingenieros		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				SUBTOTAL						0		₡0.00		₡0.00		₡0.00



		T4466		CFIA - Pacífico		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				Pacífico - CFIA		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				SUBTOTAL						0		₡0.00		₡0.00		₡0.00



		T4467		Metropolis III - Pacífico		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				Pacífico - Metropolis III		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				SUBTOTAL						0		₡0.00		₡0.00		₡0.00



		T4468		U. Latina – Heredia		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				Heredia – U. Latina		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				SUBTOTAL						0		₡0.00		₡0.00		₡0.00



		T4469		Heredia – San José		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				San José - Heredia		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				SUBTOTAL						0		₡0.00		₡0.00		₡0.00



		T4470		San José - Cartago		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				Cartago - San José		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				SUBTOTAL						0		₡0.00		₡0.00		₡0.00



		T4471		Heredia - Alajuela		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				Alajuela - Heredia		₡0.00		Mañana		0		₡0.00		₡0.00		₡0.00

								Tarde		0		₡0.00		₡0.00		₡0.00

				SUBTOTAL						0		₡0.00		₡0.00		₡0.00



						TOTAL				0		₡0.00		₡0.00		₡0.00



		* Comisión del 1,50% sobre el monto de la recaudación, conforme con el costo de los servicios de adquirencia del Banco Nacional.

		   Fuente: División Sistemas de Pago del Banco Central de Costa Rica.
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[bookmark: _Ref92692334][bookmark: _Toc92696200][bookmark: _Toc356469732][bookmark: _Toc41908788][bookmark: Anexo1]ANEXO 07

Solicitud de Participación como Adquirente de SINPE-TP



[Fecha]

[Número o referencia del oficio]



Señores

División Sistemas de Pago

BANCO CENTRAL DE COSTA RICA



Estimados señores:

[bookmark: _Hlk101207476]En mi condición de representante legal de [NOMBRE O RAZÓN SOCIAL DEL SOLICITANTE], con cédula jurídica [número de cédula jurídica del solicitante), solicito formalmente la suscripción de mi representada en el Sistema Nacional de Pago Electrónico en el Transporte Público (SINPE-TP), con el propósito de participar como adquirente para las marcas [especificar marcas de tarjetas].

Para cumplir con el artículo 174 del Reglamento del Sistema de Pagos, informamos que la comisión que estaremos cobrando por el servicio de adquirencia es de [especificar tasa de comisión].

Asimismo, y con respecto al artículo 178 sobre el ciclo de liquidación de fondos de SINPE-TP, por este medio autorizamos al Banco Central de Costa Rica para que debite de la siguiente cuenta de reserva nuestras liquidaciones de adquirencia: 

		Cédula jurídica del adquirente

		



		Código IBAN de la cuenta de reserva

		





Las siguientes direcciones de correo electrónico se suministran para recibir notificaciones relacionadas con nuestra participación en el ecosistema de pagos de SINPE-TP:

		Dirección de correo electrónico 1:

		



		Dirección de correo electrónico 2:

		





La siguiente es la información del contacto técnico designado por mi representada para coordinar los temas administrativos y de operación que se requieran en virtud de nuestra participación como adquirente:

Asimismo, y con el propósito de atender la coordinación de los temas administrativos y de operación que se requieran en virtud de nuestra participación como adquirentes de SINPE-TP, hemos designado el siguiente contacto técnico:

		Nombre completo del contacto técnico

		Dirección de correo electrónico

		Teléfono celular



		

		

		





Para efectos de lo anterior, por medio de la presente solicitud confirmo nuestro consentimiento de sujetarnos a la regulación dispuesta para SINPE-TP en el Reglamento del Sistema de Pagos, aprobado por la Junta Directiva del Banco Central de Costa Rica mediante el artículo 9, de la sesión 6016-2021, celebrada el 4 de agosto del 2021, y publicado en el Alcance 159 del Diario Oficial La Gaceta 155, del 13 de agosto de 2021, así como con la Serie de Normas y Procedimientos del SINPE que resulten aplicables.

Atentamente,



(Nombre de la persona física), (cargo que ocupa en la empresa)

(nombre y número del documento de identificación de la persona física)

(RAZON SOCIAL DE LA EMPRESA)

Edición No. 1

Fecha de impresión 00/00/0000 0:00 a. m.
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1 Introduction

1.1 Intended Audience

This guide is intended for Acquirers and Transit integrators implementing or considering the implementation of an
Open-loop Transit system involving American Express Contactless NFC acceptance at the Faregate.

Wherever the term ‘Merchant’ is used, it also refers to their Transit Integrators and Processors, unless otherwise
stated.

Wherever the term ‘Acquirer’ is used, it also refers to their Processors, unless otherwise stated.

This guide is not a technical specification; it provides guidance to allow the reader a more thorough understanding of
an American Express Transit Solution implementation. You will find additional support in the technical reference
documents cited in 1.3 References for your convenience, also included is a “Glossary and Acronyms” Appendix at the
end of the document that you can refer to as you encounter unfamiliar terms, acronyms, or phrases. Words that are
defined in the glossary have their first letter capitalized when used in this guide.

This guide is not intended for Issuers.

1.2 Document Structure

This document is made up of the following Chapters:
1. Introduction: This section.

2. What is the American Express Transit Solution? A brief overview of the context for using American
Express contactless payment Cards in Transit, and the roles and the responsibilities involved therein.

3. Transit Transaction Models: A summary of the different types of models that are emerging in the industry for
performing contactless payments in a Transit system.

4. Pre-implementation Considerations: Merchant and Acquirer considerations before commencing a Transit
project.

Getting Started: Guidance on starting a Transit project once the scope has been defined.

Certification and Testing: A summary of the certification and testing required to use the American Express
Transit solution.

7. Implementation Process: A brief outline of the timelines and tasks required to implement the American
Express Transit solution.

8. Contact Information: Who to contact at American Express for more information.
Appendix A: Detailed glossary and acronyms

Appendix B: Additional information to help identify the right Transit model based on the requirements
Appendix C: FAQs

18/03/2019 AXP INTERNAL 7





1.3 References

Table 1 - Universal Reference Documents

Abbreviations

Full Document Name

American Express Specifications

XP-TERM GUIDE

XP-TERM 3.0

XP-TERM 3.1

XP-TERM 4.0

XP-L2 TERM

NETWORK

GCAG

GFSG

CODES

BOP

XP-PARAM TERM

Expresspay Contactless NFC Implementation Guide

Expresspay Terminal Specification, Release 3.0 and associated Bulletins

Expresspay Terminal Specification, Release 3.1 and associated Bulletins

Expresspay Terminal Specification, Release 4.x

Expresspay Level 2 Terminal Approval Process*

Network Specifications*

Global Credit Authorization Guide*

Global Financial Submission Guide*

Codes Reference Guide*

Business and Operational Policies*

Expresspay Terminal Parameters Document*

Other Relevant Specifications

EMV-i

EMV-ii

EMV-iii

EMV-CL A

EMV-CL B

EMV-CL C4

18/03/2019

EMV ICC Specifications for Payment Systems, Book 1 — Application Independent ICC to
Terminal Interface Requirements*

EMV ICC Specifications for Payment Systems, Book 2 — Security and Key Management*
EMV ICC Specifications for Payment Systems, Book 3 — Application Specification*

EMV Contactless Specifications for Payment Systems — Book A, Architecture and General
Requirements*

EMV Contactless Specifications for Payment Systems — Book B, Entry Point Specification*

EMV Contactless Specifications for Payment Systems — Book C-4, Kernel 4 Specification,
version 2.7
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EMV-CL D EMV Contactless Specifications for Payment Systems — Book D, EMV Contactless
Communication Protocol*

1SO-7813 Identification Cards - Financial Transaction Cards*

* Refer to the latest version of the document

* Refer to the version referenced within XP-TERM 3.x or EMV-CL C4

There may be other local market specifications to consider, please contact your local American Express
Representative for more information.

1.4 Use of Terms

In this document, the following terms are used in the specified contexts. Other defined terms are listed in Appendix A
Glossary and Acronyms.
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Token /
DPAN

Back Office

Card

Card
number

CPC

Deny List
Faregate /
Validator

Fare

Management

Front Office

Merchant

18/03/2019

A surrogate value of PAN (Primary Account Number) used to mitigate fraud by removing
sensitive data from a cardholder data environment.

The collection of components that may receive tap data from a TAT and, after suitable
processing, communicate with the merchant Acquirer. A Back Office may also be used to
implement any of the optional components of the American Express Transit solution.

“Card” refers to an American Express Contactless NFC product, which can be any of the
following

e Standard Contactless plastic card.

e Mobile device with Near Field Communication (NFC) such as phone, Wallet, tablet,
etc.

e Other, e.g., key fob, ring, wristband, etc.

Where a distinction needs to be made for a plastic card and Mobile NFC handset, these are
referred to as:

e Contactless Plastic Card, meaning functionality applicable to transactions using
only a plastic card.

e Contactless NFC Mobile, meaning functionality applicable to transactions using only
a Mobile Proximity Payment Device (MPPD).

Refers to the identifying Primary Account Number, or PAN, of a Card account. This phrase
may refer to a DPAN, Token or the FPAN. The FPAN is used to emboss the front of a
plastic card.

Contactless Payment Card. The common industry name for any Card or other payment-
enabled device issued under any brand that is used for open-loop payments.

A file created and maintained by the Merchant using authorization response, for the
purposes of financial risk management. Potentially used alongside, or merged with, the
American Express Negative File.

A turnstile, gate or other facility in a Transit system, equipped with a contactless reader and
Transit Access Terminal and (in the case of a turnstile or gate) a physical barrier to enter or
exit the Transit system.

Refers to a generic component that may be present in a Merchant Back Office. It is
assumed to be responsible for any of; maintaining fares tables, the construction of logical
customer journeys from individual taps, calculation of fares due from travellers or
identification of valid pre-purchased products.

The acceptance infrastructure involved when a traveller taps their CPC on a TAT. As a
result, a payment cryptogram is generated, and this, and other tap data is collected and
delivered either to the Merchant Back Office or directly to the American Express network for
processing.

A person or organization, such as a retailer or a Transit Authority/Transit Integrator, who
has entered into a contract with an Acquirer for card acceptance services.

AXP INTERNAL 10





MPPD

Open-loop

Passback

Processor

Reader

Risk
Management

Tap

TAT

Transit
Authority

Transit
Integrator

Transit

Transaction
Model
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Mobile Proximity Payment Device. An NFC-based mobile phone device capable of
performing Contactless American Express Contactless NFC transactions and running a
user payment application.

A reference to a ticketing model that makes use of non-merchant-specific payment media at
Transit Access Terminals. Payment media is also able to be used widely elsewhere for
retail payments. Contactless EMV cards are a prime example of Open-loop payment media.

A Transit Authority typically has rules which control the permitted frequency / time interval
within which any CPC can be tapped at Faregate. A Tap that does not comply with these
rules is referred to as a Passback (e.g. when a CPC is passed back from one customer to
another at the Faregate). Passback may also include velocity rules with regard to the time,
distance and range of travel.

A party that processes American Express transactions on behalf of Merchants or Acquirers
and is required to be able to pass authorization and submission messages (which may
include Transit indicators).

The term “Reader” is used to refer to the device which communicates with the Card,
contains the visual status indicators (e.g. LEDs) and/or user display. It may also contain the
software Kernel which processes the transactions.

Refers to a generic component that may be present in a Merchant Back Office. It is
assumed to be responsible for implementation of a Merchant risk policy which may or may
not comply with the American Express Transit Policy. In the latter case, it will determine the
timing of account status checks, Authorizations and Settlements to be submitted via the
Acquirer. It is also assumed to handle debt recovery for declined Authorizations.

Refers either to:

The act of presentation of a Card at a Reader

or

The resultant transaction information which is collected for onward transmission either to

the Merchant Back Office or direct to the American Express network for processing.

Transit Access Terminal. This refers to a modified terminal for Transit, including a Reader,
that provides contactless card ticketing and fare collection at or within a Faregate hosting a
display, and any online communications. It also provides merchant functionality. Note that,
unlike a standard retail terminal, a TAT has no PIN pad; no dip, swipe or signature
capability and does not produce receipts.

A body responsible for providing public transportation within a distinct area or region.

A body responsible for ensuring that the components of a Transit system function together
to provide the desired service.

Describes the operating model under which Merchants accept CPCs for Transit. The model
may incorporate standard retail acceptance, or may incorporate specific Transit operating

procedures agreed with the payment scheme and governed by scheme rules and policies
that are incorporated in the Acquirer contract.
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1.5 Highlighting Applicable Content

The document provides helpful hints, in the form of “BEST PRACTICE TIPs”, to aid you in understanding how best to
implement American Express Contactless acceptance for Transit. Each BEST PRACTICE TIP is marked with a blue
box as follows:

PRACTICE TIP: Example

Additionally, icons are included in the document margins to indicate the relevance of a particular sub-chapter to the
Implementer. The icons used appear as follows:

2__] This icon is used to indicate behavior that is specific to the plastic Contactless Card.

R This icon is used to indicate behavior that is specific to Contactless NFC Mobile and Wearables.

This icon is used to indicate content that is relevant to a Merchant.

OG0

This icon is used to indicate content that is relevant to an Acquirer.

If an icon is placed next to a chapter heading, then it applies to the entire chapter and all subchapters. If an icon is
only applicable to a few paragraphs within a chapter, then the paragraphs to which it applies are boxed.

1.6 Notation

Throughout this document, attention is drawn to specific Terminal and Acquirer systems requirements within the text
through the use of bold and italics on key words as follows:

¢ Mandatory requirements are highlighted through the use of the words must, shall, mandatory, or
mandate(s).

e Optional recommendations are highlighted through the use of the words should or recommend(s).
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2 What is the American Express Transit Solution?

2.1 Overview

American Express Transit solution provides key capabilities to enable Open-loop contactless acceptance in Transit.
The solution includes core Transit capabilities in authorization and settlements. In addition to the core solution, AXP
also offers optional Transit capabilities which give added convenience and risk mitigation.

Open-loop Transit system with American Express Transit solution can be represented at a high level as shown in the
diagram below:

;s - - - T """ -"""-"""""""=""=""=""="""= -~ N
Fare I/ \
Management | Amex :
[ Acquirer
. I . B :
= . |
((‘3 AT Risk | AMIERICAN |
o Management | EXPRESS |
R |
| Partner ® :
Faregate Acquirer |
Customer |
Management I |
\\ American Express Payment NetwoLk/
Back Office
NG CONTEXT J
Key: Transit Authority

American Express Solution

Figure 1 — Overview of American Express Transit Solution
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2.2 Roles and Responsibilities within an Open-loop Transit System

2.2.1 Transit Authority

The body responsible for organising public transport. In an Open-loop Transit system this role may include some or all
of the following:

e Overseeing a Transit Merchant contract with an Acquirer that allows for Contactless Payment Card (CPC)
acceptance on the Transit system for which the Transit Authority is responsible

e Procuring the infrastructure that includes:

o The Faregate, including the TAT and Reader, which permits CPC acceptance at entry to and exit
from the Transit system

o The communications which links this infrastructure to the Merchant Back Office

o The BackOffice components necessary to support the Transit Authority fares policy and the risk
model agreed with the Acquirer

¢ Management of Transit Integrators and Processors with whom the Transit Authority contracts to run some or
all of the services on their behalf.

2.2.2 Merchant

The Merchant is the body which contracts with an Acquirer for American Express payment services. The Transit
Authority may make this contract directly or choose to ask a third party (such as an integrator or Processor) to
contract on their behalf.

The Merchant will be assigned one or more Service Establishment number(s) and Merchant Category Code (MCC) by
their Acquirer in accordance with standard American Express procedures.

The Merchant is responsible for compliance with the relevant American Express technical specifications as detailed in
this and related documents. A Merchant wishing to take advantage of the favorable risk and chargeback management
available to applicable MCCs must comply with the American Express Transit Policy, as detailed in the BOP.

2.2.3 Acquirer

The role of the Acquirer is to provide payment services to their contracted Merchants. This includes assigning Service
Establishment numbers and MCCs to a particular Merchant.

Merchants may contract to have their transactions acquired directly through American Express or through an
American Express partner Acquirer. A partner Acquirer will process Authorizations, Settlements, and Chargebacks on
behalf of the Merchant through the American Express Global Network Service.

The Acquirer is specifically responsible for obtaining certification from American Express Global Network Services
(AEGNS) to process transactions originating at a TAT, and for ensuring Merchant compliance for the same.

2.2.4 American Express
American Express can assume any or all of the following roles:

e As an Acquirer to proprietary Merchants
e As the payment network for proprietary and partner Acquirers

e As an Issuer of Cards

18/03/2019 AXP INTERNAL 14





2.3

Benefits of the American Express Transit Solution

American Express’ experience in digital commerce innovation can help capitalize on the security and business
potential of open payments in Transit through:

Improved Payments

Reduce cost of handling cash, issuing fare media, and maintaining proprietary fare systems
Improve ticketing and boarding experience while maintaining speed through Faregate

Drive customers to travel more often, increasing ridership and revenue

Enhance payment security at the point of sale

Improve cash flow by attracting American Express Card Members who travel frequently and may be more
likely to purchase Pay-in-advance tickets and passes

An Enhanced Customer Experience

Create a fast, convenient, easy-to-use and rewarding Transit experience for customers
Enable consumer-preferred forms of payment
Ensure a secure, protected Transit experience to gain customer trust and confidence

Understand ridership behaviour in order to provide relevant follow-up offers, solidifying customer satisfaction
beyond the point of sale

2.4 Scope of American Express Transit Solution

The scope of the American Express Transit solution includes:

o~ w N PE

Transit fare gate identification

Enhanced Contactless Authorization and Settlements
American Express Transit Policy

Transit Negative File

Cardrefresher / Card status updates
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The following diagram shows the scope of the Transit solution within the open contactless Transit end to end

components:
Transit Contactless Transit Policy (3) ( Enhanced Authorization and Settlement (2)
Enablement (1)

AANNARN SRR

Fare
Management

Py

A,

Acquirer

Risk
Management

Acquirer

Customer
Management

g\Q
American Express Solution
Back Office

Negative File Card Refresher

. N

N

Key: Transit Authority

©)
°
=
o
=
=

Figure 2 - American Express Transit Solution Scope

2.4.1 Core Components

The American Express Transit Solution consists of three ‘core’ components and two optional components, as
described in the following sub-sections.
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2.4.1.1 Transit Contactless Enablement (1)

Implementation of the American Express Transit Solution is part of an Expresspay implementation. Therefore the
Merchant and Acquirer, as appropriate, must comply with the relevant Expresspay specifications and policies,
including:

Expresspay Terminal Specifications

XP-TERM 3.x
XP-TERM 4.0
XP-PARAM TERM
XP-TERM GUIDE

Expresspay Network Specifications

NETWORK

CODES

GCAG

GFSG

Business and Operational Policies (BOP)

Please contact your American Express representative for further information regarding the specifications and Transit-
related documentation relevant to your situation.

Expresspay enablement for Transit will result in the following being in place:
e One or more certified TATsL. The Merchant will have TATs certified (including L1 and L2 certification of
terminals) to accept Expresspay transactions and submission as payment transactions via their Acquirer.

o A certified Acquirer. The Acquirer will have been host certified to process Expresspay transactions originating
ata TAT.

e The Acquirer will have completed L3 end-to-end (that is, Merchant to Issuer) for submitting Expresspay
transactions from a TAT.

Consult Section 6 Certification and Testing for more details of the certification required.

1 This may include revenue protection devices, as well as fare collection.
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2.4.1.2 Enhanced Authorization and Settlement Messaging (2)

The Transit Solution includes enhancements to indicators within the Authorization and Settlement messages to
identify Expresspay transactions originating at TATs. This allows Issuers to implement a fraud and risk policy
appropriate to such transactions and add servicing capabilities.

The key features in authorization messages for Transit are:
e A Merchant operating under American Express Global Transit policy, submitting Transit transactions must be
assigned to, and use, one of the supported Transit Merchant Category Codes (MCCs, as defined in the BOP).

e A Merchant allocated one of the Transit MCCs can make use of a number of 1100 message authorization
function codes of particular relevance to Transit Merchants. These are defined in GCAG and Network
Specifications.

o An ATC Synchronization message can be used to inform an Issuer of the current ATC value for a
card in order to keep the Issuer up-to-date. Issuers may track the ATC and decline transactions if they
see large variations in ATC values compared to their set thresholds. Sending this message minimizes
the likelihood of unnecessary declines due to ATC variations and protects the card member
experience.

o A PAN translation message may be used to request the Card funding PAN (FPAN) and expiry date in
the authorization response where the device PAN (DPAN) available over the contactless interface is
different. This can be used to aid Merchant customer service and to initiate automated debt recovery.

In addition, if the Merchant uses the TAT indicator as defined in the Codes Reference Guide, the following is
available:

¢ A nominal authorization account status check message is supported to allow Merchants to check if the Card
account is active and in good standing, and submit later for a higher amount (as defined in the BOP). This
may be combined with a request for a PAN Translation.

2.4.1.3 American Express Transit Policy (3)
The American Express Transit Policy as stated in the BOP provides the following:

e Enhanced Merchant and Acquirer Liability and Chargeback protection for MCCs covered by the policy.
e Specific acceptance rights for Pay-In-Advance Fares
The policy requires Merchants to adhere to specific requirements for:

e Card acceptance, such as declining expired Cards

e Population of Transit access terminal message indicator and Transit MCC code
o Risk-based Authorizations (where the Transit model requires it)

e The processing and functions allowable for Pay-In-Advance fares

e Deny List management

For full details of the policy, please refer to the BOP.
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2.4.2 Optional Components

The American Express Transit Solution offers additional capabilities to help Merchants and their Acquirers manage
the risk of Expresspay acceptance in a Transit environment.

Please contact your American Express representative for additional information.

For more detail on these optional components, see below

2.4.2.1 Negative File (4)

The Negative File is a facility to enable Merchants and Acquirers to enhance acceptance risk management and gate
controls and adds a further, proactive defense by notifying the Merchant via their Acquirer, of Cards American
Express knows to be lost or stolen and therefore not authorized for use.

A Merchant is able to use this file to identify lost/stolen cards at the TAT without the need to go for authorization.

A Merchant may choose to combine this file with their own Deny List.

2.4.2.2 Cardrefresher (5)
Cardrefresher enables Acquirers and their Merchants to be provided with updated Card information — for example,
replacement cards and renewed cards with new expiry dates, which the Merchant can use to:

e Automatically update Card details registered with the Transit operator for pay as you go travel or linked to Pay
in Advance travel rights that are still valid after the original Card /device has expired.
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3 Transit Transaction Models

When commencing on the delivery of a Contactless Open-loop payment Transit project, it is important for the
Merchant and their Acquirer to implement a transaction model that is appropriate to the customer journeys they wish
to support and their risk appetite. This section guides Merchants and Acquirers through the process of choosing the
transaction model that is right for them, the below table shows what features are available on the AXP Transit

Solution:
Expresspay Transit Policy Others
(Transit merchants using AXP Transit policy) (Transit merchants not using AXP Transit policy)
Pay as you go Pay In Advance Pay as you go
(delayed authorization) (delayed authorization)
Dedicated Transit v v
MCC values
Population of Transit v X
Access Terminal
Indicator
Decline expired cards v v v
Deny List capability v v v
Transaction v X X
aggregation
Account Status Check v X v
Enhanced Risk v X X
Mitigation
ATC Synchronization v v v
PAN translation v v v
Negative File v v v
Cardrefresher v v v

Table 2 - Transit Features

e Section 3.1 Transit Solutionsdefines the key Transit project requirements that impact the choice of Transit
transaction model.

e Section 3.2

Choosing the Right Approach guides Merchants and Acquirers through a process to consider
those requirements and identify the model(s) most suitable to them.

e Section 3.3 Transaction Model Features and Options defines each of the possible models in more detail,
introducing the features and options that are available within it.

e Section 3.4 Optional Features summarizes the features and options of each model to provide a side-by-side

comparison.
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3.1 Transit Solutions

Key Merchant Question

Transit Solution

Should | only support Pay-as-you-go (PAYG), or are pre-
purchased ‘season’ tickets required in addition/instead?

Expresspay Transit Policy with delayed authorization solution
supports both Pay-as-you-go (PAYG) and season tickets.

Do my customers require immediate access to the Transit
system such that | cannot perform the financial authorisation
for PAYG customers before access is granted?

If the answer to this question is “Yes”, then the recommended
model is Expresspay Transit policy with delayed authorization.

How do | ensure all form factors are accepted?

Some form factors like Mobile cannot support offline
transactions. Hence, ensure terminals can support delayed
authorization or online modes.

Is my planned fare structure such that one customer journey
always equates to one customer charge?

If the answer to this question is “yes”, then the recommended
solution is delayed authorization, or online authorization
models.

Does my risk policy require usage of the enhanced
authorization protection provided for Expresspay Transactions
at TATs, as defined in the BOP

If the answer to this question is “yes”, then the recommended
model is Expresspay Transit Policy, with delayed authorization
solution.

Table 3 - Transit Solutions

3.2 Choosing the Right Approach

The following Figure shows how the choices made regarding the Transit transaction models open to a Merchant are
influenced by the requirements outlined in Table 2. Each of the model options is then described in more detail in

Section 3.3 Transaction Model Features and Options
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No

representative (No Expresspay Transit Policy)

Figure 3 - Choosing The Right Transit Transaction Model

By taking time up front to consider Transit Transaction Model requirements, Merchants and their Acquirers can ensure
that they are working together towards the delivery of the most appropriate solution. For more information on the
features and options relating to the models shown in Figure 3, please refer to Section 3.3 Transaction Model Features
and Options

Note that there are some scenarios where it is recommended that you consult your American Express Local
Representative before continuing, specifically:

o |f the Merchant wishes to offer pay in advance products linked to contactless cards as an access token
beyond simple season tickets

¢ If the Merchant plans to await online approval responses before allowing Card Members access to their
Transit network

o |f the Merchant has not yet defined a risk approach that incorporates Open-loop contactless payments.

o |f the Merchant is considering any approach other than “delayed online authorization mode”.

3.3 Transaction Model Features and Options

3.3.1 Delayed Authorization Transit Policy Compliant Transaction Model

The following table defines the mandatory and optional features available to a Transit Merchant adopting Transit
Policy in order to take advantage of the Open-loop risk mitigation capabilities
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Feature Optionality Description

Dedicated Transit MCC Mandatory Expresspay Transactions at TATs must be classified under

values one of the MCCs defined for use with TATs in the BOP

Population of Transit Mandatory All applicable transactions must have the TAT indicator

Access Terminal Indicator populated in the Point of Service Data Code field, as defined
in the BOP

Decline expired cards Mandatory A Transit reader compliant with American Express Transit

policy must always decline cards where card expiry date is
before travel date

Deny List capability Mandatory The Merchant must operate a deny list and populate it as per
the BOP
Transaction aggregation Optional The Merchant can aggregate multiple journeys into single

transactions, within the requirements for authorization and
submission for Expresspay Transactions at TATSs, as defined
in the BOP (including performing account status checks when

necessary).

Account Status Checks Mandatory Under the rules defined in the BOP, the Merchant must

with Nominal Authorisation perform periodic account status checks with an agreed
nominal value, whether or not they are aggregating
transactions.

Enhanced Risk Mitigation Optional Risk mitigation and chargeback protection is provided under

the American Express Transit Policy, as defined in the BOP,
should Merchants wish to use it.

ATC Synchronisation Optional See Section 2.4.1.2 Enhanced Authorization and Settlement
Messaging

Note: - Acquirers are required to host certify both these
Transit features.

PAN translation Optional

Negative File Optional See section 2.4.2 Optional Components

Cardrefresher Optional
Table 4 - Features of Transit Policy Compliant Transaction Model

Note that a consequence of choosing this approach is that a full Merchant Back Office is required, including risk
management, fare management components and the ability to populate the TAT indicator in messages.

PRACTICE TIP: If the requirement is to aggregate multiple journeys into a single charge (e.g. to implement capping

or deliver on a “best fare” promise) then the recommendation is to use Transit policy compliant transaction model.
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Figure 4 - Example transaction flow, Transit Policy Compliant

PRACTICE TIP: Whilst Pay In Advance (PIA) is described here as a stand-alone model, it can be viewed as
complimentary to PAYG. For example, a Merchant may choose to use it alongside one of the other models,

collecting taps, checking for travel rights in a back office, and then charging under the PAYG model if no travel rights
have been purchased under PIA.
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Figure 5 - Example transaction flow, PIA transaction model

3.3.2 Delayed Authorization (non-Transit policy compliant)

The following table defines the features of a delayed online authorisation transaction model where the merchant is
complying with the regular Expresspay No Signature No Pin policy, and is not using the enhanced risk and
chargeback capabilities available under the Transit Policy. Under this model, the submission of the authorisation is
delayed for a time by the Merchant, at the Merchant’s own risk. Some American Express Transit solution servicing
features are available to the Merchant, but this is limited due to their lack of compliance with the American Express
Transit Policy.
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Feature Optionality Description

Dedicated Transit MCC  Strongly Recommended Expresspay Transactions at TATs should be

values classified under the appropriate Transit industry
MCC for the merchant. Recommended MCCs
for use with TATs are listed in the Transit Policy
section of the BOP. Merchants who currently
use a different value should talk to the local
American Express representative.

Population of Transit Not Allowed The TAT indicator must only be populated for
Access Terminal solutions that are compliant with the American
Indicator Express Transit Policy

Decline expired cards Optional

Deny List capability Optional (recommended) The Merchant may operate a deny list to protect
themselves from repeated fraud.

Transaction Not Allowed As this approach falls outside of the American

aggregation Express Transit Policy, aggregation is not

allowed in this scenario.

Account Status Checks  Optional Note: - As TAT indicator is not present, the
enhanced risk and chargeback protection
available under Transit policy are not applicable

here.

Enhanced Risk Not Allowed Merchant takes full liability for delayed

Mitigation authorization transactions; standard Expresspay
chargeback rules apply.

ATC Synchronisation Optional See Section 2.4.1.2 Enhanced Authorization and

. . Settlement Messaging

PAN translation Optional

Negative File Optional See section 2.4.2 Optional Components

Cardrefresher Optional

Table 5 - Features of a delayed authorization transaction model (non-Transit policy compliant)

Note that consequences of choosing this approach include:

e A basic Back Office for fare and risk management is required if the supported optional features (such as PAN
translation and ATC Synchronisation) are used.

e Delaying authorization means that transactions are at the Merchant’s own risk, and Merchants are not
permitted to process declined authorisation transactions for settlement.

PRACTICE TIP: If the requirement is for a customer to tap in and tap out before knowing the journey fare this model
could be used. This model could be implemented to operate a simple Back Office without requiring full American

Express Transit Policy compliance. However, the aggregation of multiple journeys into a single fare is not supported
under this model and would require full Transit Policy compliance.
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Figure 6 - Example transaction flow, delayed authorization with Back Office transaction model

PRACTICE TIP: Even though it is not mandatory under this model, the decision to use this model should be

carefully made before proceeding without adequate Deny List capability.

3.4 Optional Features

3.4.1 Negative File

Merchants can opt-in to receive a Negative File, which contains a list of Amex proprietary and non-proprietary
contactless Card numbers in negative status (e.g. lost or stolen) that should not be accepted at the Faregate.
Merchants can use this list to enhance their own internally created and managed Deny Lists.

The negative Card Account file contains only Expresspay accounts. This customized file can be made available to
Acquirers and their Transit S/Es.

The Negative File contains only Card Numbers (including DPANs/tokens),and add/delete status.

This is an optional feature available to all Acquirers, but certification is required. Frequency of updates to the Transit
merchant is negotiable and established during scoping phase. A typical implementation of this feature takes 6-8
weeks.

For more information contact your American Express Representative.
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3.4.2 Cardrefresher

Cardrefresher securely delivers Acquirers and their Merchants updated Card information on a regular basis,
regardless of whether they process through a ThirdParty Processor, or directly to American Express. The process is
as follows:

1. The Merchant provides an initial registry file containing the Card information of the American Express Card
Members with whom they have established recurring billing or card-on-file relationships.

N

Cardrefresher will monitor this list for any changes that occur to Card information.

w

On a daily basis, Cardrefresher securely sends an electronic file including any updated Card information.

4. Whenever the Merchant has new accounts to add to their list, they simply send American Express a new
registry file with the Card information of those new accounts.

From a Transit perspective, Cardrefresher can provide Merchants with updated card information to:

¢ Automatically update Cards registered with the Transit operator for customer servicing (such as reporting on
PAYG usage) or Cards that may expire during an active pass period for PIA

e Support recurring billing features such as topping-up fare accounts and/or monthly passes

3.5 Transit Models Summary

The following table summarizes the features and options of the models described in Table 4 - Features of Transit
Policy Compliant Transaction Model and Table 5 with M indicating mandatory for that model, O optional and X not
applicable or not supported.
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Expresspay Transit Policy Others

(Transit merchants using AXP Transit policy) (Transit merchants not using AXP Transit
policy)
Pay as you go Pay In Advance Pay as you go
(delayed authorization) (delayed authorization)
Dedicated Transit M O
MCC values
(Recommended)
Population of Transit M
Access Terminal
Indicator
Decline expired cards M @) @)
Deny List capability M @) O
Transaction O
aggregation
Account Status Check M O @)
Enhanced Risk O
Mitigation
ATC Synchronization O (@) O
(Recommended)
PAN translation @) (@) O
Negative File* @) (@) O
Cardrefresher* O O @)

Table 6 - Transit Models Feature Summary

(M = Mandatory, O — Optional, - Not applicable)
*These features are recommended by American Express. Please contact your American Express representative for more information.

PRACTICE TIP: Acquirers should actively engage with Merchants during Transit model selection to
ensure that all relevant messaging features and certifications are in place to support Merchant
requirements. For example, the Acquirer:

e Must be certified for the necessary Transit specific field values (e.g. the TAT indicator, the
Transit authorization function codes, the Transit MCCs etc.)

is responsible for TAT Level 3 certification (see Section 6.1.2.1

)

Should be aware of the risk impact (i.e. Expresspay chargeback rules or Transit Policy
chargeback rules.)
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4 Pre-Implementation Considerations

It is important to ensure that all parties involved in a Contactless Open-loop payment Transit project are aligned prior
to commencing the project. This involves:

e Understanding American Express contactless payments
e Understanding the American Express Transit solution
e Choosing the right Transit transaction model

¢ Defining how the key players work together to construct a Transit solution

4.1 Understanding American Express Contactless Payments

The American Express Transit Solution provides additional capabilities for contactless payments in Transit. The
Transit Policy provides some enhanced authorization and risk mitigation capabilities, but the Merchant must still
comply with standard Expresspay rules except or unless the Transit policy rules take priority.

Please refer to section 1.3, for list of all Expresspay and EMV Specifications.

4.2 Understanding the American Express Transit Solution

To ensure that American Express payments are accepted in the most advantageous way for all parties, a solution
should be designed with a full understanding of the options available as part of the American Express Transit Solution.

An overview of the American Express Transit Solution, together with references to more detailed documentation is
provided in Section 2.

4.3 Choosing a Transit Transaction Model

At the heart of any solution is the Merchant’s Transit transaction model. This is developed by applying Expresspay
and the BOP requirements to a transaction model that meets the business and risk requirements of the Merchant. The
merchant may develop this model in-house, or work with delivery partners such as consultants, an integrator, back
office provider, or an Acquirer.

American Express strongly recommends that Merchants or their delivery partners engage with American Express as
early as possible in the development process.

Some examples of different Transit transaction models are given in Section 5 Getting Started
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5 Getting Started

Once a solution has been defined, it is important to consider the readiness of existing systems to support contactless
acceptance, and identify the changes that will be required to the existing infrastructure.

5.1 Identifying Changes to Support Contactless Transit

The following subsections outline areas for consideration when looking to identify the systems changes required to
support a Contactless Open-loop payment Transit project.

= 5.1.1 Merchant Systems

[7]

An impact analysis needs to be performed to identify changes to existing systems and the new systems and

components required. Considerations will include:

Specification and procurement of new Readers, TATs and/or Faregates, or upgrades to existing installed
versions. This should include consideration as to compatibility with existing travel tokens, such as closed loop
cards and other forms of ticketing.

Required functionality within the Fare Management and Risk Management components, along with payment
processing capability.

In more complex cases, the need for Fare Management to perform tap aggregation and journey aggregation and for
Risk Management to implement the American Express Transit policy.

Volume and timeliness of requirements for connectivity between Front Office, Middle Office (if used) and Back
Office.

Deny List management, if required, including Negative File support, if the option is taken up.

Merchant Back Office connectivity with the Acquirer for processing contactless payments needs to be
established, including

o Support for Transit related functions, such as account status check, PAN translation and
ATC synchronization, if applicable to the solution

o Connectivity to the American Express Acquirer Certification test system
TAT and Back Office support for the use of a CPC as an Access Token if Pay in Advance is supported.
Debt recovery approach and implementation.

Extensions to, or development of customer service systems to maximize customer self-service and minimize
the support load on Merchants and other parties.

PCI-DSS implications across the Merchant systems.

5.1.2 Acquirer systems
» Acquirer systems need to be Transit ready, meaning they must be capable of supporting:

American Express Transit MCCs
The TAT indicator in the relevant POS Data Code field in CODES
Transit function codes for account status check, PAN translation and ATC Synchronisation.

Debt recovery transactions
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5.1.3 Network Messaging
The following table summarises the enhanced network processing to support the American Express Transit Solution:

Transit Access A unique POS Data Code sent in the 1100 authorization request to indicate that the
Terminal (TAT) transaction took place at a Transit Access Terminal and is eligible for enhanced
Indicator authorisation and chargeback protections via the American Express Transit Policy.
Account Status A unique Transit Function Code that allows Merchants to send a nominal value amount
Check to check that a Card is active and in good standing, and submit later for a higher

amount. This enhanced authorisation capability is available when the TAT indicator is
used, i.e. the Merchant complies with the American Express Transit Policy. American
Express also allows the account status Check to be used without the TAT indicator, in
which case there is an account check but no enhanced authorisation capability.

Expresspay Unique Function Codes that allow Merchants to obtain the underlying Card Number
Translation (PAN and Expiry date where a DPAN or token was presented at the TAT, to enable
Request) merchants to provide post tap customer servicing, including customer servicing and

some forms of debt recovery. PAN translation requests could be used whether a
DPAN or FPAN is presented at the TAT.

For Merchants using enhanced Transit capabilities identified by using the TAT
indicator, the account status check and PAN translation functions can be combined.
Merchants with a Transit MCC who are not compliant with the American Express
Transit Policy, may still use this function code specifically for PAN translation only (as
outlined in section 2.4.1.2 Enhanced Authorization and Settlement Messaging)

ATC ATC is short for “Application Transaction Counter” which increments every time a

Synchronization contactless tap is done. If the value of the ATC count on the CPC varies from the ATC
recorded at the issuer host, privileges may be suspended when the count is outside of
issuer ATC thresholds. Periodically sending the current counter value with this function
code to the issuer may prevent disruption to Card members e.g. when used as an
access device for Pay in Advance or Season tickets. This function code can be used
by any Merchant with a Transit MCC, regardless of compliance with the American
Express Transit Policy.

Table 7 - Enhanced Network Processing to support the American Express Transit Solution

5.1.4 Customer Servicing
In order to drive usage, the customer experience of using their Expresspay Card in Transit should be as close as
possible to Contactless transactions when used elsewhere. In addition, these measures should aim to minimize the
volume of queries to both Transit Agencies and Issuers, for example, by encouraging customers to self-service where
appropriate. Due to the characteristics of the Transit models, this may require some particular support measures to be
in place:
e Aclear route and escalation process to handle payment-related queries arising from use in Transit, such as:
o When itis appropriate for the customer to contact their card Issuer
o When itis appropriate for the customer to contact the Transit Authority

o Any ‘handover’ liaison between Issuers and Transit Authority to ensure smooth handling of
customer queries

o Customer statements

e Clear, succinct messages to indicate payments to a particular Transit Authority and where to get further
information (this may require liaison with the Acquirer to ensure that the appropriate statement message is
passed through in the Settlement messages)

o Customer travel history
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o Availability of sufficiently detailed information to the customer to justify entries on the customer
statements without the need for a customer to invoke a customer service call

o Pre-emptive customer information

Ensuring customers are educated across the Transit system on the correct use of contactless devices, avoidance of
‘card clash’ and so on. Examples of pre-emptive communications can include in-station or in-transport posters,
leaflets, announcements, information booths, merchant website, employee “ambassadors” etc.

Informative messages (e.g. via SMS or email) to inform customers of acceptance issues (e.g. Card is not approved for
use) as well as the action the customer should take (e.g. contact your issuer).
5.1.5 Customer Lifecycle Management

Many Transit solutions require some form of customer account and account lifecycle management. This will need to
be implemented as part of the Merchant Back Office.

Any use of registered Card account details for recurring top-up payments, or to identify the usage of a Card as an
access token for travel passes need to be developed and managed, with appropriate data management channels
available. This may include integration of the American Express Cardrefresher service, as described in Section
2.4.2.2 Cardrefresher (5)

5.2 Launch Planning

The rollout of new acceptance media on a Transit system needs to be carefully thought out, as customer acceptance
is key to realizing the benefits of Open-loop Transit. Transit agencies should consider the advantages of phased
rollouts, typically through successive modes of transport (e.g. bus before rail) and phasing the addition of Transit
specific Back Office capability, e.g. starting with a simple known fare approach and moving to more complex variable
fare calculation if required.

Some of the advantages are:

e The rollout can match the phasing of the design and build stages

o E.g. new Readers or TATs can be rolled out before Back Office development is scheduled for
completion (this allows earlier acceptance of the new payment media than would otherwise
happen)

¢ Rollout may be phased across different modes of Transit, making staff familiarization and any customer
acceptance issues more manageable

e Earlier rollouts by any method allows ‘quick wins’ to be demonstrated to commissioning Transit Authorities or
the government departments to which they report

e Exposure to risk can be monitored and controlled more easily.

e Pre-launch and launch communications (e.g. marketing material, customer messaging etc.) also need to be
considered.
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6 Certification and Testing

6.1 Terminal Certification

To enable any Card to work with any Terminal, including Open-loop Transit, to minimize interoperability issues and
ensure that products conform to American Express’ specifications, American Express has defined a series of
certifications processes that must be completed. In practice, Cards and Terminals must interact on the following
three levels of certification:

e Level1-EMVCo L1 Contactless Terminal Type Approval
e Level 2 — Expresspay L2 or EMVCo L2 Terminal Type Approval
e Level 3- End to End Terminal Certification (L3)

An overview of how the components of the Transit architecture are involved in each certification level is illustrated
below:

Fare
Management

Risk Acquirer
Management

Acquirer

Customer
Management

Faregate

Back Office

Transit Authority

Key: American Express Solution
Partner Acquirer

Figure 7 - Certification Components
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6.1.1 Reader Certification

6.1.1.1 Level 1(L1) Terminal Type Approval

American Express mandates that all Terminals not intended for use as Transit Access Terminal have received
Contactless L1 approval from EMVCo. Terminals pending L1 approval may be submitted for L2 certification. However,
approval will not be granted on a Terminal which fails EMVCo L1 approval. Vendors will need to provide their L1 approval
number, or confirm their L1 test date, when requesting certification.

Transit Access Terminals may not be able to pass all of the EMVCo L1 approval requirements. Proprietary, merchant-
specific Transit Card processing prior to Payment Card processing may prevent EMVCo tests completing successfully.
In these cases, Merchants must contact their American Express representative before submitting for EMVCo L2 or
American Express certification.

6.1.1.2 Level 2(L2) Terminal Type Approval

“American Express mandates that all Terminals not intended for use as Transit Access Terminal have received
Contactless L1 approval from EMVCo. Terminals pending L1 approval may be submitted for L2 certification.
However, approval will not be granted on a Terminal which fails EMVCo L1 approval. Vendors will need to provide
their L1 approval number, or confirm their L1 test date, when requesting certification.”

American Express mandates that all Terminals receive L2 certification. The aim of L2 Terminal Certification is to
ensure that the Terminal complies with XP-TERM 3.x or EMV CL-C4.

Further detailed information on the approach and process to acquire Expresspay Level 2 Terminal Certification can be
found in XP-L2 TERM.
6.1.2 End to End Certification

6.1.2.1 Level 3(L3) End to End Certification
The aim of L3 Terminal Certification is to ensure complete End-to-End (E2E) operation of the Terminal and that a
Terminal:

e Has had its components (Kernel, Terminal Application and hardware) successfully integrated
e Can be configured according to local requirements
e Correctly formats authorization and settlement messages

e Correctly handles the User Interface

American Express mandates that all Terminals require L3 approval. Prior to submitting a request for L3 certification, the
Terminal must have been approved for EMVCo Contactless L1 and EMVCo or American Express Contactless L2. L3
Certification is the final level of testing that needs to be completed prior to a Terminal being deployed.

Note: American Express and banking industry associations in certain countries may also set local requirements. These

tend to be related to national rollouts in order to ensure there is a consistent approach in a country. Your American
Express representative can help you with any applicable local requirements.
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6.1.3 Approach to Certification

As previously discussed, the Reader and/or TAT Vendor is normally responsible for passing the L1 and L2 Certification.
L3 Certification is normally the responsibility of either the Acquirer or the Merchant

L3 Certification is conducted directly between American Express, the Acquirer and the Merchant.

Note: If a Transit Merchant uses any level of Back Office functionality in the calculation of fares or generation of
authorisation and submission messaging, American Express expect L3 Certification responsibility to sit with the
Merchant / Acquirer and American Express.

6.2 Acquirer Certification

For American Express compliance, the Acquirer needs to be certified to:

e Send and receive American Express Global Network Services (AEGNS)-compliant, online authorization
messages as specified in NETWORK.

e Submit and receive AEGNS-compliant, batch clearing and settlement files containing financial transactions as
specified in NETWORK.

e Submit AEGNS-compliant, batch data collection files as specified in NETWORK.
The Acquirer needs to contact their AEGNS Representative to start a certification procedure. There are two
Certification phases:

e Phase I- Unattended Testing

e Phase II- Connectivity Testing

18/03/2019 AXP INTERNAL 36





An overview of the Acquirer certification is illustrated in Figure 8.

PHASE | — PHASE Il

TEST DESCRIPTION

Unattended Testing Connectivity Testing

TEST DESCRIPTION

Network Test Simulator GLOBE

CONTACT

AEGNS Representative

Figure 8 - Acquirer Certification Overview

6.2.1 Phase | — Unattended Testing

Phase | is unattended testing with the Network Test Simulator (NTS). The Network Test Simulator (NTS) is a web-based
testing tool that simulates the Network processing of authorization, financial, and data collection messages. In this
phase, Acquirers send and receive a sample of messages with no Network connection. AEGNS supplies the test scripts
for this phase.

Fees associated with the GNS web Test Simulator can be found in the Business and Operational Policies (BOP) manual

6.2.2 Phase Il — Connectivity Testing

During Phase I, the telecommunication connectivity between the Acquirer and the AEGNS host is validated. A Global
Online Business Exchange (GLOBE) is installed on the Acquirer’s site to connect to the Amex Network. Testing verifies
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the file formats and complete connectivity between the Acquirer, the GLOBE and telecommunications lines through the
Network.

Clearing and Settlement
The Acquirer must successfully send and receive multiple batch Clearing and Settlement files utilizing the Network Test
Simulator (NTS).

Data Collection

The Acquirer must successfully send and receive Data Collection files.

Note: Before the Acquirers can start Beta Testing, they must complete Phase Il testing for Authorizations, Clearing
and Settlement, and Data Collection as applicable for the installation.

6.2.3 Feature Certification

Feature certification lets Acquirers stay current with the Network file and record formats and/or select functionality that
is necessary for their business.

AEGNS releases functionality 2 times each year. The functionality has changes that can be mandatory or optional as
outlined below:
* Mandatory feature - All Acquirers are required to certify in AEGNS timeframes.
« Optional feature - Certification can be necessary for Acquirer who use the functionality.
E.g. Cardrefresher and Negative File

After Feature certification is complete for Authorization-related features, the Acquirer has thirty (30) calendar days to
implement. If the feature(s) are not implemented within thirty (30) days of certification completion, Acquirers must

complete regression testing for that feature.

Note: Contact your AEGNS Representative to schedule feature certification.

6.3 Test Tools & Certification Laboratories

American Express holds a list of accredited laboratories that can be contacted for L2 testing that can be found on:
https://network.americanexpress.com/globalnetwork/amex-enabled/

A list of accredited test tools can be found as well on the website.

Vendors and Merchants should note that these lists are updated regularly and need to ensure they are still using
latest accredited resources before contracting any certification process.

18/03/2019 AXP INTERNAL 38



https://network.americanexpress.com/globalnetwork/amex-enabled/



7 Implementation Process

This Chapter provides indicative timelines and activities for the implementation of a Contactless Open-loop payment
Transit project.

7.1 Typical Implementation Timelines

The example below outlines a possible implementation timeline for Transit Authority and American Express activity.
Additional Merchant technical development steps may extend this timeline.

Stage Timing

Commercial
negotiation/contract
(Merchant Agreement if
needed)

6 months

Transit risk model review
(AXP/Transit
Agency/Transit Integrator
information sessions)

3 months

Standard ertifications
(Auth/Submission/Telco)
and Direct Connectivity
(optional)

Host or E2E Certification 2 months
*Terminal Certifications 1-3 months
Transit — Optional
Certifications (if opting-in
for Negative File or
Cardrefresher
Integration Testing (i.e.,
Beta Testing or 1-2 months
Controlled/Phased Launch)
Rollout 1 month

3-4 months

3-6 months

Negotiations/Discussions

_I
<
=}

R

D
<

b

H

N

=

o

=

—+

>

o

m

N

M

Post-implementation

monitoring and tracking 3 months

Launch

Figure 9 - Implementation Timeline

* Phase 1 of ‘Acquirer Certification’ should be completed before initiating ‘“Terminal Certification’
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7.2 Pre-implementation Checklist

7.2.1 Merchant (Processor/Integrator)

7.2.1.1 Kick off and Solution Assessment

The Transit Authority must reach a decision about the Transit models, fare models and optional features that they
wish to implement, having agreed with the Acquirer and American Express that the solution is an acceptable
implementation for the given market. This will include choosing a Transit transaction model (see section 4.3 Choosing
a Transit Transaction Model).

7.2.1.2 Design and Build

During the design and build stage, the Merchant / Integrator will either procure, or oversee the implementation of a
solution that meets their requirements (see section 5.1.1 Merchant Systems). As part of this process, a Merchant may
wish to consider the following:

e Are applicable new and upgraded front office components available?
o Readers
o TATs
o Faregates
o Revenue Inspection devices
e Are the required Back Office components in place?
o Fare management
o Risk management
o Account management
o Customer service

e Isthere a test program in place prior to certification activity, and has American Express been engaged to
provide support during the design and build phase?

e Has a QSA been engaged to consider PCI-DSS implications across the Merchant systems?

¢ Is there sufficient connectivity between the Front Office, Middle Office (if used) and Back Office, and on to the
Acquirer?

¢ Is an arrangement in place with American Express for Negative File and/ or Cardrefresher provision if
required?

7.2.1.3 Deployment and Post-Launch
The rollout of new acceptance media on a Transit system needs to be carefully thought out, as customer acceptance
is key to realizing the benefits of Open-loop Transit. The launch planning in section 5.2 Launch Planning identifies the
need for a plan showing:

e The order of deployment across different Transit modes

e The choice and order of deployment of Transit models

¢ Deployment of customer self-service and/or other servicing capabilities

e Pre-launch communications

e Staff training

18/03/2019 AXP INTERNAL 40





e Launch communications (e.g. marketing material, customer messaging etc.)

7.2.2 Acquirer
The following contains a recommended checklist and key considerations for deployment.

7.2.2.1 Kick-Off and Solution Assessment
The first step for an Acquirer when getting involved in a Merchant Transit Solution is to familiarise themselves with the
solution and ensure that they are fully prepared to process American Express Contactless Transit Transactions.

Assess Transit Solution

e What is the strategy of the Merchant and any delivery partners and does it impact my systems?
¢ Do | need to engage with the American Express Network Deployment team?
e Review Amex Transit Policy (section 4.2.7 of BOP)
o Understand the policy requirements for Transit & provisions in place to mitigate risk
¢ Review Expresspay messaging features for Transit in the Network Specifications
e Assess build requirements (e.g. coding to Network Specifications, connectivity)
o Determine if Transit merchant wishes to benefit from opt-in of Negative File and Cardrefresher option

e Platform Readiness

Are there any Acquirer build requirements to support coding to specifications and/or connectivity to the Network?
¢ Is the Merchant Back Office readied to support transaction processing?

e Alignment across Network Participants
Remain engaged and aligned with the Merchant on their implementation plans for contactless open payments.

7.2.2.2 Test and Certification
All stakeholders must be certified for Transit Transactions:
e Acquirer must be host certified for Expresspay and relevant Transit indicators
o Acquirer must L3 e2e certify merchant Transit terminals

o Acquirer host and L3 e2e test plans for Expresspay and Transit are provided by American
Express.

7.2.2.3 Deployment and Post-Launch
Acquirers should consider the following activities for solution deployment:
e Launch and BAU Readiness
¢ Internal and External Market Communication
e Contingency Plan for unplanned or unexpected impacts
e Reporting (e.g. post monitoring of adoption, disputes)

e Maintaining relationship with Merchant
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Term

AAC

AC

Acquirer

AEGN

AEGN
AEIPS
AFCS

Agent

AID

AIP

American Express Blue
Box

API

Application Selection

ARPC

ARQC

ATC

ATC Synchronization

Authorized Processor
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Appendix A: Glossary and Acronyms

Meaning

Application Authentication Cryptogram. A type of cryptogram indicating that the Chip
Card declined to approve the transaction

A secure data element generated by the Card across a defined set of transaction data to
enable the Issuer to verify the authenticity of an authorization or settlement request

An American Express Entity which has, or any other Person authorized by an American
Express Entity which has, a contract with an S/E pursuant to which: A Card Member is

entitled to charge purchases of goods or services at such S/E by means of a Card, and
the S/E agrees to transfer such charges to the Acquirer.

American Express Global Network. The aggregate of S/Es that accept Cards and the
operational service delivery, systems and marketing infrastructure that supports them
and the American Express Brand.

American Express Global Network Services.
American Express ICC Payment Specifications
Automated Fare Collection System

A body responsible for deploying the American Express Contactless NFC solution to the
Merchant live environment.

Application Identifier. A value defined by ISO 7816-5 and used to identify the application
to the Terminal.

Application Interchange Profile

The American Express registered trade mark.

Application Programming Interface

The first stage of an EMV transaction in which the Card and Terminal agree the
application which will process the transaction.

A type of Cryptogram returned from the Acquirer as the result of an EMV authorization
request.

A type of Cryptogram indicating that the Chip Card wishes the transaction to go Online.

Application Transaction Counter. A counter maintained by a Chip Card that is
incremented by one every time that card performs a transaction

A specific function used in Transit environments to ensure that the Card ATC and Issuer
ATC do not lose synchronization.

A third party company that has been certified by AEGNS to perform processing services
on an Acquirer’s or Issuer’s behalf.
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Term

BIN

Bit 55

CAPK

Card

Card Action Analysis

“Card Clash”

Cardholder Name

Cardholder Verification

Card Member

CDA

Certification

Certification Contact

Chip Card

Contact Chip

Contactless

Contactless Floor Limit

Contactless NFC Card

Contactless NFC Mobile
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Meaning

Bank Identification Number. A six (6) digit number identifying the Issuer Institution. It is
also used as the first six (6) digits of a Card Account number issued by the Issuer.

The field in ISO 8583 authorization request and response message that holds Chip Card
data

Certificate Authority Public Key

In this document, a generic term for all American Express Contactless compliant Form
Factors and proximity payment devices.

A stage in an EMV transaction where the Card carries out its risk management
processing.

A term to indicate when a contactless Reader has simultaneously detected more than
one contactless card in its operating field. Expresspay — certified Readers, in common
with other payment and Transit Readers, will not proceed with a transaction in these
circumstances

An EMV defined term. Refers to the data element stored within a Chip Card indicating
the name of the Cardholder.

An EMV defined term. The process by which AEIPS compliant Chip Cards and
Terminals verify the Card Member.

A person who has entered into an agreement and established a card account with any
Issuer, or whose name is embossed on a card.

Combined Dynamic Data Authentication/Application Cryptogram Generation. A means
by which a Terminal can authenticate a Chip Card, defined by EMV.

Refers to the Certification of any device or interface that involves data transfer, including
terminals (levels 1, 2 & 3), Transit specific interfaces, and other Merchant interfaces.

The party responsible for carrying out L3 certification

A Card with an embedded chip containing AEIPS and/or American Express Contactless
NFC applications that, when used at a Chip Card-enabled POS device, interacts with the
POS device to initiate AEIPS or American Express Contactless NFC Transactions.

Describes a device or specification that uses a Contact Chip interface as defined in ISO
7816

A term used to describe a Transaction environment in which the Card is enabled with a
Radio Frequency chip to communicate with a Radio Frequency-enabled POS device to
initiate a Transaction.

For transaction amounts above this limit, Online Issuer Authorization is required.

A Card with an embedded chip containing a Contactless NFC application that, when
used at a Chip Card-enabled POS device, interacts with the POS device to initiate
Contactless NFC Transactions.

A mobile phone / device which contains specific NFC hardware which allows it to operate
as a Contactless NFC Card.
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Term

Contactless Plastic Card

Contactless Transaction
Limit

Cryptogram

CRF

CSC

CVM
CVM Required Limit
CVR

Deny List

Domestic Use Only

DPAN

Dual Interface

E2E

EFT
EFTPOS

EMV

EMV Mode

EMVCo

EPOS

ESD
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Meaning

A plastic card conforming to American Express specifications which has Contactless
technology embedded within it. The Card may be Contactless only, or have Dual
Interface capability.

For transaction amounts at or above this limit, a Contactless NFC transaction is
prohibited.

Security data created by the Chip Card or Issuer systems and used to validate a
transaction or authorization response.

Certification Request Form

Card Security Code. A security code (stored on a Magnetic Stripe or Chip) that is sent to
the Issuer during transactions.

Cardholder Verification Method
For transaction amounts at or above this limit, Cardholder Verification is required.
Card Verification Results

A file created and maintained by a Transit Authority / Integrator for the purposes of
financial Risk Management for the Merchant. Potentially used alongside, or be
supplemented by the American Express Negative List.

A Chip Card that is only able to be used within the market in which it was issued.

Digital Primary Account Number (Sometimes also referred as Device PAN), provisioned
on media such as Mobile, Tablet, watch etc instead of FPAN, for enhanced security.

A Chip Card that is capable of communicating with a Terminal using both Contact Chip
and Contactless technology.

End to End. Encompassing the complete operation of the Payment System from Card to
Issuer systems.

Electronic Funds Transfer
Electronic Funds Transfer Payment System

EMV originally stood for "Europay, Mastercard, and Visa", the three companies that
created the standard. The standard is now managed by EMVCo, a consortium of
financial companies , including American Express

An American Express Contactless NFC transaction mode that uses EMV compliant
processes both between the Card and Terminal and between the Terminal and the
Acquirer.

EMVCo LLC, the organization that manages the EMV specifications and the approval
process for cards and Terminals. See https://www.emvco.com.

Electronic Point Of Sales

Electrostatic Sensitive Device
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Term

Expresspay

Fall Forward

Fallback

Faregate

Floor Limit

Form Factor

FPAN

GLOBE

GNSAS

IAD

ICC

ICS

IIN

Implementers

Issuer

Issuer Script

Kernel

L1

L2
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Meaning

The American Express Contactless Payment Specifications. Expresspay has a legacy
definition to mean the program within American Express for facilitating Contactless
Transactions between a Chip Card containing an American Express Contactless
application and a suitable POS device, using the Expresspay specifications. However,

the term Expresspay should only be used to mean the American Express Contactless
Payment Specifications.

When a Contactless transaction cannot be completed, the transaction may be performed
using the Contact Chip interface, if the payment product supports both.

When an AEIPS Transaction cannot be completed in a Chip Enabled Device utilizing
chip technology, the Chip Enabled Device then reads the card Magnetic Stripe.

A turnstile, gate or other facility in a Transit system equipped with a Contactless reader
and Transit Access Terminal that provides contactless ticketing and fare collection, and
in the case of a turnstile or gate, a physical barrier to enter / exit the Transit system.

A maximum monetary amount for a single transaction, at or above which Authorization
must be obtained before completing the transaction.

The physical characteristics of a device, including its size and shape. The most typical
form factor is the plastic card, however a mobile phone is an example of a non-traditional
Form Factor.

Funding PAN
Global Online Business Exchange
Global Network Services Authorization System

Issuer Authentication Data. The data field within Bit 55 in an authorization response
message that contains the ARPC and the ARC for use in Issuer authentication.

Integrated Circuit Card, alternative term for Chip Card.

Implementation Conformance Statement. A form completed by a Terminal’s application
provider listing all optional functions supported by the Terminal.

Issuer Identification Number. Also referred to as BIN.

The collective term for: Terminal Vendors; Merchants; Acquirers or Authorized
Processors charged with Implementing American Express Contactless NFC acceptance
at the POS.

An entity licensed by the American Express network to issue American Express branded
Cards and maintain the Card Member relationship.

A collection of card commands constructed and sent by the Issuer for the purpose of
updating and managing their cards.

A dedicated software component which fully encapsulates the Card processing
requirements of a Payment System.

Level 1 certification — EMVCo Level 1 Terminal Type Approval

Level 2 certification - Expresspay Level 2 or EMVCo Level 2 Terminal Type Approval
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Term

L3
LoA
LED

Magnetic Stripe

Magstripe Mode

MCC

Mobile CVM

Merchant

Mi

MPPD

NFC

Negative List

ODA

Offline

Online

Online PIN

Operating System

Operating Volume

PAN
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Meaning

Level 3 certification - End to End Terminal Certification
Letter of Approval
Light Emitting Diode

A stripe located on the rear of a plastic Card which contains magnetically encoded
information.

An American Express Contactless NFC transaction mode that uses EMV compliant
processes both between the Card and Terminal but uses traditional Magnetic Stripe
message formats between the Terminal and the Acquirer.

Merchant Category Code
Mobile Cardholder Verification Method

A person or organization, such as a retailer or a Transit Authority/Transit Integrator
(TA/TI), who has entered into a contract with an Acquirer for card acceptance services.

Management Information
Mobile Proximity Payment Device. An NFC-based mobile phone device capable of
performing Contactless American Express Contactless NFC transactions and running a

user payment application.

Near Field Communications. This is a technology that supports communications between
two supporting devices only when they are in close proximity (less than 10cm).

An American Express supplied file of country or regional Contactless account numbers,
which would be denied authorization. Typically used in Transit of Offline acceptance
Terminals.

Offline Data Authentication

When a transaction is performed without the Terminal connecting to the Acquirer.

A transaction that is sent to the Acquirer prior to transaction completion.

A CVM where the Cardholder PIN is encrypted and sent to the Issuer host for
verification.

A collection of software components which manage hardware resources and provide
common services for applications to function.

The space in front of an American Express Contactless NFC Reader where the RF field
is present.

Primary Account Number. A series of digits used to identify a Card Member Account or
relationship. The assigned number identifies the Issuer and Card Member Account. The
PAN is embossed onto the Card plastic (or, for Prepaid Cards, may be printed), encoded
into the Magnetic Stripe, and printed on the back of a Card.
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Term

Partial Online

Passback Rules

Payment Kernel
Payment System
PDOL

PIN

PIN Pad

POS

POS Application

PPSE

Processor

Public Key

Reader

RF

Risk Management

SDA

SIE
SLA

TAC
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Meaning

A Partial Online transaction is an American Express Contactless NFC transaction that is
submitted to the Issuer for authorization prior to transaction completion, but for which the
Card is removed from the Terminal field before the authorization result is returned.

TA rules which control the permitted frequency / time interval within which any
Contactless Card can be tapped at a Faregate. Pass-back may also include velocity
rules with regard to the time, distance and range of travel.

See Kernel.

A party operating a payment card network.
Processing Options Data Object List
Personal Identification Number

The component of a Terminal that is used by the Card Member to enter the PIN for
Cardholder Verification.

Point Of Sale

Software residing in the Terminal or POS to which the Reader is attached which
implements the business requirements and functionality beyond the scope of the
Payment System specifications. This will include local market requirements and host
communications protocols.

Proximity Payment Systems Environment

A party that processes American Express transactions on behalf of Merchants,
Acquirers, or Issuers.

A cryptographic key used in asymmetric cryptography. In order to verify the authenticity
of a communication that one party has generated with a Private Key, the second party
need only have the first party’s Public Key. Public Keys may be freely distributed.

The component of a Terminal that communicates with Chip Cards.

Radio Frequency. The medium over which Contactless Cards and Readers
communicate.

The process by which AEIPS compliant Chip Cards and Terminals assess whether a
transaction should be approved, declined or sent Online.

Static Data Authentication. A means by which a Terminal can authenticate a Chip Card,
defined by EMV.

Service Establishment
Service Level Agreement

Terminal Action Code
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Term

TC

Terminal

Terminal Exception File

Terminal Floor Limit

Terminal Management
System (TMS)

Terminal Vendor

Test Laboratory/Test Lab
TMS

Track 1

Track 2

Transit

Transit Access Terminal

Transit Authority

Transit Integrator

TVR
Unpredictable Number

uUsB
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Meaning

Transaction Certificate. A digital signature comprised of Issuer selected data objects.
The Transaction Certificate is generated by the Chip Card at the end of an approved
Transaction and enables the Issuer to verify that critical chip data was not changed prior
to card validation.

A device capable of accepting American Express Card products for payment for goods
or services.

A file of account numbers to be used by the Terminal, for which the Merchant or AEGN
has predetermined an authorization decision of denial.

A maximum monetary amount for a single transaction, loaded into the Terminal, at or
above which the Terminal must obtain an Authorization before completing the
transaction.

A system which provides an estate owner with the ability to remotely manage and update
the software and parameters of the Terminals in their estate.

A party that manufactures and sells Terminals.

A facility accredited by a body to carry out testing / certification on their behalf.
Terminal Management System

An ISO/IEC defined data area on the Cards Magnetic Stripe

An ISO/IEC defined data area on the Cards Magnetic Stripe

A specific Merchant category relating to public transportation.

A Terminal (accompanied by a Contactless Card reader) that provides Contactless Card
ticketing and fare collection, located at or within a Transit system Faregate.

A body responsible for providing public transportation within a distinct area or region.

A body responsible for ensuring that the components of a Transit system function
together to provide the desired service.

Terminal Verification Results
A number generated by the Terminal and used by the card in AC generation.

Universal Serial Bus
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Appendix B — Identify Transit model based on the
requirements

Transit Model Requirements

The following table summarizes some of the key requirements of Transit projects which influence the decision
regarding the most appropriate Transit transaction model.

Model-impacting requirement Key Merchant Question

Customers can just turn up and tap to travel, without requiring registration
or pre-purchase.

This is about traveler convenience versus any merchant desire to take
payment in advance.

Should | only support Pay-as-you-go
(PAYG), or are pre-purchased ‘season’
tickets required in addition/instead?

Customers must be given immediate access to the Transit system,
regardless of whether or not the financial authorisation has completed.

There are two reasons why it might not be possible to wait for the
financial authorisation to complete before granting access to a Transit
network:

Rapid access (<500ms) is required

Reader connectivity is intermittent, for example, due to being on a
moving vehicle.

Do my customers require immediate access
to the Transit system such that | cannot
perform the financial authorisation for PAYG
customers before access is granted?

The Transit system must support acceptance of all Expresspay products,
including Cards and mobile devices.

Some Expresspay devices (particularly non-Card form factors) cannot be
accepted at offline-only terminals.

How do | ensure all form factors are
accepted?

The Transit model must support complex fare structures (such as fare
aggregation or multiple journey capping)

If the Transit system requires support for journey calculation beyond
simple point to point journeys, then this has implications for the Merchant
Back Office.

Is my planned fare structure such that one
customer journey always equates to one
customer charge?

The Merchant wants to operate under the enhanced authorisation
protection provided under the American Express Transit Policy as defined
in the BOP

American Express have special rules for Transit that provide Merchants
with the opportunity to aggregate financial transactions and for the
Merchant, and/or their acquirer to receive some liability protection.

Does my risk policy require usage of the
enhanced authorization protection provided
for Expresspay Transactions at TATSs, as
defined in the BOP

Table 8 - Transit Model Requirements

An individual Merchant may wish to meet none, some, or all of these requirements. The impact that decision has on
their transaction model options is shown in Section 3.2 Choosing the Right Approach.

It is important to note that these requirements are only those that directly impact the choice of transaction model.
There are many more requirements that Merchants and Acquirers need to consider, such as customer servicing, PCI
compliance considerations, terminal and network certification and marketing plans. These wider requirements are
considered in more detail in Sections 4 Pre-Implementation Considerations 5 Getting Started and 6 Certification and
Testing.
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PRACTICE TIP: Acquirers should make sure that Merchants have carefully considered all the

requirements in Table 2 before making a decision on the most suitable transaction model(s) for their
Transit system

Defining a Transit Solution

Once the approach has been identified, and a team is established to implement a Contactless Open-loop payment
Transit project, the team need to answer a number of key questions to assist in completing their solution definition.
These include the questions outlined below:
Merchant Set Up

¢ Is the Transit Authority or Transit Integrator currently an American Express Merchant?

e Should different S/E merchant numbers be used to differentiate payment at Faregate, versus Kiosk and
online (as recommended by American Express)?

General Launch Plans
¢ What modes of transportation will be enabled with an open payments solution?
e Isthere a phased approach to the launch?

o |If phased, what are the phase definitions and timelines? E.g. does the phasing reflect a rollout across
different Transit modes, or a progression from one Transit model to another, or both?

e What type of testing is required?
Fare Types and Payments

e What are the different fare types (single (Pay as you go), daily, weekly, monthly, value-based, distanced
based, senior, student, etc.)? Does the Merchant have a table or matrix that documents fare types?

o What Payment forms will be accepted (e.g. credit, pre-paid, etc.)? Mobile wallet? Magstripe (MSD), EMV,
or both?

¢  Will there be any payment forms which will be blocked?
Merchant Back Office
e How often will authorizations be done? Will it be real time, near real time, etc.?
¢ How often will payment card scheme settlements be done?
o Will there be aggregation on Pay-As-You-Go transactions? If yes how will aggregation work?
e When is fare calculated? Entry, exit, end of the day?
List Management
e Is the Merchant planning to use a Deny List?
e How will the card status / Deny List be managed?
e Will the Merchant opt-in to receive a Negative File from American Express?
Servicing the Customer

o How will customer disputes be handled and serviced for the Transit solution?
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e How will a customer be removed from the Merchant managed Deny List?

e How will Transit payments appear on customer statements? The use of Aggregation prior to Settlement
may impact the understandability of the traveler bank statement and the wording should be carefully
considered.

¢ How will a customer access journey history and billing data?

Appendix C - FAQs

Certification FAQs

How can a Transit Authority begin accepting American Express contactless and mobile NFC transactions?

In order to accept American Express contactless and mobile NFC payments, the Transit Authority is required to
deploy contactless Transit Access Terminals at the entry to and/or exit from the Transit system as required by route or
mode of transport. Merchants may also deploy fixed or mobile (hand held) terminals to support intra journey taps (e.g.
where a specific route is charged at a lower fare) and revenue inspection.

Additional steps may be required. Check with your Processor and your American Express representative to identify
additional set-up requirements to accept American Express Cards in the Transit environment

Which is the latest American Express specification to support contactless and mobile NFC payments?

The latest Expresspay specifications for Mobile NFC and contactless Card payments can be accessed via your
Processor or your American Express representative.

How long does it take to get the technology up and running?

It depends on the Transit Authority’s current point-of-sale environment. Transit Authorities should contact their
Acquirer and POS provider to find out the readiness level to support contactless and mobile NFC payments.

If a Transit Authority has a contactless reader that accepts another network solution, will it be able to accept
American Express mobile NFC transactions?

Yes, providing the Transit Authority deploys American Express L2 certified Transit Access Terminals, and any Back
Office capabilities have successfully completed full L3 end to end testing.

This may require some configuration work to ensure the end to end messaging meets American Express
specifications.

What is the cost for implementing contactless and mobile NFC payments?

The cost of implementing contactless and mobile NFC payments depends on the work required to deploy contactless
readers at the Faregate and the development work required to prepare internal systems to process contactless
payments.

What are the American Express certification requirements for contactless?

American Express requires Transit authorities and Processors to comply with the American Express specifications for
authorization and settlement.
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In addition, Transit Authorities and Processors implementing Expresspay-enabled devices must comply with an end
to end certification with American Express. For more detailed certification requirements, contact your American
Express representative.

Are there specifications that POS manufacturers or IPOS vendors must use in order to enable POS systems
to accept American Express contactless transactions?

Transit authorities adopting contactless and mobile NFC technology should look for devices that support Expresspay.
Expresspay will provide the Transit Authority with the ability to support contactless transactions, both for magnetic
stripe and EMV technologies.

Are other major Processors certified to accept contactless and Mobile NFC payments?

Most Processors support American Express contactless and Mobile NFC payments. Transit authorities should contact
their Processor/Acquirer to find out more.

Are other major Processors certified to process the enhanced authorization messaging for Transit?

The enhanced authorization messaging may be available through the Processor if they have enabled a Transit
Authority previously. Check with your Processor to determine their readiness and contact your American Express
representative to support Processor certification for enhanced Transit features

Will contactless transactions be PCl compliant?

All entities processing, storing or transmitting Card data are required to do so in accordance with the PCI DSS,
regardless of how the transactions are processed. Check with your Qualifies Security Assessor (QSA) or visit the PCI
Security Standards Council website for more information.

How do Transit Authorities promote contactless card and mobile NFC acceptance to customers?

Transit authorities may use of number of methods to market and promote contactless American Express Card and
mobile NFC acceptance. It is important to post point of purchase (POP) displays at the Faregate to inform Card
Members about using contactless American Express Cards. The message can be reinforced through online and web-
based communications along with in-market advertising.

Can Transit Authorities work with American Express to promote payments through Mobile NFC?

American Express is interested in opportunities for working with Transit Authorities to design programs to promote

American Express mobile NFC transactions in Transit, leveraging mobile NFC communications channels. To find out
more, contact your American Express representative for more information

General FAQs

American Express Contactless and Mobile NFC Payments in Transit

What is an American Express contactless or mobile NFC transaction?
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An American Express contactless or mobile NFC transaction is a payment transaction initiated through a mobile NFC-
enabled device such as a smart phone or contactless Card with a contactless-enabled terminal.

These devices enable American Express Card Members to touch or tap their Card or NFC-enabled device to the
contactless reader and go.

How are contactless cards, NFC-enabled mobile devices and contactless-enabled terminals identified?

The universal contactless symbol and indicator "/ identifies contactless terminals and payment devices. These icons
are now used worldwide to signal contactless payments and are easily recognized by cons Taken from ‘Transit
Product Playbook - Final 3-28-2014.pdfumers in regions where contactless payments have become common.

The Universal Contactless Symbol should only appear on terminals with contactless capability.
D

The Universal Contactless Indicator appears on the back or front of an American Express® Card to indicate
contactless technology.

e
T
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37159 81L543 21001

95

¢ F FROST Contactless Indicator

© AMEX

Figure 10 - EMVCo Contactless Indicator on an American Express Contactless NFC Card
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Benefits of Contactless and Mobile NFC Transit Payments

How do contactless and mobile NFC technology help optimize payments in the Transit industry?

Makes it easier for customers to pay for travel, increasing ridership and revenue:

e Creates a more convenient, seamless and rewarding experience for customers
¢ Reduces costs of handling cash and maintaining proprietary fare systems
¢ Improves the ticketing and boarding experience while maintaining speed

e Introduces enhanced EMV payment security at the point of sale (POS)

How do contactless and mobile NFC payments benefit Card issuers?

e Helps establish top-of-wallet preference as Card becomes “Transit pass”

o Drives everyday spend away from cash as Card Members become comfortable with contactless and mobile
NFC

e Helps ensure a secure Card experience to gain customer confidence

e Capitalizes on American Express’ Card expertise to ensure a seamless Transition to contactless and mobile
NFC

o Offer innovative Card capabilities to appeal to American Express Card Members interested in new technology

Payments, Interactions and Transaction Security

Is there a signature or PIN required at the point of sale (POS)?

Transit Faregate readers do not have PIN or signature capture capabilities. The American Express Transit Solution
offers specially-designed capabilities to help minimize risk and limit exposure in the Transit environment.

Do contactless and mobile NFC transactions require the consumer to do anything additional?

Once the terminals are in place at the point of sale, and they are certified to process contactless Expresspay Transit
transactions, then the processing is as simple as the Card Member tapping the contactless American Express Card or
mobile NFC device and going on their way.

How will contactless transactions impact speed at the Faregate?

The American Express Transit Solution was designed to support Transit industry speed of entry requirements. The
enhanced authorization processes and risk controls specially designed for the Transit industry require a back office
and do not impact on speed of entry at the Faregate.

Are American Express contactless and mobile NFC transactions secure?
All transactions, whether they be contact or contactless or mobile-NFC, benefit from multiple layers of security

implemented throughout the credit payment system to protect all parties involved in the payment transaction. For chip
based products, this includes the use of cryptographic mechanisms. However, many of the protective measures are
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independent of the technology used in the physical transaction between the Card and the terminal. These include
online authorization, risk management and real-time fraud detection systems along with the existing protections
against fraudulent transactions in place for traditional transactions through American Express payment Cards

What if an American Express contactless or mobile NFC transaction doesn’t work at the Transit Access
Terminal?

All American Express contactless products certified to Expresspay specifications are designed to work with the
American Express Transit Solution (check for the contactless symbol on the front or back of the Card). If there is any
issue with using a Card at the TAT, the customer is usually able to seek assistance from the Transit operator’s staff,
but may need to use an alternative method of payment until the issue can be resolved...

Customer Experience and Marketing

How does American Express contactless and mobile NFC technology help optimize the Transit customer
experience?
e Makes it easier for customers to pay for travel, increasing ridership and revenue — no queues, no top ups
e Creates a more convenient, seamless and rewarding point of sale experience for customers
e Improves the ticketing and boarding experience while maintaining speed

e Introduces enhanced EMV payment security at the point of sale (POS)

How can American Express help Transit Authorities use Contactless and Mobile NFC technology to help
optimize marketing opportunities?

American Express can provide:
e Business insight reports about traveller behaviour

e Access to new marketing channels as well as opportunities to work with leaders in the digital space to
capitalize on digital commerce

e Ability to bring frequent travelling American Express Card Members to Transit Authority’s business

e Opportunity to increase ridership by using digital marketing to promote non-peak times, e.g. weekend travel
What do customers need to do in order to pay with Mobile NFC?

Before Card Members can use their American Express Card with their mobile NFC device, they must have first
loaded their Card in to their mobile wallet based on the wallet and the issuing Card requirements.

Where does the Card Member call for more information about using their contactless Card or mobile-NFC
device in Transit?

The Card Member should call the toll-free number on the back of their American Express Card for more information
about contactless and mobile NFC functionality.
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1 About this document

1.1 Purpose

This document defines the requirements and provides guidelines for stakeholders involved in
the acceptance and processing of Visa Contactless payments for automatic fare collection in
mass transit systems.

1.2 Audience

This document is intended for the following clients:

= Transit merchants and their technology partners implementing contactless acceptance
m  Financial institutions and payment service providers acquiring transactions for transit
merchants

m  Financial institutions issuing contactless-enabled cards (the definition of which includes
mobile and other device form-factors).

1.3 Scope

This document provides requirements and recommendations to be considered when
designing and building a mass transit system that accepts Visa Contactless cards as a method
of automatic fare collection. It also introduces the principle activities that should be
considered to prepare for a successful launch.

Visa Confidential Version 1.0
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1.4  Document organization

This document has the following sections:

Table 1 - Document organization

Section Description
About this document Describes the purpose, audience, scope and organization of
this guide.

Overview of Visa mass transit models | Describes the high level background and key features of
each of the Visa mass transit models.

Mass Transit Transaction model Describes the processes, rules, and potential impact to
merchant, acquirer and issuer systems in accepting Visa
Mass Transit Transactions.

Known Fare Transaction model Describes the processes, rules, and potential impact to
merchant, acquirer and issuer systems in accepting Visa
Known Fare Transactions.

Transit merchant security Describes specific security requirements arising from the
requirements handling of transit transactions, and introduces lessons
learned from current deployments.

Card personalization Highlights the key personalization requirements for Visa
Contactless cards (and other device form-factors).

Customer service Describes the considerations that merchants and issuers
should take into account when designing their customer
service operations and systems.

Dispute resolution Describes how disputes arising from contactless transit
transactions should be handled.

Testing Describes how testing should be carried out by clients for
their respective host systems, terminals, or cards.

Deployment preparation Provides a set of checklists to help prepare for launch.

MTT Custom Authorization model This appendix describes an alternative model for custom
processing of transit transactions for merchants who do not
wish to Authorize every transaction at the end of each
travel period, applicable in Europe region markets where
floor limits for contactless transit transactions are not zero.

MTT handling of VCPS 2.0.2 cards This appendix describes special processing required at a
transit reader in order to accept cards compliant with
previous generation Visa Contactless specification (i.e.
VCPS 2.0.2).

Visa Confidential Version 1.0
Visa Contactless Page 9 of 55 August 2017





Transit Implementation Guide

About this document

1.5 Definitions

This document uses the following terms and abbreviations:

Table 2 - Definitions

Acronym or term

Description

AAC

Application Authentication Cryptogram

AD

Account Data (i.e. CHD and SAD), as defined in [PCI DSS].

Amount, Authorized

The data element included in a contactless transaction Authorization
(Tag "9F02") that stores the amount for the current transaction, as
transmitted to the card when it was tapped to the reader.

ARQC

Authorization Request Cryptogram

ATC

Application Transaction Counter

AVR

Account Verification Request. Request submitted to the issuer by the
merchant to verify that the card has not been blocked as lost or stolen.
AVR is not an Authorization request and will not verify the financial
standing of the funding account.

Back Office

A component within a transit merchant’s systems which process taps
received from transit readers, and performs any or all journey
construction, fare calculation, risk management, and payment
processing.

CAP

Card Additional Processes. A data element within the payment
application that indicates to the terminal the card’s processing
requirements and preferences.

Capping

A fare policy implemented by some transit merchants whereby the
overall fare for a chargeable period (e.g. a day) may be limited to a
threshold which gives the cardholder a favorable price compared to the
sum of the individual journey prices.

Card Clash

May occur when more than one contactless card is presented to a
transit reader. The outcome could vary depending on how it has been
configured, but could include the reader denying entry to the transit
system or the wrong card being debited.

CDCVM

Consumer Device Cardholder Verification Method

CHD

Cardholder Data, as defined in [PCI DSS].

Chargeback Threshold

The maximum fare amount that can be submitted to Clearing on an
initial decline response for first card use or following any successful
Authorization approval within the MTT model.

Visa Contactless
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Acronym or term

Description

CoC

Conditions of Carriage. The terms under which a transit merchant
accepts passengers for travel.

Contactless Card or Card

A cardholder payment device carrying the Visa payWave application. It
may be implemented on a plastic card, a mobile phone, a wearable
device, or an alternative form factor.

CVM (or CVL)

The Cardholder Verification Method (sometimes referred to as
Cardholder Verification Limit) is used to evaluate whether the person
presenting a payment device is the legitimate cardholder.

DDA

Dynamic Data Authentication. A cryptographic value generated by a
chip on a card in an offline environment that uses transaction specific
data elements and is verified by a chip-reading device to protect
against skimming.

Deferred Authorization

A card present environment Authorization that is requested after the
cardholder has left the point of transaction.

Deny List Method for blocking cards that have not been accepted for travel within
the transit merchant’s system.

EMV The international body that governs the standards used by chip-based
payment cards and terminals.

ETM Electronic Ticket Machine

fDDA fast Dynamic Data Authentication. An optimized form of Offline Data
Authentication.

GPO Get Processing Options. A command used by the reader to request that

a card performs a payment transaction.

Journey Construction

The process of analyzing individual taps received from transit readers
and forming logical journeys performed by cardholders.

Known Fare Transaction
(KFT)

A contactless transaction performed at the turnstile, gate, or point of
boarding of a mass transit merchant where the fare amount is known
prior to travel and tap of a Visa card.

Mass Transit Merchant

A Public Transport Operator or Authority (PTO) assigned MCC 4111,
4112, or 4131, which uses one or more of the models described in this
document to accept Visa card payments.

Mass Transit Transaction
(MTT)

A contactless transaction performed at the turnstile, gate, or point of
boarding of a mass transit merchant where the final fare amount is
calculated using data derived from one or more taps of a Visa card
during a travel period.

MCC

Merchant Category Code

Visa Contactless
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Acronym or term

Description

MIT Merchant Initiated Transaction

MOTO Mail Order/Telephone Order transaction

ODA Offline Data Authentication. A method by which the reader requests
and checks the authentication data received from the card to ensure it
is genuine.

P2PE Point to Point Encryption. P2PE is used to cryptographically protect
Account Data (AD) from the point where the merchant accepts a
payment card (the reader) until it reaches a secure decryption
environment.

PAN Primary Account Number

PAR Payment Account Reference. A non-financial unique identifier assigned

to each Visa payment account, in order to link payment activity across
the ecosystem, and facilitate consumer identification without using
sensitive cardholder data.

Passback or Pass-back

Merchant-specific processing to prevent a single card being used more
than once in a given timeframe, to prevent cardholder misuse and
potential revenue loss from period pass re-use.

Pay As You Go (PAYG)

Refers to a cardholder presenting a card at a transit reader to authorize
travel without having previously paid for their journey.

PCI DSS

Payment Card Industry Data Security Standard. A standard that ensures
that card and payment data are stored, processed, and transmitted in a
secure manner.

Pre-purchase

Refers to a cardholder purchasing their ticket or other transit product as
a right to travel before they present it at a transit gate or reader.

PTO Public Transport Operator or Authority

QSA Qualified Security Assessor, as defined in [PCI DSS].

RoC Report on Compliance

STIP Stand-In Processing. Service in which Visa will act on behalf of an issuer
in the Authorization process.

SAD Sensitive Authentication Data, as defined in [PCI DSS].

Tap Refers to the act of presenting a contactless card at a transit reader.

Sometimes referred to (outside of this document) as “touch”.

Visa Contactless
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Acronym or term

Description

Tap Data The data that is captured at a tap for future use by a mass transit
merchant, which may include time and date of tap, mode of transport,
and any additional data relevant to fare calculation.

TC Transaction Certificate

Tokenized PAN

A secure value that replaces and uniquely identifies a PAN, using
different representation from the original PAN.

Transaction Identifier

Also known as Tran ID. This is a unique identifier assigned to each
transaction submitted by a mass transit merchant’s acquirer as part of
the Authorization and Clearing messages.

Transit Gate or Gate

A physical barrier which controls access to a transit system. Incorporates
a transit reader.

Transit Reader or Reader

A Visa-approved contactless reader to which the cardholder presents
their contactless card to gain access to a transit system.

Travel Period

A fixed period of time (typically 24 hours, but can be intra-day) within
which a merchant performing Mass Transit Transactions accumulates
journey data for a passenger.

Visa Contactless

Also known as "Visa payWave" or simply “contactless”. It is a method of
initiating a card-present transaction using a short-range radio
communication from a card in compliance with Visa Mobile/Contactless
Payment Specifications (VCPS/VMCPS).

VOL

Visa Online. A repository for Visa documentation and other stakeholder
supporting materials.

1.6 Document conventions

The following table lists the conventions used in this document:

Table 3 - Document conventions

Convention Description
Highlights important text in the guide
Note Provides more information about a topic
Italics Indicates document titles or specific data elements

Visa Contactless
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1.7 Requirement terminology
The terminology for requirements and recommendations are as follows:

m  Use of the word “must” denotes a mandatory requirement
m  Use of the word “should” denotes a recommendation
m  Use of the word “may” denotes an optional feature

1.8  Visa requirements

Requirements derived from the Visa Core Rules and Visa Product and Service Rules ("Visa
Rules”) specific to mass transit are embedded in this document as requirements. Each
requirement is included in the following format:

Requirement Number: Rule Subject

(Rule: See ID# of the Visa Rules)

An extract of the key elements of the rule

The summaries of the rules for mass transit found throughout this document are provided for
information only. Please refer to the current version of the Visa Rules for the full definition of
the relevant rule.

Some information found in this document refers to VisaNet transaction processing
requirements, which are applicable only where Visa processing is used.

1.9 For further information

For further information about Visa mass transit models, or for questions about this
document, issuers and acquirers may contact their Visa representative. Mass transit
merchants should contact their acquirer.

Visa Confidential Version 1.0
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2 Overview of Visa mass transit models

Transit merchants vary in terms of size and network complexity. The fares charged can be

affected by:

m  Single or multiple modes of transport (e.g. bus, metro, and trams)

m  Distance or route travelled and/or time of journey

m  Concessionary fares (e.g. the elderly, students, or staff)

m  Fare capping policies that impose limits on the amount charged

Visa has developed four flexible models that enable the acceptance of “open-loop” payment
cards based on contactless EMV technology for fast, convenient, and secure automatic fare
collection within transit environments, as described in the following table.

Table 4 - Visa mass transit models

Model

Description

Examples

Mass Transit
Transaction
(MTT) model

The Visa Contactless card is used at points of
access to the transit service on readers that
accept contactless payments only.

The final fare charged is not always known at the
time of travel, but is calculated at the end of a
travel period (typically 24 hours, but can be intra-
day) by the PTO based on journeys made during
that period.

The transit reader may be
connected to a gate or
turnstile. Some PTOs may
require the card to be used
at entry-only, while others
may require use at entry and
exit. The reader may charge
flat, distance, or time based
fares.

Known Fare
Transaction
(KFT) model

The Visa Contactless card is used at points of
access to the transit service where the fare
charged is always known by the reader, which
accepts contactless payments only.

An on-vehicle transit reader
which may either charge flat
or distance based fares.

Visa Access
Credentials
model

Travel has been paid for in advance and the same
Visa Contactless card is used as a credential or
“authority to travel” in place of a ticket.

This model is not discussed further here.

Pre-purchase ticket, then
card is used as an authority
to travel by tapping on a
transit reader.

Retail model

A ticket is purchased using a card at a terminal
which accepts all Visa card payments, and the
ticket (paper or smart) is used to access the
transit system.

This model is not discussed further here.

A ticket vending machine, a
ticket office, a bus contact
and contactless ticket
terminal.
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2.1 At a glance — Comparing MTT and KFT models

The following table explores the key differences between the MTT and KFT models that are
described in this document:

Table 5 - High-level comparison of MTT and KFT models

Characteristics MTT KFT
Designed for very high customer throughput Yes Yes
Fare amount always known at the time the journey is started No Yes
Transit reader accepts contactless payments only Yes Yes
Intended for complex fares, including “capping” or multi-modal Yes No
Allows accumulation of multiple journeys into a single transaction Yes No
Account Verification Requests performed on card’s first use Yes No
Special liability model included (Chargeback Threshold) Yes No
Requires declined cards to be blocked using deny lists Yes No
Requires merchant back office for fare calculation Yes No
Intended Authorization model Deferred Real-time
Authorization resubmissions for debt recovery Yes Yes
Visa Confidential Version 1.0
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3 Mass Transit Transaction model

3.1 MTT Overview

The Mass Transit Transaction (MTT) model is a “pay as you go” model where the fare for each
journey may not be known at the point at which the card is tapped on the transit reader.
Regardless of whether the fare is known or not, tap data is accumulated, and the total fare
amount is calculated and charged by the transit merchant at the end of the travel period.

The key characteristics of this model are:

m  Transit readers accept contactless payments only (no chip & PIN or magnetic stripe)
m  When a card is tapped on a reader it is authenticated and tap data is generated
m  Cards are checked against a deny list before the cardholder can be accepted for travel

m  Taps are accumulated in a back office system (typically operated by the merchant) and
the amount to be charged is calculated at the end of the travel period

m  An MTT should be submitted online as a deferred Authorization at the end of the travel
period where the amount charged is equal to the fare calculated

= Liability is shared between the merchant and issuer through a defined MTT liability
framework

This shared liability framework — sometimes referred to as the “first ride risk” framework —
provides limited protection to merchants for the first declined transaction on a Visa
Contactless card up to a defined MTT Chargeback Threshold. Eligible transactions may be
sent to Clearing, and may not be charged-back, even if the Authorization request is declined
by the issuer. For transaction amounts above the threshold, liability is accepted by the
merchant.

Financial risk is managed by:
m  Using Offline Data Authentication (ODA) to authenticate that the card is genuine when it
is tapped on the reader. Cards which fail ODA should not be accepted for travel

m  Performing an Account Verification Request (AVR) immediately after a contactless card is
first used on a PTOs network, to quickly identify cancelled, lost, or stolen cards

m  Centralizing tap data frequently (typically at least every hour)

m  Authorizing and/or Clearing each transaction no later than the end of the travel period,
to limit the total amount of any outstanding fares due to the transit merchant

= Maintaining and updating deny lists frequently to prevent cards from being used for
further travel where an Authorization request has been declined by the issuer

m  Resubmitting previously declined Authorization requests, in attempt to recover debt
owed to the transit merchant (e.g. unpaid fares), and remove cards from the deny list if a
subsequent Authorization request is approved

The MTT model is designed to be attractive to multi-modal metropolitan PTOs with the need
for high passenger throughput and/or where complex fare calculation policies are operated.

Visa Confidential Version 1.0
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3.2  Processing overview

A high-level overview of the MTT model is given in Figure 1.

Figure 1- Overview of the MTT model
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This section describes how the MTT model may be implemented, covering the following key
areas of functionality as illustrated above:
m  Tap processing — describing how the tap and validation of the card is performed

m  Fare calculation and submission — clarifying the functionality required to encode and
submit transactions for Authorization and Clearing

Visa Confidential Version 1.0
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m  Debt recovery — explaining how merchants can attempt to recover any unpaid fares

m  Transaction processing — describing how key Visa processing fields must be used

m  Exception handling — outlining some of the most common exception events that should
be considered and handled

3.3  Tap processing

Tap processing is how cards are handled at a transit reader to support an MTT. For a full
technical description of contactless processing requirements, please refer to [VCPS], and for
full details of the additional requirements for MTT acceptance please refer to [TTIG].

Figure 2 — Tap processing
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Note A Visa card cannot “fall-forward” to a chip & PIN transaction at a contactless-only
transit reader since such a terminal does not support a PIN entry device and is
configured as such (see [TTIG] for details). According to [VCPS] it is not therefore
possible for a Visa card to be rejected on the grounds that it attempted to fall-
forward.

3.3.1 Offline Data Authentication (ODA)

In order to authenticate the card, the reader performs ODA (specifically fast Dynamic Data
Authentication, fDDA) as part of a zero value local currency transaction. ODA must be
performed successfully in order to consider the card eligible within the MTT model.

Note Successful completion of ODA means that the terminal can rely on the card details
being genuine and unaltered since it was issued.

If ODA fails, or if ODA is not returned by the card, the reader should reject the
card and regard it as not accepted for travel within the MTT model.

Req 01: Mass Transit Merchant Requirements

(Rule: See ID# 0030050)

An Acquirer must ensure that its Mass Transit Merchant performs Offline Data
Authentication (ODA) using fast Dynamic Data Authentication (fDDA).

3.3.2 Expiry date check

Transit merchants should reject expired cards since there is a risk that the deferred
Authorization may be declined at the end of the travel period. Refer to [TTIG] for details.

Note Transit merchants should ensure that the reader date settings are accurate to avoid
false acceptance or rejection of cards based on their expiry date.

Issuers must be aware that cards that have expired may be rejected by transit
readers.

3.3.3 Deny list check

The transit merchant is required to block cards that receive a decline response to an
Authorization or AVR. Most transit merchants operate a deny list that is stored on, or
accessible to, the transit readers. The list comprises of card data (typically non-reversible
hashed PANs). If a tapped card is on the deny list, the card should not be accepted for travel.

Any card data held on a deny list must be secured as described in section 5.

Note The deny list is normally managed in the transit merchant's back office system and
shared with the transit readers. Depending on performance and throughput
requirements, it may be possible for transit readers to lookup a deny list that is held
centrally in the back office. However, typically, a copy of the deny list is held on the
transit reader, and changes (or “deltas”) are broadcast regularly to all readers in order
to synchronize them.

Visa Confidential Version 1.0
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3.3.4 New card check

The transit merchant must be able to identify if a card is being used for the very first time on
its transit services or system.

If the card has not been used before on a PTOs network (i.e. it is a new card) an Account
Verification Request (AVR) must be performed as soon as possible after the card is tapped at
the reader and the cardholder is accepted for travel. This enables transit merchants to
minimize financial loss from lost or stolen cards.

Req 02: Mass Transit Merchant Requirements

(Rule: See ID# 0030050)

An Acquirer must ensure that it's Mass Transit Merchant:

e Submits an Account Verification when a Card is first used at the Merchant

e Blocks a Card from being used for travel within 1 hour of receiving an Account
Verification decline response from the Issuer

If the card has been used previously then there is no need for the transit merchant’s back
office to perform an AVR, although transit merchants are free to use AVRs periodically in
accordance with their risk appetite (e.g. some transit merchants might consider all cards as
“new cards” every 14 days).

An AVR requires the following processing:

= AVR messages have a similar format to an Authorization, with key differences being that
the transaction amount data (Amount, Authorized) is always set to zero and the POS
Condition Code data in Field 25 is set to “51". Message formats are detailed in Table 7 of
section 3.6 below

m  Issuers will respond to AVRs in Field 39 with “85” (No Reason to Decline) if the account is
in good standing and the card can be accepted for travel

If the issuer declines an AVR, the transit merchant is liable for any journeys using
that card after the first hour. To minimize this risk, transit merchants should
ensure no further acceptance of the card by immediately placing it on the deny
list as described in sections 3.3.3 and 3.4.3.

m  Where the issuer has declined the AVR, the transit merchant should still submit the
transaction at the end of the travel period for Authorization and Clearing based on the
charge for the journey(s) completed within the first hour after the AVR decline response
was received. Acquirers have chargeback protection up to the MTT Chargeback
Threshold

3.3.5 Deferred Authorization

Transit merchants that defer online Authorizations must submit the request in accordance
with the Visa Rules.

Visa Confidential Version 1.0
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3.3.6 Transit merchant proprietary processing

In addition to the transaction processing required at the transit reader by [VCPS] and [TTIG],
merchants may implement their own specific processing based on their fare policies. For
example, many transit merchants implement “pass-back” checks to prevent multiple
passengers using the same card at the same reader, gate, or station within a given timescale,
in contravention of the merchant’s conditions of carriage.

Note Visa places no limit on proprietary processing, however transit merchants should be
aware that if the PAN is used for establishing the card identity, it is only available at
completion of the GPO command, and must be protected (see section 5).

3.3.7 Transit merchant revenue protection devices

Transit merchants may use readers, typically portable terminals, to verify passenger
compliance with the PTO's fare policy. Such a device performs the same function as a
conventional reader (i.e. it authenticates the card, checks the deny list, and generates tap
data which is sent to the merchant’s back office). As such, these devices are subject to the
same requirements and certification as readers installed elsewhere on the transit network.

3.3.8 Previous generation cards

Transit merchants operating in markets with a large volume of previous-generation VCPS
2.0.2 cards may seek Visa approval to implement special transit reader processing to
maximize acceptance of these cards. See Appendix B for details.

34 Fare calculation and submission

To implement the MTT model, the transit merchant requires a back office system to calculate
the fare based on the taps from a card accumulated during the travel period, before a
transaction can be submitted to Authorization and Clearing.

An overview of the typical processes is given in Figure 3.

Visa Confidential Version 1.0
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Figure 3 — Fare calculation and submission
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3.41 Fare calculation

For each card used for contactless travel during the travel period, the transit merchant will
use tap data gathered from the readers to determine the journeys made and calculate the
fare that will be charged. The methods used for journey calculation and fare pricing policies
are outside the scope of this document, as the PTO may wish to operate a flat, distance, or
time based (or multi-modal combination) fare structure to suit their needs.

Transit merchants must ensure that the methods and amounts used to calculate
travel fares are clear and readily available to its customers.

3.4.2 Authorization requirements

No later than the end of the travel period, the transit merchant must request an online
Authorization for each transaction.

This approach substantially simplifies the implementation within the transit merchant’s back
office systems, improving reconciliation, simplifying transaction dispute and chargeback
processes, and ensuring full compliance with the MTT model.
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Req 03: Mass Transit Transaction Authorization Requirements

(Rule: See ID# 0030049)

A Merchant performing a Mass Transit Transaction must submit an Online Authorization
Request at the end of each travel period

For transit merchants based in Europe an alternative MTT Custom Authorization model is
available as described in Appendix A. However, for new implementations this approach is not
recommended by Visa.

3.4.21 Card sequence number

Although this data element (EMV data tag 5F34) is defined as optional within
the [VCPS], this only means it is optional for an issuer to include it within their
contactless-enabled card. It is essential that, if it is retrieved by the reader from
the card presented by the cardholder, all transit acceptance and acquirer data
processing systems must forward this data element unaltered as part of the
Authorization message and Clearing record sent on to the issuer. This data
element is used in the validation of the online authentication process, and if it is

not returned correctly when present in the card, will cause the Authorization to
be declined.

3422 Authorization amount

A transit merchant must submit an Authorization request for the final transaction amount.

Req 04: Authorization Amount Requirements
(Rule: See ID# 0025596)

A Transit Merchant must submit an Authorization Request for the final transaction
amount.

3423 Transaction date

The transaction date must be the day of the last tap in the travel period.

Req 05: Transaction Date Limits
(Rule: See ID# 0005753)

For a Mass Transit Transaction, the Transaction Date must be the last day on which a
Journey took place.

3424 Purchase date

The purchase date will be the day of the first journey made in the travel period, as this date
should appear on the issuer statement.
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Acquirers must ensure that the purchase date in the Clearing record is the day
the cardholder took the first journey in that travel period. In cases where the
merchant'’s transaction processing day is not on the same calendar day as the
first journey was made, the purchase date must be set to the day the cardholder
first used their card for travel.

3.4.3 Deny list management

Transit merchants must add cards to the deny list within one hour of receiving a decline
response to an Authorization request (or AVR) in order to ensure the card is not accepted for
travel.

Req 06: Mass Transit Merchant Requirements

(Rule: See ID# 0030050)

A Transit Merchant must block a Card from being used for travel within 1 hour of
receiving either: a decline response; or an Issuer response to an Account Verification
Request indicating that the transaction should not be completed with that Card.

Transit merchants must remove cards from the deny list within one hour of receiving an
approval response to an Authorization request, in order to ensure the card is accepted for
travel as soon as possible after an issuer approval.

Merchants must prevent declined cards from entering the system until an
Authorization approval has been received from the issuer.

It should be possible for a customer to establish if their card is on a deny list and the process
for its removal. The PTO is responsible for this element of customer servicing.

Req 07: Mass Transit Merchant Requirements

(Rule: See ID# 0030050)

Upon receipt of an approval response to an Authorization Request, the travel block on a
Card must be removed within 1 hour.

3.44 Clearing

Transit merchants may submit a transaction to Clearing if the Authorization was approved by
the issuer.

An MTT should be submitted for Clearing no later than the timeframe specified in the Visa
Rules, which is typically within 8 days from the end of the travel period. Most mass transit
merchants will aim to submit transactions to Clearing on the calendar day following the end
of the travel period unless a “late data” scenario has occurred.
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Req 08: Acquirer Processing Timeframes

(Rule: See ID# 0027796)

An Acquirer must process transactions within the timeframes specified in the “Acquirer
Processing Timeframe Requirements” table in the Visa Rules.

With the exception of transactions that are eligible under the MTT Chargeback Threshold,
merchants are liable for all transactions where the Authorization request is declined by the
issuer.

3.4.4.1 MTT Chargeback Threshold

The MTT Chargeback Threshold, also sometimes referred to as “first ride risk protection” for
mass transit merchants, aims to mitigate the risk and exposure and distribute liability for an
MTT where the Authorization at the end of the travel period is declined by the issuer.

Req 09: Mass Transit Merchant Requirements

(Rule: See ID# 0030050)

If the Transit Merchant receives a decline response from an Issuer, it may submit a

Clearing record for that MTT only if all of the following apply:

e The transaction (s a domestic transaction or an intraregional transaction

e Either: the transaction is the first transaction on the Card at the Merchant or the
previous Mass Transit Transaction for which Authorization was requested received an
approval response

e ODA using fDDA was performed

e The transaction amount is less than or equal to the market or region specific values
specified in the MTT Chargeback Thresholds of the Visa Rules

The transit merchant may therefore submit an MTT to Clearing if the issuer declined the
Authorization request, providing:

m  The issuer declined in response to the very first MTT Authorization request for this card

m  The issuer declined in response to the first MTT Authorization request for this card since
a previous MTT Authorization approval response

m  The transaction amount is less than or equal to the MTT Chargeback Threshold

Transit merchants are not permitted to submit transactions to Clearing where the amount has
been reduced to meet the criteria governing the MTT Chargeback Threshold. The practice,
which is sometimes referred to as “part-clearing” represents a violation of compliance with
the MTT rules.

Req 10: Mass Transit Merchant Requirements

(Rule: See ID# 0030050)

For a transaction that received a decline response, a Transit Merchant must not submit a
Clearing record with a lower transaction amount in order to meet submission criteria.
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Acquirers must ensure that an MTT that is cleared under the MTT Chargeback
Threshold is correctly labelled with the value of “VFT000" in the Authorization
response code of the Clearing record.

3.5 Debt recovery

A small proportion of transaction Authorization requests may be declined by issuers. In some
cases, this may be for financial reasons, due to cyclical variations in an account balance (e.g.
where a cardholder has insufficient funds before a salary payment is received).

To enable cards to be accepted for travel again once the account returns to good standing, a
transit merchant may re-attempt to Authorize the transaction (i.e. to unblock the card for
travel). If an approval response is given by an issuer to a debt recovery transaction, the transit
merchant must remove the card from the deny list within one hour of receiving the
Authorization approval.

In general, transit merchants will submit debt recovery transactions where the amount of the
re-attempted Authorization request is equal to the outstanding debt (i.e. the unpaid fares
amount).

Req 11: Mass Transit Merchant Requirements

(Rule: See ID# 0030050)

To obtain an approval response, a Transit Merchant must request online Authorization

using either of the following amounts:

e The amount of any outstanding fare

e If no fare is outstanding, the transaction amount that was cleared following the
decline response, and the Authorization request must then be reversed

Upon receipt of an approval response, the travel block must be removed within 1 hour.

3.5.1 Data fields in debt recovery

The methods of debt recovery re-attempted Authorization requests permitted on the
following channels are identified by the values in specific data fields given in the table below.
For MITs, these data fields are additional to those introduced in section 3.5.3 below.

Table 6 - Key fields used in debt recovery Authorizations

Card POS POS Chip Data CVV2
Present Entry Condition present present
Mode Code
Field 22 Field 25
Merchant Initiated Transactions No 01 00 No No
Cardholder  Tap Yes 07 00 Yes No
Initiated 1010 No 01 08 No Yes
E-commerce No 01 59 No Yes
Visa Confidential Version 1.0
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Issuers must not automatically send a decline response based solely on a
missing CVV2 for resubmitted MITs originating from a mass transit merchant.

3.5.2 Zero amount debt scenario

In some cases, the outstanding debt may in fact be zero, since a Clearing record may have
been submitted under the MTT Chargeback Threshold, yet the card is blocked since the
issuer declined the Authorization request.

In this scenario, the Authorization amount should be equal to the amount that was previously
submitted to Clearing under the MTT Chargeback Threshold. In the event that the
Authorization request is approved by the issuer, the merchant must immediately reverse this
transaction, and ensure the card is removed from the deny list.

To facilitate an optimal cardholder experience, transit merchants should support the debt
recovery mechanisms described below.
3.5.3 Merchant initiated

Merchants may resubmit a declined Authorization request under the Merchant Initiated
Transactions framework, see [MIT]. This can be done automatically via a system generated
submission process in the merchant’s back office.

Req 12: Resubmission following a Decline Response to a Transit Transaction
(Rule: See ID# 0030046)
An Acquirer that has received a Decline Response to a transaction that originates from a
Mass Transit Merchant may enter that transaction into Clearing if the following applies:
e The Merchant has received an approval response to a subsequent Authorization

request that included the data from the original transaction
e The Merchant has not submitted either:

- For a KFT, more than 2 Authorization Requests within 14 calendar days of the initial
decline response

- For an MTT, following the initial decline response, more than the number of
permitted Authorization requests within the market or region timeframes specified in the
MTT Decline Response Thresholds of the Visa Rules

For transit merchants operating within the MTT model, this policy typically allows up to four
resubmissions to Authorize within a 14 calendar day period since the original contactless
Authorization request was declined. The number of resubmissions within the MTT model can
vary depending on the market or region as defined in the Mass Transit Transaction Processing
Requirements table in the Visa Rules. Merchants should limit the response codes that they
submit system generated re-attempted Authorization requests for to align with the [MIT]
framework and mitigate further unnecessary decline responses.
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A typical process for merchant initiated debt recovery is illustrated in Figure 4.

Figure 4 — Merchant initiated debt recovery
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In this example for the Europe region, merchants operating within the MTT model are
permitted up to six Authorization resubmissions within 14 days. The first resubmission could
be attempted two days after the original Authorization request was declined, and if this is
also declined, a second resubmission may be attempted after five days, and so forth.

All transit merchant system generated Authorization requests must be
submitted as Merchant Initiated Transactions, see [MIT].

In the resubmitted Authorization request, the [MIT] framework requires the transit merchant
to identify the transaction was initiated as an MIT and:

= Identify the intent of the MIT by specifying Reason Code 3901 (Resubmission) in the
message Reason Code (Field 63.3) of the transaction

m  Provide proof of a preceding transaction by using the Transaction Identifier (i.e. Tran ID)
of the original transaction in the Tran ID data field (Field 62.2 or Field 125, Usage 2,
Dataset ID 03). The same principle applies even if there is more than one resubmission.
Please see Table 6 above for further information.

3.5.4 Tap initiated

A cardholder attempting to use a blocked card at the merchant’s transit reader may create a
fresh debt recovery Authorization request. While the card will not be accepted for travel, the
tap may be used to trigger a fresh contactless Authorization request using the chip data from
the tap.

Visa Confidential Version 1.0
Visa Contactless Page 29 of 55 August 2017





Transit Implementation Guide Mass Transit Transaction model

Figure 5 — Tap initiated debt recovery
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There are no specific limits on the number of Authorization re-attempts that a cardholder can
initiate in trying to pay unpaid fares and/or unblock their card for travel.

3.5.5 Cardholder initiated

A Cardholder may also be invited by the merchant to pay unpaid fares (or unblock their card
if the debt is zero) via a website, call center or other means. On receipt of approval of a re-

submitted Authorization request, the transit merchant must remove the card from the deny
list within one hour.

Figure 6 — Cardholder initiated debt recovery
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There are no specific limits on the number of Authorization re-attempts that a cardholder can
initiate in trying to pay unpaid fares and/or unblock their card for travel.

3.5.6 E-commerce initiated

E-commerce debt recovery transactions should be secured by Verified by Visa, as described
in the relevant section of the Visa Rules.
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3.6  Transaction processing

3.6.1 Transaction ldentifier

Transactions originating from a transit reader operating under the MTT model must be
identified correctly, as per the Visa Rules. The Tran ID that is generated during Authorization
should be used for the corresponding Clearing record.

3.6.2 Transaction data fields

For an MTT, acquirers and issuers should not expect a match between the
cryptogram amount in Field 55 and the transaction amount specified in Field 4.

The important data fields and values in the AVR, Authorization, and Clearing messages for an
MTT are shown in the following table:

Table 7 - MTT data fields

Authorization Clearing Value Remarks
Amount, Transaction | Source Amount Variable For an MTT, the values here will not
Field 4 TCR 0 Position 77-88 match the value of tag 9F02 in Field 55.
Transmission Date N/A Variable The value here must contain the date
and Time and time at which the acquirer submits
Field 7 the Authorization message.
Merchant Category MCC 4111 Indicates a transit merchant:
Code TCR O Position 133- | ., 4111: Local and Suburban Commuter
Field 18 136 Passenger Transportation, including
4131 Ferries

4112: Passenger Railways

4131: Bus Lines
POS Entry Mode POS Entry Mode 07 Indicates a contactless-read transaction.
Field 22.1 TCR 0 Position 162-

163

Card Sequence Card Sequence Variable EMV data tag 5F34, which if present in
Number Number the card personalization and received by
Field 23 TCR 7 Position 7-9 the rgader, must be forwarded to the

acquirer.
POS Condition Code | N/A 00 Authorization
Field 25

51 Account Verification Request
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Authorization Clearing Value Remarks

ICC Related Data Terminal Transaction | Variable Transaction Date

Field 55 - Transaction Date

Date Tag 9A TCR 7 Position 10-15

(Field 146 for third
bitmap issuers)

ICC Related Data Cryptogram Amount | 0.00 For an MTT, the values here compared
Field 55 - Amount, TCR 7 Position 87-98 | (or 0.01 to Field 4 will not match.
Authorized only for
Tag 9F02 VCPS
(Field 147 for third 202

. . cards)
bitmap issuers)
Terminal Type Acceptance Terminal | 3 The value here must be set to an
Field 60.1 Indicator Unattended Cardholder Activated

TCR 1 Position 124 Terminal (UAT). See [TTIG].

Terminal Entry POS Terminal 8 Indicates that the terminal had a
Capability Capability contactless reader only (i.e. no contact
Field 60.2 TCR 0 Position 158 chip/magstripe capability).
Cardholder ID Cardholder ID 3 Unattended Terminal, no PIN pad.
Method Indicator Method
Field 60.9 TCR 0 Position 160
Local Transaction Purchase Date Variable The values here should contain the date
Date TCR 0 Position 58-61 on which travel first took place.
Field 13

3.6.3 Dates in Authorization and Clearing

The merchant'’s travel period can start and end on different calendar days even if operating a
24 hour one. For example, from 04:30am on (calendar) day 1 to 04:29 on (calendar) day 2. A

journey that commences on day 1 and finishes on day 2 must be identified in Clearing (TCRO
Position 58-61, Purchase Date) with the date corresponding to day 1. This will appear on the
issuer statement.

Table 8 below shows the dates used in Authorization and Clearing message data field for a
typical MTT with a card used at a transit reader. Table 9 below shows the dates used in Tap
initiated debt recovery transaction.

Visa Confidential Version 1.0
Visa Contactless Page 32 of 55 August 2017





Transit Implementation Guide Mass Transit Transaction model

Table 8 - Dates used for an MTT

Field 7 Field 55 TCRO Pos 58-61 TCR7 Pos 10-15
Authorization | Date and time at Date of the last N/A N/A
which acquirer tap in the travel
submits the period
request
Clearing N/A N/A Date of the first Date of the last
tap in the travel tap in the travel
period period

Table 9 - Dates used for a tap initiated debt recovery transaction

Field 7 Field 55 TCRO Pos 58-61  TCR7 Pos 10-15
Authorization | Date and time at Date from the tap | N/A N/A
which acquirer that initiated the
submits the debt recovery
request transaction
Clearing N/A N/A Date of the first Date from the tap
tap in the original | that initiated the
travel period debt recovery

transaction

3.6.4 Transaction Authorization amount

The transaction amount in Field 4 will indicate the actual amount calculated by the transit
merchant’s back office. This is the amount to be charged to the cardholder.

For an MTT, the cryptogram amount in Field 55 tag 9F02 (or in the case of a third bitmap
issuer in Field 147) will be zero, or one minor currency unit.
3.6.5 Acquirer transaction processing

This section describes the impact of an MTT from the acquirer viewpoint.

3.6.5.1 Cryptogram and Cryptogram data

The cryptogram included in online Authorization and Clearing messages may be a
Transaction Certificate (TC) or an (ARQC). The transit merchant must use the chip data from
the most recent available tap they received from their terminals, and recorded in their back
office system, for that travel period.

Acquirers must ensure that chip data in the online message is identical to the
data received from the card during the last transaction tap performed at a
transit reader.

The data fields forming the Authorization request are given in Table 7 above.

3.6.5.2 Merchant name and location

Cardholders are encouraged to contact the transit merchant for assistance with fare
payments. To help passengers make contact, transit merchants must pass their contact
details to issuers in the Merchant Name and Merchant City fields of Clearing messages. In
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turn, issuers must reproduce these fields in limited characters on statements (e.g. "PTO travel
charge, www.PTO.com/contactless”).

Acquirers must transmit the Merchant Name and Merchant City fields unaltered
in the Clearing records.
3.6.5.3 Authorization code in Clearing

Acquirers must ensure that any MTT sent to Clearing under the MTT Chargeback
Threshold (i.e. ones that were declined by the issuer) is correctly labelled with
the value of "VFT000" in the Authorization code (e.g. Sales Draft Data, TCR 0
Position 152-157, Authorization Code).

Otherwise, acquirers must ensure that standard values for the Authorization code are used.

3.6.5.4 Incorrect transaction processing

Visa reserves the right to assess penalties for acquirers in the Europe region who regularly
submit incorrect or invalid transactions.

In the Europe region only, if an issuer suspects the transit merchant is not complying with the
MTT model rules then they may raise a compliance case against the acquirer.

A Europe acquirer may be subject to a Visa non-compliance assessment of EUR
30 for each MTT processed incorrectly by its merchants.

3.6.6 Issuer transaction processing

3.6.6.1 Account Verification Requests

Issuer hosts should expect to receive a greater number of AVR from merchants implementing
the MTT model. The transit merchant will send tap data corresponding to a card in the form
of an AVR as soon as possible after a card is used for the first time in the transit network.

Issuer hosts should expect that AVRs will be identified with a zero amount from a
contactless-only transit reader with POS Condition Code data field set to “51".

3.6.6.2 Cryptogram types

Issuer hosts should expect to receive Authorization requests that can either contain TCs
(offline cryptograms) or ARQCs (online request cryptograms) which are sent online. This is
because the chip data present in the deferred online Authorization will correspond to the last
tap performed by the cardholder, as explained in section 3.6.5.1. For the same reason, issuer
hosts should expect to receive Clearing records that can either contain TCs or ARQCs.

Issuers in markets that operate zero floor limits for contactless transit transactions should
expect to receive only ARQC online cryptograms.
3.6.6.3 Application Transaction Counter (ATC) checking

Issuer hosts should expect to receive Authorization requests where the value of the ATC is
out of sequence, or even equal to, a previously received ATC value. The same ATC value can
occur, for example, when an Authorization request is reversed.

Visa Confidential Version 1.0
Visa Contactless Page 34 of 55 August 2017





Transit Implementation Guide Mass Transit Transaction model

ATC values can occur in any sequence, as the number and order of the MTT is unpredictable.

Issuers must not automatically decline an MTT based on an unexpected
sequence of ATC received in the online Authorization.

Req 13: Issuer Processing of Mass Transit Transactions

(Rule: See ID# 0030051)

An Issuer must be able to correctly process an Authorization request for a Mass Transit

Transaction and must:

e Not send a decline response based solely on the value of the Application Transaction
Counter (ATC)

3.6.6.4 Issuer Stand-In Processing (STIP)

Issuers should be aware of the peak volumes of transactions which will be processed by
transit merchants at the end of each travel period (typically during evening hours). Visa
recommends that issuers review their STIP settings to ensure that these are appropriate for
potentially high volumes of Authorizations that may be received during times where the
issuer host systems are unavailable.

3.7  Exception handling

3.7.1 Late or lost data scenario

Accurate fare calculation relies on a complete set of tap data being available in the transit
merchant’s back office for processing at the end of the travel period. However, for various
operational reasons (e.g. station loses connectivity for a period of time), some tap data may
fail to arrive into the back office in time.

Transit merchants may wish to defer fare calculation processing until a complete set of tap
data is available. This would avoid the application of charges for incomplete journeys where
the merchant is aware of a technical issue or condition with its systems.

3.7.11 Tap data arrives after online Authorization (before Clearing)

If the revised amount, after fare calculation, exceeds amount previously Authorized (e.g. the
late tap data resulted in a higher fare), the transit merchant must reverse the original
Authorization and submit a fresh Authorization for the correct amount.

Otherwise, if the revised amount is lower (e.g. an incomplete journey charge was corrected to
a lower fare), the transit merchant may submit the lower transaction amount in the Clearing
record (i.e. lower than the amount in the original Authorization).

3.7.1.2 Tap data arrives after Clearing

If the revised amount, after fare calculation, is less than that in the original Clearing record,
the transit merchant should issue a refund to the customer as soon as possible (see below).

If the revised amount, after fare calculation, is greater than that in the original Clearing record
the transit merchant must Authorize the difference between the original and revised amount
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before submitting a Clearing record for the difference. If the Authorization is declined, it must
be treated the same as any other declined Authorization.

3.7.2 Refunds

A refund transaction must be initiated if the cardholder has been overcharged (e.g. because
of late data).

Refunds should be initiated as soon as possible after discovering the
overcharging.

3.7.3 Revenue protection charges

A transit merchant’s fare policy may include a provision to impose specific penalty charges if
a passenger is found to be travelling in contravention of their conditions of carriage (e.g.
customer did not tap their card when accessing the transit service).

Any charges that are processed in connection with violation of fare policy by a transit
merchant must be processed as a separate charge on the cardholder account. That is, the
merchant should Authorize and Clear these charges as separate transactions from the MTT
travel charges and provide the following information that should be placed on the issuer
statement:

m A clear reason for the charge
m  How the cardholder may challenge the charge

Conditions under which inspection charges may be imposed and the amount(s)
should be clearly stated in the transit merchant’s conditions of carriage which
should be freely available to cardholders.
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4 Known Fare Transaction model

4.1 KFT overview

The Known Fare Transaction (KFT) model is a “pay as you go” model where the fare for each
journey or ticket is known at the time the payment card is presented to the transit reader.
The key characteristics of this model are:

m  Transit readers accept contactless payments only (no chip & PIN or magnetic stripe) and
must be capable of completing online Authorizations (in real-time or deferred)

m  The amount of the fare charged is always known before the card is tapped

m  Transactions can be Authorized online or handled offline at the terminal according to
Authorization rules and where market specific floor limits allow

m  Transaction amounts are likely to be restricted to the market specific contactless
Cardholder Verification Limit (CVL), since the reader has no PIN entry device

m  There is no special liability framework available like there is with the MTT model. All
transactions must be Authorized before they may be submitted to Clearing

4.2 Tap processing

The interaction of the card and reader for the KFT model is exactly the same as for any retail
contactless transaction. However, a transit reader does not support chip & PIN or produce
receipts.

421 Real-time Authorization

The transaction processing flow is the same as for standard retail contactless transactions:

m  The card is tapped on a transit reader and a transaction for the known amount is
processed. The PTO can operate a flat or distance based fare structure to suit their needs

= The transaction will be Authorized online or handled offline at the terminal depending
on the type of card used and market specific floor limit requirements

m  The Authorization decision will be shown on the reader once the transaction completes
= Only if the Authorization is approved may the transaction may be sent to Clearing

It is acknowledged that online Authorizations over cellular data connections (e.g. GSM 3G or
4G) typically take 2-5 seconds to complete. While this may be faster than cash boarding, it
may not be fast enough to satisfy the needs of all transit merchants, so should be considered
during the planning of any implementation.

4.2.2 Deferred Authorization

Transit merchants may, at their risk, defer online KFT Authorizations in order to maintain
service continuity where online Authorizations cannot be completed (e.g. a temporary loss of
cellular connectivity) or where a higher rate of customer throughput is required (e.g. long
queue at a vehicle stop).
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Transit merchants that choose to defer online Authorizations should be aware of the
following:

m  Transit readers should successfully perform ODA on accepted cards to remove risk of
counterfeit card use (see previous section 3.3.1 for further detail)

m  Transit readers should check the expiration date of the card and reject expired cards (see
previous section 3.3.2 for further detail)

m  Transit merchants are permitted to employ additional proprietary processing (see
previous section 3.3.6 for further detail)

m  Transit merchants must submit the request in accordance with the Visa Rules

Transit merchants operating within the KFT model may resubmit an Authorization for a
previously declined Authorization request twice in a 14 day period, under the [MIT]
framework (please see section 3.5.3 and Table 6 for further detail).

Note Merchants, payment service providers, and acquirers must ensure that storage,
processing, transmission of PAN, or other account data complies with [PCI DSS].

4.3  Transaction processing

4.3.1 Transaction ldentifier

Transactions originating from a transit reader operating under the KFT model must be
identified correctly, as per the Visa Rules. The Tran ID that is generated during Authorization
should be used for the corresponding Clearing record.

4.3.2 Transaction data fields

For a KFT, acquirers and issuers should expect a match between the cryptogram
amount in Field 55 and the transaction amount specified in Field 4.

The important data fields and values in the Authorization and Clearing messages for a KFT
are shown in the following table:

Table 10 - KFT data fields

Authorization Clearing Value Remarks

Amount, Transaction Source Amount Variable For a KFT, the values here must match
Field 4 TCR 0 Position 77-88 the value of tag 9F02 in Field 55.
Transmission Date N/A Variable The value here must contain the date
and Time and time at which the acquirer submits

Field 7 the Authorization message.
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Authorization

Merchant Category
Code

Field 18

POS Entry Mode
Field 22.1

Card Sequence
Number

Field 23

POS Condition Code
Field 25

ICC Related Data

Field 55 - Transaction
Date Tag 9A

(Field 146 for third
bitmap issuers)

ICC Related Data

Field 55 - Amount,
Authorized
Tag 9F02

(Field 147 for third
bitmap issuers)

Terminal Type
Field 60.1

Terminal Entry
Capability
Field 60.2

Clearing

MCC
TCR 0 Position 133-
136

POS Entry Mode
TCR 0 Position 162-
163

Card Sequence
Number

TCR 7 Position 7-9

N/A

Terminal Transaction
Date

TCR 7 Position 10-15

Cryptogram Amount
TCR 7 Position
87-98

Acceptance Terminal
Indicator
TCR 1 Position 124

POS Terminal
Capability
TCR 0 Position 158

Value

4111
4112
4131

07

Variable

00

Variable

Variable

Remarks

Indicates a transit merchant:

4111: Local and Suburban Commuter
Passenger Transportation, including
Ferries

4112: Passenger Railways
4131: Bus Lines

Indicates a contactless-read transaction.

EMV data tag 5F34, which if present in
the card personalization and received by
the reader, must be forwarded to the
acquirer.

Identifies transaction conditions at the
point of sale. For use in the
Authorization message.

Transaction Date

For a KFT, the values here compared to
Field 4 must match since the fare
amount was known at the time the card
was presented to the reader.

The value here must be set to an
Unattended Cardholder Activated
Terminal (UAT). See [TTIG].

Indicates that the terminal had a
contactless reader only (i.e. no contact
chip/magstripe capability).
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Authorization Clearing Value Remarks

Cardholder ID Cardholder ID 3 Unattended Terminal, no PIN pad.
Method Indicator Method

Field 60.9 TCR 0 Position 160

Local Transaction Purchase Date Variable The values here should contain the date
Date TCR 0 Position 58-61 on which travel took place.

Field 13

4.3.3 Payment processing
Transit readers operating the KFT model must be configured as per Table 10 above.

The KFT model does not require any specific risk management logic to be implemented by
the merchant in its back office.

For payment processing, the transit merchant back office may:

m  Perform online Authorization requests for transactions in real-time or deferred
m  Perform Settlement for Authorized transactions (i.e. submit them to Clearing)
m  Receive and process chargebacks

4.3.4 Acquirer transaction processing

Acquirers must ensure that transit merchants operating the KFT model configure their
readers as per Table 10 above. The processing of transactions from merchants operating the
KFT model is otherwise identical to contactless retail transactions.

Acquirers must not submit any transactions to Clearing that have not been Authorized
(online or offline). Acquirers that resubmit Authorization requests must follow the processes
defined in the [MIT] framework, as explained in the previous section 3.5.3.

4.3.5 Issuer transaction processing

Issuers can identify a KFT based on the configuration of the transit reader (i.e. a UAT capable
of contactless payments only from MCC 4111, 4112 or 4131) where the fare was known at the
point the card was tapped (i.e. Field 4 is equal to Amount, Authorized).

4.3.5.1 Application Transaction Counter (ATC) checking

As with MTTs in section 3.6.6.3, issuer hosts should expect to receive Authorization requests
where the value of the ATC is out of sequence, or even equal to, a previously received ATC
value. The same ATC value can occur, for example, when an Authorization request is reversed.

ATC values can occur in any sequence, as the number and order of the KFT or retail
transaction is unpredictable.

Issuers must not automatically decline a KFT based on an unexpected sequence
of ATC received in the online Authorization.
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5 Transit merchant security requirements

5.1 Introduction

Transit merchants are required to meet the relevant security requirements of the payments
industry including:

m  [PCI DSS] due to the storage, processing and transmission of account data

m  Additional security requirements for readers within the Visa specifications (e.g. the
protection of scheme public keys)

m  Good security practice, such as that specified in [ISO27001]

5.2  PCI DSS requirements

The [PCI DSS] documentation provides comprehensive security requirements which apply to
any organization involved in the storage, processing, or transmission of payment card
transaction data.

[PCI DSS] defines account data as consisting of cardholder data and sensitive authentication
data. If account data is stored, processed, or transmitted by a transit merchant or their
processor, appropriate measures must be taken to protect the data.

The best practice tips are intended to provide stakeholders with learnings they
may apply where appropriate. They do not replace a thorough risk analysis
against [PCI DSS] or the engagement of a Qualified Security Assessor (QSA).

5.3  Security best practice

When defining their security architecture, a transit merchant should take particular care to
consider:
= The management of card lists

m  The implementation of point to point encryption (P2PE), to protect account data in
transmission

m  Processing of account data in the back office
m  The need for mutual authentication, to protect against unauthorized access to account
data

To ensure compliance is achieved with minimal impact, it is important that a transit merchant
engages with a QSA early in the lifecycle of a deployment project.

5.3.1 Cardholder data protection during list processing

A transit merchant’s approach to cardholder data protection can impact the management of
card lists.

The use of suitably protected card lists, held at readers and/or centrally in a transit system, is
expected to be a common design solution to meet Visa's requirements for risk management.
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Lists may be used for a number of possible reasons, for example:

m  Deny lists — to prevent further travel by cards deemed not accepted for travel (e.g.
following an online Authorization decline)

m  Pass-back lists — to prevent the same card being used multiple times at the same time on
a reader. This feature is one that a number of transit merchants use to ensure
compliance with their conditions of carriage

m  Accept lists — a list that positively identifies cards that have been pre-approved as
accepted for travel

A common requirement across the processing of these lists is the need to match a PAN
presented at a reader with the secure PAN data on the list.

It should not be necessary to recover the plain text PANs for matching purposes.

Due to the risk of unauthorized third parties attempting to discover PANs
through the use of a pre-computed “rainbow” table of non-reversible hashed
PAN values, [PCI DSS] requires the use of a “salt” with a one-way hash. Please
refer to [PClI DSS] or a QSA for details.

5.3.2 Account data in back office systems

The arrival of account data in the back office may be the trigger for a number of processes,
such as:

m  Fare calculation

m  List management

m  Authorization and Clearing requests
m  Customer servicing

Multiple back office systems may need access to account data, which potentially extends the
scope of [PCI DSS] to these systems. This is something that most transit merchants seek to
minimize, and their systems should be designed to avoid PAN data (or any other sensitive
account data) being stored in multiple locations, which increases risk.

Transit merchants may wish to consider securely storing just one copy of the
PAN, and design their solution such that either the PAR or an unreadable
representation of the PAN is available for use by other systems.

5.3.3  Mutual authentication

Mutual authentication is a requirement in the context of configuration and management of

devices in [PCI DSS] and requires that the reader and the back office system with which it is

communicating can trust the integrity of the data exchanged. This is to prevent an attacker

from placing software in a reader that could be used to circumvent security by giving access
to unprotected account data.

Mutual authentication should be considered as part of the overall design
between all types of transit readers and back office systems to ensure that
exchanges of data, whether transactional, management or otherwise, are
protected against attack.
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5.3.4 Using the Payment Account Reference

A Payment Account Reference (PAR) is a unique identifier associated with a specific payment
account. This reference is used with a Visa token in place of sensitive cardholder data such as
PAN, and transmitted across the payments ecosystem to facilitate consumer identification
regardless of payment device form factor. PAR allows acquirers and merchants to link all
activity related to the underlying payment account across multiple tokens without relying on
the PAN.

The cardholder taps the Visa Contactless card to a transit reader where it initiates a
transaction, and the token and PAR are transmitted via EMVCo tag 9F24. The merchant
identifies the tokenized payment and processes an Authorization request including the token
and PAR. The merchant will then receive an Authorization response including both of these
references in Field 56.

The PAR may also be useful for customer services in using a replacement for the PAN across
systems and reducing PCl compliance requirements. For example;

m  Real time cardholder identification

= Deny list management

m  Risk / fraud / management

m  Omni-channel CRM

m  Enhanced loyalty / rewards programs

m  Better account lifecycle management

Req 14: Security of Account Numbers and Payment Account References
(Rule: See ID# 0029276)

An Acquirer must ensure all of the following:

o That the Account Number associated with a payment Token in a transaction is
not disclosed to the Merchant

. That a Payment Account Reference (PAR) is not stored with its associated full
Account Number(s) or payment Token(s)

o That a transaction is not initiated with a PAR

o That a PAR is used only for the following:
- Providing or managing only customer service
- Performing fraud and risk control activities

- Supporting value-added services in which the Cardholder has opted to
participate

- Aiding compliance with applicable laws or regulations

While PAR is not identified as sensitive data in PCl, PAR data should be used
and protected in accordance with national, regional, and local laws and
regulations, including privacy laws.
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6 Card personalization

Visa's MTT and KFT models are designed to accept contactless cards that are capable of
performing ODA (specifically fDDA). However, there are two personalization settings that
issuers should be aware of, and verify, to ensure their cards are accepted at all transit
merchants.

6.1 Support ODA

Issuers should personalize cards for ODA as defined in [VCPS].

Cards should allow ODA during online Authorizations. This is done by correctly
personalizing cards to ensure the "Disable Offline Data Authentication (ODA) for
Online Authorizations” (CAP byte 2 bit 6) is zero. If CAP byte 2 bit 6 is set, the
card will not return ODA data and it will be rejected by transit readers.

6.2 International use

Issuers should personalize cards to allow international transactions, as defined in [VCPS].
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7 Customer service

Transit merchants and card issuers must consider how they are going to support cardholders
using a mass transit system, especially how support is shared between organizations. This
section discusses the key considerations.

71 Transit merchants

7.1.1  Conditions of carriage

The charges applied when using contactless cards in transit, including inspection, penalty or
“maximum” fare charges, are subject to the transit merchant’s conditions of carriage. At a
minimum, the following must be satisfied:

m  Conditions of carriage must be readily available to cardholders

=  [f entry to the transit system is deemed to imply acceptance of the conditions of carriage,
then prominent notices must be present at points of entry to the network as well as
communicated on the transit network itself

7.1.2  Handling customer queries

Cardholders using a transit system after presenting their card may query the charge. This may
be for a number of reasons, particularly in the MTT model where the fare calculation may be
relatively complex (e.g. due to distance travelled, peak/off-peak, use of different transit
modes, or capping).

Although a transaction may appear on a statement, the issuer will not have access to the data
necessary to respond to a query. Transit merchants should offer the following support to
their customers:

m  Clear messaging to avoid known issues (e.g. card on deny list)

m  Advice for customers on how to get support, preferably through self-service

7.1.3  Online access to transaction data

Since transit readers operating under the MTT model do not generally provide transaction
receipts, information must be made available to cardholders via alternative means as the
following requirement states:

Req 15: Mass Transit Merchant Requirements
(Rule: See ID# 0030050)

An Acquirer must ensure that its Mass Transit Merchant, upon completion of a
transaction, provides the Cardholder with access to all of the following information for a
minimum of 120 days following the Transaction Processing Date:

° Merchant name

o Total transaction amount in the transaction currency
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o Details of each individual journey completed during the travel period, including
the start and end time of each journey

. Final Transaction Date

o Any discounts applied

Many queries can be answered by providing the cardholder with online access to their travel
history, including information from tap data captured and charges made to the card. This can
help avoid the need for customers to contact customer services, and can reduce transit
merchant and issuer customer service costs.

Transit merchants can make online receipts available for cardholders using either a standard
contactless card or a tokenized form of payment. A web interface can be used to capture, for
example, the last 4 digits of the PAN or token, date of travel and the fare amount, and
optionally also along with a unique reference number placed on the issuer statement.

Some transit merchants will already provide web based portals for customers to log in to and
may wish to provide this information within that.

m  For standard card users, the cardholder would register an account with the merchant and
link their card by completing a secured e-commerce transaction (to prove the card is in
possession of the cardholder). Once linked, the transaction history for that card can be
shown

m  For tokenized device users, the cardholder would register and link their card in the same
way, and the Payment Account Reference (PAR) may be used to associate the linked card
(the PAR value is returned in the authorization response when the card was linked) with
the tokenized transactions (the same PAR value is provided in the tap data)

71.4  Customer education

Some of the more common questions that cardholders may raise regarding card usage can
be mitigated by the provision of clear, timely and consistent information before and during
travel. For example:

m  Reminding the cardholder of the need to present only the card they wish to use in the
reader field to avoid “card clash”

m  Reminding the cardholder of the need to tap in and out using the same card for the
entire journey to get the best fare. PTOs should be contacted for assistance with any

query
= Reminding mobile users to provide cardholder authentication in advance of travel to
avoid the need to enter their passcode as they pass through a gate

7.2 Issuers

7.2.1 Handling customer queries

To handle customer queries effectively, issuers should ensure their customer service systems
and staff can identify transit transactions, and manage them in an appropriate way.
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Issuers should prepare analysis and resolution paths for the most common queries. For
example, the following may be some of the types received:

m  Card being declined at the reader — issuers should be able to identify that a card
transaction has recently been declined at the transit merchant, resolve any outstanding
account based issues, and then advise the customer to contact that transit merchant

m  Charges being applied — issuers should handover or direct the cardholder to the transit
merchant who can answer specific transit fare queries

7.2.2 Statement data

The transit Merchant Name and transit Merchant City fields are populated in Clearing records
and should contain merchant contact information for cardholders (e.g. a website address or
telephone number).

Merchants may wish to place a unique reference in these fields so issuers can use it as a
means for their cardholders to identify the transaction if they query a charge directly.

Issuers should include the merchant contact information in statements.

7.3 Cardholder verification

As cardholder verification on the transit reader is not possible for mass transit, transaction
amounts are restricted to the contactless CVL.

Mobile-capable devices may be set up to require the entry of a CDCVM on the handset, such
as a fingerprint or passcode for all transaction types, including mass transit. To ensure fast
throughput at transit readers and to improve the cardholder experience, transit merchants
and issuers should explain that cardholders should pre-Authorize the tap prior to arrival at
the reader.
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8 Dispute resolution

8.1 Transit merchant

Where a cardholder has a dispute about a transit transaction, they should in the first instance
contact the transit merchant, as described in section 7.

In order to answer such disputes, the transit merchant must be able to make purchase
information and accumulated transaction information available to a cardholder for at least
120 days after the processing date of the transaction, please refer to section 7.1.3.

8.2  lIssuers
Issuers may chargeback for some of the following principle reasons:

m  Where a transaction amount above the MTT Chargeback Threshold is submitted for
Clearing after the issuer has declined an online Authorization request (Reason Code 71),
as follows:

Req 16: Chargeback Rights and Limitations
(Rule: See ID# 0029876)
A Chargeback of a Mass Transit Transaction is valid for the full transaction amount if a

decline response was sent and the transaction amount was greater than the MTT
Chargeback Threshold, see Reason Code 71.

m  Where a card that did not support ODA was accepted for travel on the transit network
(Reason Code 72)

m  Where subsequent declined transactions are submitted after a declined Authorization
request. This condition remains in place until the issuer approves an Authorization
request for a transaction made with the card (Reason Code 72)

However, issuers may not chargeback Authorized transactions on the grounds of the
transaction not being recognized or cases of fraud:

Req 17: Invalid Chargebacks
(Rule: See ID# 0007579 and 0007642)

Reason Code 75 and 81 are invalid for Mass Transit Transactions.

8.3  Acquirers

Acquirers may receive chargebacks related to transit transactions for any of the three
principle reasons detailed in section 8.2 above. Acquirers have the same re-presentment
rights as for other disputes for these reason codes.
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8.4  Dispute resolution summary

It is recommended that the resolution of cardholder disputed transactions should first be
attempted through the PTO. Any chargebacks presented by issuers or acquirers must be
provided with relevant evidence of a breach of the Visa Rules. Some of the more common
dispute scenarios, both valid and invalid for transit transactions, are summarized in the
following table (please refer to the dispute reason codes of the Visa Rules for full details):

Table 11 — Dispute resolution reason codes

Valid

Invalid

Reason Code

Description

Description

71

Declined Authorization:

Can be used for when transactions above
the market or region values specified in
the MTT Chargeback Thresholds table in
the Visa Rules are submitted for Clearing.

72

No Authorization:

Can be used for when transactions on
cards that did not support ODA are
accepted for travel, or are submitted after
a declined Authorization request.

75

Transaction Not Recognized

80

Incorrect Transaction Amount or Account
Number:
The fare has been miscalculated.

81

Fraud (Card-Present Environment)

82

Duplicate Processing:

The PTO's system has caused the
cardholder to be charged twice for the
same service.

85

Credit Not Processed:

The PTO acknowledges that a refund is
due and attempts to credit the cardholder,
but it is not received.

86

Paid By Other Means
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9 Testing

9.1  Transit merchant responsibilities

Merchants must ensure transit readers comply with all Visa requirements defined for the MTT
and KFT models, including relevant tests detailed in EMVCo. For information about EMV
certification, contact www.emvco.com. The Visa EMV Level 3 Test Tool can be used to
complete Visa terminal testing. For guidance on this terminal testing process or obtaining
terminal keys (including those required for transit cloud-based payments), mass transit
merchants should contact their acquirer, and any other technology partner should contact
the Visa Technology Partners team.

9.2  Acquirer responsibilities

To avoid implementation problems, acquirers should work closely with both Visa and transit
merchants as soon as they begin to implement an MTT or KFT project. Acquirers do this to
ensure that transit merchants understand the requirements and are able to implement them
successfully. Acquirers should share terminal keys (including those required for transit cloud-
based payments) with their mass transit merchant, and may contact their Visa representative
to obtain these.

Req 18: Mass Transit Merchant Requirements

(Rule: See ID# 0030050)

An Acquirer must ensure that its Mass Transit Merchant does all of the following:
o Registers with Visa

o Deploys contactless-only acceptance devices

o Meets all of the requirements of this guide and the Visa Rules

9.2.1 System testing

Acquirers of transit merchants must test their processing systems to ensure compliance with
the Visa requirements, and ensure passengers are charged the correct amount for their travel.

In addition to this, the acquirer host system certification testing process is managed by Visa's
Client Support Services and Global Client Testing teams, who will provide guidance on the
implementation process and the required test scripts for certification.

9.2.2 System audit

In cases where transit merchants are suspected of operating the MTT model incorrectly in the
Europe region, Visa may perform, or require acquirers to perform, an audit of the transit
merchant’s systems and processes to ensure compliance with Visa Rules.

Req 19: Mass Transit Transaction Processing Non-Compliance Assessments
(Rule: See ID# 0030055)

A Europe Acquirer may be subject to a non-compliance assessment for each Mass
Transit Transaction processed incorrectly by its Merchants.
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10  Deployment preparation

Successful mass transit implementations require careful planning. The checklists which follow
in this section provide a high level overview of the key factors which should be taken into
consideration when implementing either the MTT or KFT models. In addition, stakeholders
should engage with Visa directly for assistance with specific questions or clarifications.

10.1  Technical readiness checklist
Key technical readiness elements:

m  Technical requirements described in this document have been correctly implemented
m  Terminals have been correctly configured as described in the [TTIG] document

m  Terminals read all required card data from the correct location(s)

m  The required certification, such as EMV and PCl has been achieved

m  Hardware testing with Visa, such as Visa EMV Level 3 testing, has been completed

m  All required cryptographic keys have been successfully installed on terminals

m  Deny lists have been correctly configured including update procedures

= Middle-office functionality is correctly set up to receive and transmit data

m  Acquirer functionality has been integrated into the overall system

m  Host system certification testing completed with Visa to ensure issuer or acquirer
systems are capable of receiving and transmitting all required transaction data fields

m  Messaging between the acquirer and third parties (e.g. PSPs) is correctly handled
m  Back office is correctly configured to implement the required transit rules

m  Back office is capable of providing customer service interface

m  Revenue inspection devices have been correctly set up

= Limited pilot testing (e.g. friends and family) is successfully completed

m  Soft launch (e.g. limited use in live environment) is successfully completed

10.2 Operational readiness checklist
Key operational readiness elements:

m  Transit operators’ business rules have been correctly integrated into the system

= All key customer journey scenarios can be successfully handled (e.g. “happy path”
journey as well as unsuccessful or incomplete journeys)

m  Issuers have reviewed their STIP settings

m  Debt recovery processes have been tested and are managed according to the Visa
requirements (e.g. Merchant Initiated Transactions)

m  Understanding transit merchant and issuer responsibilities for customer support

= Implementing FAQ's for customer support staff

m  Understanding call center requirements (scripts and handover)

m  Incorporating market specific regulatory and “conditions of carriage” requirements
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m  Understanding testing and launch schedules
m  Planning rollout of training to internal teams

10.3 Market communications readiness checklist
Key communication elements:

m  Ensuring communication in local media prior to launch to raise awareness
m  Press release and communication on the day of the launch

m  Local station communication advising passengers that they can use contactless as a
method of payment

m  Local environment publicity (e.g. posters and regular announcements)
m  Station announcements to advise cardholders to avoid “card clash”

m  Ensuring coordination with all stakeholders

m  Contributing towards creating a “platform of awareness”

Visa Confidential Version 1.0
Visa Contactless Page 52 of 55 August 2017





Transit Implementation Guide MTT Custom Authorization model

Appendix A MTT Custom Authorization model

For transit merchants operating in the Europe region where contactless transactions at transit
MCCs are not subject to a floor limit of zero, an alternative Custom Authorization model may
be used.

This model will reduce the number of Authorizations submitted at the end of each travel
period, so instead of all transactions being Authorized (the default model described in the
main body of this guide) transactions are Authorized on a periodic basis.

Implementation of the Custom Authorization model requires complex additional processing
in the transit merchant’s back office to identify where transactions may be submitted directly
to Clearing at the end of the travel period. This added complexity, which is not insignificant,
combined with the increased complexity of disputes processing will make this option more
challenging for transit merchants.

Al Custom Authorization

Instead of sending all transactions for online Authorization at the end of the travel period,
transit merchants may submit transactions directly to Clearing in some cases. However, if
certain conditions are met the transaction must then be Authorized online, as the
requirement below describes.

Req 20: Mass Transit Transaction Authorization Requirements

(Rule: See ID# 0030049)

A Europe Region Merchant performing a Mass Transit Transaction must submit an online

Authorization request at the end of a travel period if any of the following apply:

e The Card was used for the first time at the Transit Merchant or more than 14 calendar
days have elapsed since Online Authorization was last requested for the Account
Number by the Transit Merchant

e The chip on the Card requested online Authorization at any point during the travel
period

e The cumulative value of a Mass Transit Transaction since the last Online
Authorization Request by the Merchant for the Account Number is equal to or greater
than the Mass Transit Transaction cumulative offline limit. This limit is set to the
same value as the Contactless Floor Limit in that country

Under the MTT Custom Authorization model, transit merchant’s systems must ensure that
Authorizations are sent online often enough for issuers to have effective control over the risk
of misuse of their cards, while allowing many transactions to be Authorized offline at the
terminal and submitted directly to Clearing.

The MTT Custom Authorization model does not have any impact on other required MTT
processes such as AVR checking, deny list management, debt recovery, or the MTT
Chargeback Threshold.
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Custom Authorization requires the transit merchant’s back office system to include the
following risk management checks at the end of the travel period:

New card check

Where a card was used for the very first time, the transaction must be sent for online
Authorization. This applies even if the AVR for that card was previously declined (earlier
in the travel period)

Maximum time between online Authorizations check
Where a card was used and the previous online Authorization was more than 14 days
ago. See the below table for details

Card cryptogram type check

Where a card requested online Authorization (generating an ARQC) at any point during
the travel period. This ensures that transactions from online-only cards are always
Authorized online at the end of the travel period

Cumulative offline spend check

Where a card has been used and the total amount spent on the card at the transit
merchant since the last online Authorization exceeds GBP 15 or EUR 20. If the transaction
takes the cumulative amount above the limit, the transaction must be online Authorized

Table 12 - MTT Custom Authorization risk management parameters

Parameter Description Merchant outlet location
United All other Markets
Kingdom

Maximum time If the number of days since the last online | 14 days 14 days

between online approved Authorization exceeds the

Authorizations maximum time between online

Authorizations, the transaction must be
sent for online Authorization.

Cumulative offline For each card, the transit merchant records | GBP 15 EUR 20
spend check the total amount spent on the card since

the last approved Authorization. If a
transaction takes the cumulative amount
above the cumulative amount limit defined
by Visa, that transaction must be
Authorized online.

If any of the checks above are true, the transaction at the end of the travel period must be
sent for online Authorization.

On receipt of an approved Authorization at the end of the travel period, the transit merchant
may reset the Custom Authorization counters as described in Table 12 above. Debt Recovery
transactions may not be used to reset these counters.
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Appendix B MTT handling of VCPS 2.0.2 cards

This document has been developed around current generation [VCPS] version 2.1 cards or
higher.

However, Visa recognizes that in some countries there will be cards in issue that are
compliant with the previous-generation [VCPS] version 2.0.2. Such cards cannot perform ODA
when attempting to process a zero value transaction amount. This means that VCPS version
2.0.2 cards would always be rejected at a transit reader under the MTT model.

In the event that a transit merchant wishes to accept these previous generation cards, they
may optionally implement alternative reader processing.

B.1 Transit merchant acceptance

Instead of using the value of zero (0.00) for the Amount, Authorized field for all cards, the
transit reader should be configured to use a value of one minor currency unit for all cards.

Acquirers must obtain written permission from Visa to configure transit readers
as above, to enable acceptance of VCPS version 2.0.2 cards.

For full details of all other card processing, please refer to [TTIG] available on VOL or via the
transit merchant acquirer.
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